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Mathematical Description of
Cyber-Attacks and Proactive Defences

Nicholas J. Daras' and Argyrios Alexopoulos?

Abstract

The main purpose of this paper is to document a holistic modeling background
and set up a corresponding mathematical theory in order to provide a rigorous
description of cyber-attacks and cyber-security. The starting point is to determine
the concepts of valuations and vulnerabilities of parts of a node constituent. Based
on these two concepts, one may be led to consider the fundamental concept of
node supervision and subsequently to give the definition of cyber-effects and from
this the definition of cyber-interaction. As we shall see a germ of cyber-attack can
be viewed as a family of cyber-interactions with coherence properties and
depending strongly on subjective purposes, information and/or estimates on the
valuations and the vulnerabilities of parts of the involved nodes. In general the
germs of cyber-attacks can be distinguished in three types: the germs of correlated

cyber-attacks, the germs of absolute cyber-attacks and the germs of partial
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cyber-attacks. This approach provides immediate possibility of rigorous
determination of the concepts of proactive cyber defense and proactive cyber

protection.

Mathematics Subject Classifications: 00A71; 68M11, 28A05, 28A12, 32C15
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1 Introduction

In many modern scientific studies, quantifying assumptions, data and
variables can contribute to the accurate description of the phenomena through
appropriate mathematical models. So, in many disciplines, the analysts resort to a
mathematical foundation of the concepts, in order to create a solid base for the
theoretical formulation and solving all relevant problems. As classic examples of
such an integrated mathematization, we can mention Mechanics, Physics, Biology,
Earth Science, Meteorology, Medicine, Statistics and Operations Research. In
recent years, it has begun an effort to mathematical modeling of the social
sciences, such as Economics ([3-5 14, 15, 22 and 24], Psychology (see, for
instance, [6, 18 and 19]), Sociology (see, indicatively, [7]), Political Science (see,
for instance, [17 and 32]) and Geopolitics ([12-13]).

In this direction, there have been numerous significant contributions on the
mathematical modeling of several branches of Theoretical Engineering disciplines,
such as Theoretical Computer Science, Network Security, Electronics, and
Artificial Intelligence etc. Especially, in the case of cyber-security, we may
mention several descriptive papers ([21]) or papers containing several partial

research results. All these scientific approaches emphasize mainly on some of
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stochastic modeling applications, leaving open the question of introducing a full
mathematical theory of cyber-security. See, for instance, the papers [23, 27, 29-31].
One can also consult the books [1 and 20] and the references therein. These two
books provide in-depth coverage of the mathematical prerequisites and assemble a
complete presentation of how computer networks function. The interested reader
may also consult the chapter [28] and the references therein and/or the report of
President’s Information Technology Advisory Committee ([25]) which explicitly
states that “we urgently need to expand our focus on short-term patching to also
include longer-term development of new methods for designing and engineering
secure systems. Addressing cyber security for the longer term requires a vigorous
ongoing program of fundamental research to explore the science and develop the
technologies necessary to design security into computing and networking systems
and software from the ground up. Fundamental research is characterized by its
potential for broad, rather than specific, application and includes farsighted,
high-payoff research that provides the basis for technological progress”. Indeed,
starting from this consideration, Daniel M. Dunlavy, Bruce Hendrickson, and
Tamara G. Kolda gave three challenge areas that are, in their opinion, the major
mathematical challenges in cyber security ([16]).

Indicative of the great interest shown for the mathematization of
cyber-security is the regular organization of international conferences of major
interest. Examples include the two Workshops “Mathematics of Data Analysis in
Cyber-Security” (https://icerm.brown.edu/topical_workshops/tw14-8-mdac/ ) and
“Mathematics of Lattices and Cyber Security” (https://icerm.brown.edu
[topical_workshops/tw15-7-mlc/; also in https://sinews.siam.org/DetailsPage
/tabid/607/ArticlelD/397/ICERM-Workshop-Mathematics-of-Lattices-and-Cybers
ecurity.aspx) held in Brown University, at October 22-24, 2014 and April 21-24,
2015, respectively. The purpose of first workshop was to bring together
mathematical scientists and cyber- security practitioners with expertise in several

main areas, including especially high dimensional data analysis and cryptography,
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to establish a road map for bringing more mathematicians into the field of
cyber-security. The goal of the second workshop was on the one hand to stimulate
activity between different groups interested in lattice problems, such as
mathematicians, computer scientists, and experts in cyber-security, and, on the
other hand, to give recent results on densest lattice packings, the geometry of
lattice moduli space and its connections with automorphic forms and algebraic
number theory, cryptographic applications of lattices, and the state of the art of
lattice reduction in high dimensions.

However, many authors do not fail to highlight the importance of creating
a whole mathematical theory of cyber-security. For instance, one can mention the
abstract [26] in a workshop sponsored by the Department of Energy (DOE) Office
of Advanced Scientific Computing, Applied Mathematics Research Program,
where Dwayne Ramsey of Lawrence Berkeley National Laboratory found that
“significant fundamental mathematical research is needed to characterize the
network in new meaningful ways and subsequently assess risk for the DOE cyber
infrastructure in order to make informed decisions with regard to cyber security
policy”. In the same spirit, Wendelberger, Griffin, Wilder, Yu Jiao and Kolda
made a remarkable comment on the Current Landscape and Need for Fundamental
Research. In this comment, it was pointed out that “cyber-security, as currently
practiced, is a mixed bag of electronic patches and reactionary physical and
administrative controls aimed at fixing the crisis of the day. .... As the cyber threat
continues to grow, it becomes increasingly clear that the Department of Energy
(DOE) must embark on a scientific process of inquiry, investigation, and sound
decision-making. Rather than waiting to discover a cyber attack (perhaps days,
weeks, or months after it has happened), we need to implement a science-based
approach to cyber-security with a rigorous technical foundation. Here, we
propose a mathematical research that will pave the way for the interdisciplinary
advances needed to thwart the growing cyber threat and transform the DOE

approach for protecting electronic resources™ ([33]). Finally, Juan Meza, Scott
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Campbell and David Bailey noted that “the role of mathematics in a complex system
such as the Internet has yet to be deeply explored. In this paper, we summarize some
of the important and pressing problems in cyber security from the viewpoint of open
science environments. We start by posing the question \What fundamental problems
exist within cyber security research that can be helped by advanced mathematics
and statistics?" Our first and most important assumption is that access to
real-world data is necessary to understand large and complex systems like the
Internet. Our second assumption is that many proposed cyber security solutions
could critically damage both the openness and the productivity of scientific
research. After examining a range of cyber security problems, we come to the
conclusion that the field of cyber security poses a rich set of new and exciting
research opportunities for the mathematical and statistical sciences” ([23]).

Although these presentations are innovative and promising, it seems that
they lack a holistic view of the cyber environment. Moreover, there is no
predictability of cyber attacks, nor any opportunity to have given a strict definition
of defensive protection so that we can look for an optimal design and organization
of cyber defense. As a consequence thereof, one can not build a solid foundation
for a complete theory containing assumptions, definitions, theorems and
conclusions. But, this prevents the researcher to understand deeper behaviours,
and requires limiting ourselves solely to practical techniques.

The aim of the present paper is to document a holistic modeling
background and set up a corresponding mathematical theory in order to provide a
rigorous description of cyber-attacks and cyber-security. The text that follows
comes as a follow-up of the forthcoming article [9] in which it has been given a
mathematical definition of cyberspace. In Section 2, we will first introduce
general assumptions and basic notation that we will use later. Bearing this in mind,
the starting point will be to determine, in Sections 3 and 4, the concepts of
valuations and vulnerabilities of the parts of a node constituent. Based on these

two concepts, we will give, in Section 5, the fundamental concept of a node
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supervision and subsequently, in Sections 6 and 7, the definition of a cyber-effect
and, from this, the definition of a cyber-interaction. As we shall see, in Section 9,
a germ of cyber-attack can be viewed as a family of cyber-interactions having
coherence properties (described in Section 8) and depending strongly on
subjective aims, information and/or estimates on the valuations and the
vulnerabilities of parts of the involved nodes. The subjectivity in evaluation and
vulnerabilities of a cyber-node is studied in deep length in [11]. In general the
germs of cyber-attacks can be distinguished in three types: the germs of correlated
cyber-attacks, the germs of absolute cyber-attacks and the germs of partial
cyber-attacks. The above described approach provides the immediate possibility
of a rigorous determination of the concepts of proactive cyber defense and
proactive cyber protection in Section 10. A systematic effort to introduce and give
a practical definition, description and technical organization of the concept of
preventive cyber-defense has become by [8] and the references therein. Here, we
discuss the theoretical foundation of this concept. A mathematical study of the
proactive defense against different special types of germs of cyber attacks is given
in [2].

2 General Assumptions and Basic Notations

Having already mentioned in [9] an adequate supportive theoretical
background for cyberspace modeling, we can proceed to the consideration of the
concepts of cyber-attack and cyber-defense. In order to rigorously define these

two concepts, we will adopt the following approach. At any moment ¢, a node
V = Viepxpuae) In location (xq,x,,x3) of the cyber-domain (Job(W,)I,dy;, )
is composed of cyber constituents (or cyber characteristics) consisting in devices

devj(v) (:sensors, regulators of information flow, etc) and resource elements

res,EV) (:services, data, messages etc), the number of which depend potentially
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from the three geographical coordinates x,,x,, x; and the time t. Here, the order

of any used quote of devices devl(V), devz(V),... and the order of any used quote

of resource elements resl(V), resz(V),... are assumed to be given, pre-assigned and

well defined. For instance, one can order the devices devl(V), devz(V),... as well

as the resource elements res!"’, res",... alphabetically.

Assumption 2.1.  We will assume uninterruptedly that:
e the potential number of all possible devices of V' is equal to M, > 0,
while
e the number of V'’s available devices is only m, = m,(t), with
my < My.
Similarly, we will assume that
e the potential quantity (or number) of all possible resource elements of V
isequal to £, > 0, while
e the quantity (or number) of V’s available resource elements is only
£y = £y (t), inthe sense that £, < L.

3 Valuations of Parts of a Node Constituent

Let us now turn to the definition of valuation measures, as well as the
definition of the vulnerability measures, of an available constituent A" in a

cyber node V:

_ (dewv,if the constituent is a device,
~ lres, if the constituent is a resource element.

Obviously, A") may be viewed as a nonempty collection of a number of

elements.

Lemma 3.1. One can make as much finite o —algebras as partitions on AV,
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Recall that a partition of a set 2 is defined as a set of nonempty, pairwise disjoint
subsets of X~ whose unionis X.

Proof.  Let G be the collection of all the algebras over AY). Let also IT be
the set of all the partitions of A4 . There is a bijective correspondence between
G and II. Indeed, for a partition P € II, consider the algebra U, generated by
{Aq, ..., Ay}, the elements of P. Then Uy consists of the set Uj;c;A4;, where
J {1, ..., k}. To see that this correspondence is bijective, given an algebra 1,
one can define, for all x € AV, the set Ay:= Nueuread (it is a finite
intersection), and that will give a unique partition. Indeed, define the equivalence
relation x ~ y if and only if A, = A,,. It gives a partition, and it is the unique
one. If P ={S;,...,Sn} works, then A, = S, for some i(x), and you can
check that this partition consists of the equivalence classes of ~. So the problem

is to enumerate the number of partitions of the set AV,

Definition 3.2 Let W, V € ob(cy(t)) be two cyber nodes and let A" be an
available constituent in V. For every partition P of A", let us consider the
corresponding o —algebra U, of subsets of A% as well as a monotonic
measure p defined on Up. Let also Cry,Cry, ..., Cry be 9t =N(AV),P)
objective quantifiable Criteria for the assessment of the points of A). Denoting
by Cr;(p) = Crjlxy, %5, %3,t 1(p) € R the value of Cr; on p € A" at a point
(x4, %5, %x3,t) € R3 x [0,1], representing location of V at time t, suppose
1) the functions Cr;(p) are measurable and
2) an importance of valuation weight w;(p) is attributed by the (user(s) of)
node W to the Criterion Cr; on p € AY) at (xy,x5,%3,t) € R* (; of
course, if the users of W are indifferent or not at all informed on the
situation of part p in V relative to the Criterion Cr;, then the relevant

valuation weight w;(p) will be 0).

If E €Uy isapartof AMand n <N, then a relative valuation of E from the
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viewpoint of the (user(s) of) node W at the spatiotemporal point (x,x,, x3,t) €

R* is any vector

Sw(E) = Swlx1,x2,x3,t |(E): = (SW,l(E)rSW,Z(E): ---:SW,n(E)) € R"

where

s ) (B) = s Py, o, x5, 1(ED: = f, Cry(pdwy(p) dia(p).

Each one indefinite integral

(cﬂ( Py x 20t ] = J €ri)w;(p) du(p)

Sw,j = Sy
is called a producing valuation component of part E from the viewpoint of the
(user(s) of) node W into the constituent A" at (x;,x,,x3,t) with respect to
the quantifiable Criterion that represents, while the component values sy, ;(E)
are called component valuations of E from the viewpoint of the (user(s) of) node
W into the constituent AY) at the spatiotemporal point (xy,x,,xs,t). The

number 1 is the dimension of the valuation.

For simplicity and without loss of generality, in what follows, we will always
assume that the dimension of the valuation is fixed over the set of all cyber nodes

and equal to n = 9.

Remark 3.3 It is possible that all of the components sy, ,(E) belong to a fixed
discrete or finite set in R. In such a case, the valuation is said to be discrete or
finite, respectively. It is also possible to consider the extending of component
valuations sy, ,(E) onto the Alexandroff one-point compactification RP* of R,

so that

swx(E) > 0 means “positive valuation in activated part_E”

swx(E) = 0 means “valuation in disabled /non-existent/non-available part E”
swx(E) < 0 means “negative valuation in activated (evepyomompévo) part E”
Sswi(E) =00 means “part E takes its extreme (maximal or minimal)

valuation”.
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If no reference is made to node W and there is no risk of confusion, we

can omit the notation of the node W into the indices used.

Let us give an example of the particular case where the component

valuations belong to a finite set.

Example 3.4 Given an available constituent AY) (: device dev™ and/or
resource element res) in anode V, let us consider a partition P of AW, Let
us consider the corresponding ¢ —algebra U, of subsets of A", A valuation of
a part E € Up can be parameterized and measured using segmentation in
subparts and issues concerning stochastic as well as administrative processes.

Specifically, a valuation of E can be broken down to n = 9t = 22 component

(continuous or discrete) valuations on Up: s; =sj(‘A(V)) (j=12,..,22 and

A = dev,res). In fact, taking equal valuation weights w; = 1 and a normalized

measure u(E) = 1, we may consider the following component valuations, many

of which can be the parameters for calculating the reliability of the constituent

AWV,

1) Cry: “Aging of part E in the constituent AY) of node V ”. The
corresponding component valuation of part E into the constituent AW is
s;(E), so, if, for instance, s;(E) € {¢,(1/k),v}, with 0 < e K 0, 1 < Kk K
o and v > 1, then ¢ stands for recent, (1/k) stands for notrecent and 1
for old.

2) Cr,: “Level of patching of part E in the constituent AY) of node V. The
corresponding component valuation for the part E of AW is s,(E), so, if,
for instance, s,(E) € {¢,(1/k),v}, with 0 < e K 0, 1<Kk Ko and v >
1, then ¢ stands for unpatched, (1/x) for not adequately patched and v for
fully patched.

3) “Amount of compromises of part E in the constituent AY) of node V",

The corresponding component valuation for the part E of AY) is s;(E), so,
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5)

6)

7)

8)

if, for instance, s;(E) € {¢,(1/k),v}, with 0 < e K o0, 1<k K o and
v > 1, then ¢ stands for low amount, (1/k) for moderate amount and v for
large amount.

“Criticality of part E in the constituent A" of node V ”. The
corresponding component valuation for the part E of AW is s,(E), so, if,
for instance, s,(E) € {¢,(1/k),v}, with 0 < e K 0, 1<Kk Ko and v >

1, then & stands for trivial, (1/k) for not so critical and v for very critical.

Crs: “Indication of over-load of part E in the constituent A" of node V”.
The corresponding component valuation for the part E of AY) is ss(E), so,
if, for instance, s<(E) € {¢,(1/k),v}, with 0 < e K o0, 1<k K o and
v > 1, then ¢ stands for a limited low, (1/2) for a moderate load and v for

a big load.

Crg: “Is part E in the constituent AY) of node V of k nown
manufacturer/Brand that can support it uninterruptedly?” The corresponding
component valuation for the part E of A" is s¢(E), so, if, for instance,
se(E) €{e,(1/K),v}, with 0 < e Koo, 1<Kk<«Koo and v> 1, then ¢
stands for a little known manufacturer/Brand, (1/2) for a known

manufacturer/Brand and v for a big manufacturer/Brand.

Cr,: “Has part E in the constituent A" of node V been adequately
tested?” The corresponding component valuation for the part E of AW is
s;(E), so, if, for instance, s,(E) € {¢,(1/k),v}, with 0 <& < o and
v,k > 1,then & stands for a bit tested, (1/k) for quite tested and v for too

well tested.

Crg: “Is part E in the constituent AY) of node V in the first line of
defense? Or is it protected by another defense component?” The corresponding
component valuation for the part E of A" is sg(E), so, if, for instance,

s;(E) €{s,(1/k),v}, with 0 < e Koo, 1<Kk<«Koo and v> 1, then ¢
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stands for a little protected, (1/k) stands for moderately protected and v

for very well protected.

Cry: “Degree of complexity of part E in the constituent A" of node V.
The corresponding component valuation for the part E of AW is sg(E), so,
if, for instance, so(E) € {¢,(1/k),v}, with 0 < e Koo, 1<k K o and
v > 1, then & stands for non-complex, (1/2) for neutral and v for

complex.

10) Cryo: “Is the part E in the constituent AY) of node V adequately

monitored?” The corresponding component valuation for the part E of A"
is s10(E), so, if, for instance, s,o(F) € {¢,(1/k),v}, with 0 < &€ < o0,
1<k« o and v > 1, then ¢ stands for a little monitorated, (1/x) for

moderately monitorated and v for very well monitorated.

11) Cry4: “What is the price of part E in the constituent A" of node V. The

corresponding component valuation for the part E of A" is s;,(E), 50, if,
for instance, s;;(E) € {¢,(1/k),v}, with 0 <e Ko, 1<k <« o and
v > 1, then ¢ stands for low cost, (1/k) for moderate cost and v for high

cost.

12) Cry,: “Failure rate of part E in the constituent AY) of node V”. The

corresponding component valuation for the part E of A" is s;,(E), s0, if,
for instance, s;,(E) € {¢,(1/k),v}, with 0 <e Ko, 1<k« o and
v > 1, then ¢ stands for low failure rate, (1/x) for moderate failure rate and

v for high failure rate.

13) Cry5: “Proximity of part E in the constituent AY) of node V to its health

tolerance”. The corresponding component valuation for the part E of AW
is s;3(E), so, if, for instance, s;5(F) € {¢, (1/k),v}, with 0 < &€ K o0,
1 <k<« oo and v > 1,then ¢ stands for too close, (1/k) for not so close

and v for far from health tolerance.
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14) Cry4: “MTBF (Mean Time Between Failure) of part E in the constituent
AW of node V”. The corresponding component valuation for the part E of
AW s s,,(E), so, if, for instance, s;,(E) € {&,(1/k),v}, with 0 < & K oo,
1< k<« oo and v > 1, then ¢ stands for low MTBF, (1/k) for moderate
MTBF and v for high MTBF.

15) Crys: “Is the average user of part E in the constituent AY) of node V
trained?” The corresponding component valuation for the part E of AW is
s;s(E), so, if, for instance, s;<(E) € {s, (1/x),v}, with 0 <& <K o,
1<k<«oo and v> 1, then £ stands for untrained, (1/x) for not so
trained and v for fully trained.

16) Cry6: “Is any Information Awareness training in place into the part E of
constituent A" in node V?” The corresponding component valuation for
the part E of AWM is s;6(E), so, if, for instance, s;4(E) € {¢, (1/x), v},
with 0 < e K 00, 1 <Kk K o and v > 1, then ¢ stands for low Information
Awareness training, (1/x) for moderate Information Awareness training and
v for high Information Awareness training.

17) Cry7: “Are all security functions automated or there is human-in-the-loop
process?” The corresponding component valuation for the part E of A" is
s;7(E), so, if, for instance, s;,(E) €{s, (1/x),v}, with 0 <& <K o,
1 <Kk<«ooand v>1, then ¢ stands for few automated safety functions,
(1/x) for several automated safety functions and v for many automated
safety functions.

18) Cryg: “Is average user of part E in the constituent AY) of node V
experienced?” The corresponding component valuation for the part E of
AW s s,5(E), so, if, for instance, s;5(E) € {g, (1/k),v}, with 0 < & < oo,
1<k<«Koo and v > 1, then € stands for little experience of the average
user, (1/x) for moderate experience of the average user and v for great

experience of the average user.
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19) Cry9: “Strictness of security Law and regulations in the wide area of part E in
the constituent 4Y) of node V. The corresponding component valuation for
the part E of AWM is s,9(E), so, if, for instance, s;4(E) € {¢, (1/x), v},
with 0 < e Ko, 1<k Koo and v > 1, then ¢ stands for looseness of
regulations and security law in the wide area of node, (1/x) for typical
regulations and security law in the wide area of node and v for strictness of
regulations and security law in the wide area of node.

20) Cryo: “Is a detailed security policy in place?” The corresponding component
valuation for the part E of AWY) is s,,(E), so, if, for instance, s,,(E) €
{e,(1/K),v},with 0 < e K o0, 1 <Kk K o and v > 1, then & stands fora
little detailed security police, (1/k) stands for a sufficiently detailed security
police and v for a very detailed security police.

21) Cryq: “Are there any back up processes?” The corresponding component
valuation for the part E of AY) is s,,(E), so, if, for instance, s,,(E) €
{e,(1/x),v}, with 0 < e K 0, 1 <Kk K o and v >» 1, then ¢ stands for
the existence of not so successful back up procedures, (1/x) stands for the
existence of quite successful back up procedures and v for the existence of
successful back up procedures.

22) Cry,: “How much risk can the organization accept?” The corresponding
component valuation for the part E of A" is s,,(E), so, if, for instance,
sy, (E) € {e,(1/k),v}, with 0 < e« oo, 1<Kk <Ko and v> 1, then ¢

stands for no risk, (1/k) stands some risk and v for full risk acceptance.
Both effectiveness states
Swlx1, x5, x5, t ] (fr(devl(V)», e Swlxg, X0, %3, t ] (fr(dev]%)/))
and applicability situations
Swlxi, x5, x5, t ] (fr(resl(v))>, e Swlxg, x4, %3, t ] (fr(resé?))

are called cyber node valuations of V' from the viewpoint of the (user(s) of) node
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W at the spatiotemporal point (x;, x,, x3,t ). They are also denoted separately by
fr( ,EWWV)) = fr( ,EWWV))[xl,xz,xg,t] , k=12,..,M,+L,, or by the
vector valuation representation

fr(lg(w«w»v)) = fr(ﬁ(wwv))[xl,xz,x&t]::
(fT( 1(WW»V))[X1, X, X3,t ], ... ,fr(ﬁ%”_:g)[xl, Xy X, t ])T.

If there is no risk of confusion, we will prefer write simply g™ =

W e %0, %3, t ], k= 1,2, ..., My + Ly, or use by the joint vector valuation

representation

ﬁ(WW"’V) = ﬁ(WWV) [xlr xZ) .X3; t ]: =

T
WV WV
( 1( )[xl,xz,x3,t],...,ﬁJ(V[V%‘)/[xl,xz,xg,,t]) :
In the total case, the effectiveness states

Swlxi, x5, x5, ](devl(v)), ey Swlxe, X9, x5, t ](dev]%)/) and applicability

situations Sy [xy, Xy, X3, t ](resl(v)), o, Sy lxy, X%y, X3, t ](resg)) are called cyber

node valuations of V from the viewpoint of the (user(s) of) node W at the

spatiotemporal point (xy,x,,x3,t ). As above, they are again denoted separately

by

IEIWWV) = }S_’WWV)[xlr xz; x3) t ]| K = 1'2' ""MV + LV'

or jointly by the vector valuation representation

ﬁ(W'M”)V) = ﬁ(WMV) [xll er x3’ t ]: =

T
(W-wV) (WwV)
(ﬁl > [lelex:‘}'t]""’ MVTLV[xl,xZ,X3,t]) .

By analogy, both available effectiveness states

Swlxi, x5, x5, t ] (fr(devl(v))) veeny Swlxg, X0, x5, t ] (fr(devgg))

and available applicability situations
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Swlxq, x5, x3,t ] <fr(resl(V))> veeer Swlxg, X0, x3,t ] (fr(resg)))
are called available cyber node fractional valuations of V' from the viewpoint of
the (user(s) of) node W at the spatiotemporal point (xy,x,,x5,t). They are

denoted separately by
fr(b,(cwm’v)) = fr(b,gwwv))[xl,xz,x&t I, k=12,..,my + £y,
or jointly by the available vector valuation representation
T
(Fr(6® ") ey, x20 25, 1, s fr(BS ) (s, 2 25, €1)
As before, if there is no risk of confusion, we may adopt the simpler notation
b(WWV) — b(W“‘”‘)V) —
. = by [x1, %5, %3, t ], k=12, ...,my + £y,

or use the joint vector valuation representation

bW=V) = pW=V[x x,, x5, t ]: =

T
WwV WV
(bi )[xl,xz,x3,t], ...,b](v[V_I_L‘)/[xl,xz,xg,t]) :

In particular, in total case, the effectiveness states
Swlx1, x5, x5, t ](devl(v)), ey Swlx, X0, X3, t ](dev,,(,‘fg) and applicability
situations Sy [xq, x5, X3, t ](resl(v)), v Swlx, X2, x5, t ](res{gg)) are called

available cyber node valuations of V' from the viewpoint of the (user(s) of) node

W at the spatiotemporal point (x;, x5, x3,t ). They are also denoted separately by

b}(cWWV) = b;(CWWV) [xll x21 x3r t ]) K= 1121 ""mV + €V’

or jointly by the available vector valuation representation

b(WWV) = b(WWV) [xll x2r x3r t ]:

T
WwsV WwsV
(bi )[xl,xz,x3,t], ---’b4(nV+g3[x1'x2'x3:t]) .
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In order to be more understandable, let us give a schematic example only

for the indicative case of some of the above definitions in the total case.

)

dev;
devf,zz,
Node devices dev® X
(: Node mE
device
standard)
\[ o
devyy,
Available
node ( ”
res;
resources
(: Available <
node
resource
standard) W
| TeSe,
Node ros®)
resources fy+1
(: Node
resource
standard)
resg?

Column
(Vector) of
all possible

node
constituents

Column
(Vector) of
node
valuations

ﬁl(va) = bfwm") = Sy [x1,%2,x5,t ] (devl(v))

.

%wv) - b%w) = Sy lx1, %2, %3, € ] (devy(y'f,})

-

l

|

,B(WMW) = Swlxy, 22, %3, t ] (deV(V) )

my+1 my+1

ﬁ%m)v) = Sy lxq, x5, %3, t ] (dev]%i)

WV WV v
ﬁ}(xtvn) = bfnvfl) = Swlxy, %2, %3, ] (7”951( ))

>

WwV) _ 3 (WwV) _ w)
BMVH’V = me+eV = Swlx1, 22, %5, t ] (reS{,V )

WV V.
ﬁf‘(’fv"'fv)*'l =Sy [xlerVXSv t] (TeS§V11)

WV v
ﬁ]‘(/tv+L‘3 = SW[xleZv x3,t ] (resz(;v))

4 Vulnerabilities of Parts of a Node Constituent

Vector of
available cyber
node device
valuations of V
from the viewpoint
of the (user(s) of)
node W

Vector of cyber
node device
valuations of V
from the viewpoint
of the (user(s) of)
node W

Vector of
available cyber
node resource
valuations of V
from the viewpoint
of the (user(s) of)
node W

Vector of cyber
node resource
valuations of V
from the viewpoint
of the (user(s) of)
node W

There is a special category of valuations of particular interest. This category

refers to those valuations that are determined in regards to the low degree of

“security” of the constituents of the node. The low degree of security is described

completely by the concept of vulnerability. Vulnerability, as used in cyber context,

is the property of a constituent (device or resource element) in a given state that

may be exploited in the relative future. This exploitation at time t may actually
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lead to a constituent (device or resource element) of any node to be compromised

and the valuation of this component to be degraded proportionally.

Definition 4.1. Let W, V € ob(cy(t)) be two cyber nodes and let AY)
be an available constituent in V. For every partition P of A", let us consider

the corresponding o —algebra U, of subsets of 4™ as well as a monotonic

measure A defined on U, . Let also SeCry,SeCry,...,SeCryy, be M =
im(c/l(v),?) objective quantifiable Security Criteria for the security assessment
of the points of AY). Denoting by SeCr;(p) = SeCr;[x1,x;, %3, 1(p) € R the
value of SeCr; on p € AY) at a spatiotemporal point (x;,x;, %3,t) € R X
[0,1], representing location of node V' at time t, suppose
1) the functions SeCr;(p) are measurable and
2) an importance of vulnerability weight «;(p) is attributed by the (user(s)
off node W to the Security Criterion SeCr; on pe AV at
(x1, %5, x3,t) € R* (; of course, if the users of W are indifferent or not at
all informed on the situation of part p in V relative to the Criterion SeCr;,
then w;(p) = 0).
If E €Uy isapartof AYVand m < M, then a relative vulnerability of E from

the viewpoint of the (user(s) of) node W at (x,x,,x5,t) € R* is any vector

U (E) = U1, %2, 23, ¢ 1(ED: = (w1 (BD, Uy 2(E), .., Uy (E)) € R™
where

w (B) = w7y, x5, € 1(E): = [ SeCr(p)wry(p) dA(p).

Each one indefinite integral

AW P
Uw,j = u&/,,- )[xl,xz,xslt] = [ SeCr;(p)w;(p) dA(p)

is called a producing vulnerability component of part E from the viewpoint of the
(user(s) of) node W into the constituent A" at (x;,x,,x3,t) with respect to

the quantifiable Security Criterion that represents, while the component values
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uy j(E) are called component vulnerabilities of E from the viewpoint of the

(user(s) of) node W into the constituent A" at (xy,x,, x3,t ). The number m

is the dimension of the vulnerability.

For simplicity and without loss of generality, in what follows, we will always
assume that the dimension of the vulnerability is fixed over the set of all cyber

nodes and equal to m = .

Remark 4.2. It is possible that the components wy, ;(E) belong to a fixed
discrete or finite set in R. In such a case, the vulnerability is said to be discrete or
finite, respectively. It is also possible to consider the extending of component
vulnerabilities uy, ;(E) onto the Alexandroff one-point compactification RP?

of R, so that

uy j(E) > 0 means “vulnerability in activated part E”

uy j(E) = 0 means “invulnerability in disabled/non-existent/non-available part
B

uy j(E) < 0 means “invulnerability in activated part E”

uy j(E) = oo means “extreme vulnerability situation: completely immune part E”.

If no reference is made to node W and there is no risk of confusion, we
can omit the notation of the node W into the indices used. Let us give an

example.

Example 4.3. Following the notation in the Example 3.4, and taking equal

vulnerability weights w; = 1 and normalized measure A(E) = 1, vulnerability
can be broken down to the following 5 parameters.

1) SeCry: “Level of patching of part E in the constituent A" of node V™.

The corresponding component vulnerability of part E into the constituent

AW is u (E) that is the inverse of the valuation s,(E) in Example 3.4.

In the discrete case, if s,(E) € {¢,(1/k),v}, with 0 < e K 0, 1 < Kk K

oo and v > 1, then u,(E) = 1/¢ stands great vulnerability for unpatched
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3)

4)
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part E, u,(E) = k moderate vulnerability for not adequately patched part
E and uy(E) = 1/v small vulnerability for fully patched part E.
“Amount of compromises of part E in the constituent A" of node V.
The corresponding component vulnerability of part E into the constituent
AW is u,(E) that is the inverse of the valuation s;(E) in Example 3.4.
Note that in the discrete case, if s,(E) € {¢, (1/k), v}, with 0 < & < oo,
1<k<Koo and v > 1, then u,(E) = 1/¢ stands great vulnerability for
low amount of compromises of part E , u,(E) =k moderate
vulnerability for moderate amount of compromises of part E and
u,(E) = 1/v small vulnerability for large amount of compromises of part
E.

SeCrz: “Is part E in the constituent A" of node V in the first line of
defense? Or is it protected by another defense component? ” The
corresponding component vulnerability of part E into the constituent
AW is u;(E) thatis the inverse of the valuation sg(E) in Example I.1. In
the discrete case, if sg(E) € {¢,(1/k),v}, with 0 < € K 0, 1 < Kk K ®©
and v > 1, then u3(E) = 1/¢ stands great vulnerability for a little
protected part E, us;(E) = k moderate vulnerability for a moderately
protected part E, while u;(E) = 1/v small vulnerability for a very well

protected part E.

SeCry: “Are all security functions automated or there is human-in-the-loop
process?” The corresponding component vulnerability of part E into the
constituent AV is u,(E) that is the inverse of the valuation s;,(E) in
Example 3.4. In the discrete case, if s.;(E) € {g,(1/k),v}, with
0<eKow, 1<k«Ko and v> 1, then u,(E) =1/¢ stands great
vulnerability for few automated safety functions, u,(E) = k moderate
vulnerability for several automated safety functions and u,(E) = 1/v

small vulnerability for many automated safety functions.
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5) SeCrs:Is any security police (cryptographic process) in place? ” The
corresponding component vulnerability of part E into the constituent
AW is us(E) that is the inverse of the valuation s,,(E) in Example 3.4.
In the discrete case, if s,,(E) €{es (1/k),v} with 0<é& <K o,
1<k<Koo and v > 1, then us(E) = 1/¢ stands great vulnerability for
a little detailed security police, us(E) = k moderate vulnerability for a
sufficiently detailed security police and us(E) = 1/v small vulnerability

for a very detailed security police.

Remark 4.4. A basic and reasonable question arises immediately and may be
constitute the central subject of discussion in subsequent additional scientific
studies. The question relates to the objectivity and/or subjectivity in the choice of
the numerical characteristics (:objective quantifiable Criteria) of a device and a
resource element (see Definitions 3.2 and 4.1): given that it is very doubtful
whether the considered set of numerical characteristics could be considered as
exhaustive, one wonders if the above approach is ultimately reliable. Equivalently,
if a scientific entity considers a set of numerical characteristics and if another
scientific entity considers a different set of numerical characteristics, then how
much the two approaches will differ or diverge? Certainly, the issue of rational
choice of specifications, characteristics and criteria is more general. An initial
attempt to set up an appropriate theory has begun in [13] for the choice of
characteristics and associated numerical values in a systemic geopolitical
modeling. However, the question is much general and as such will be considered
at a forthcoming article. At present, for the purposes of the present work, we will
make the following technical and often realistic assumption.

Assumption 4.5.  We will uninterruptedly assume that the numerical

characteristics in Definitions 3.2 and 4.1 are always chosen rationally and
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objectively, using an exhaustive algorithmic process which is commonly

accepted, documented and tested.

Both effectiveness states
Uy lxq, x5, x3,t ] (fr(devl(V))>, v U lxq, x5, x5, t ] (fr(dev](v‘;‘)/))
and applicability situations
Uy x4, x5, x5, t ] (fr(resl(v)», vy U [%1, %9, x5, t ] <fr(resg))>

are called cyber node fractional vulnerabilities of V from the viewpoint of the

(user(s) of) node W, at the spatiotemporal point (x;,x,,x3,t). They are also
denoted separately by fr( ,EW“”V))zfr( ,EW””V))[xl,xz,xg,t] . k=

1,2, ..., My, + Ly, or by a vector vulnerability representation
fr(qb(WWV)) = fr(qb(WWV))[xll X2,X3, t ]
T
e (fr( 1(W V))[x1;x2'x3' t ], _..,f’r( %/V+‘2)‘/)[x1’x2' X3, t ]) .

If there is no risk of confusion, we will prefer write simply

Wer) — Wy xp, %5 t], K=12,..,M,+L,, Of use the vector

vulnerability representation

WV WV
lg )= lg )[xlfo'x3lt]:=
T
WwV WV
(¢1( )[xl,xz,X3,t],...,¢g\,{‘v+L)V[x1,x2,X3,t]) .
In the total case, effectiveness states

Uy lxq, x5, x5, t ](devl(v)), ey U (X1, x5, X3, t ](dev](;‘)/) and applicability

situations UW[xl,xz,xg,t](resl(V)),...,UW[xl,xz,xg,,t](resg)) are called

cyber node vulnerabilities of V from the viewpoint of the (user(s) of) node W at

the spatiotemporal point (x;,x,, x3,t) and they are again denoted separately by

W) = oW Vx, x5, %5, t ], k=12, ..., My + L, or by the joint vector

vulnerability representation
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¢(W'M'")V) = ¢)(WWV) [xlr xZ) .X3; t ]: =

T
w w
(d)‘g'l) [xl' X2, X3, t ]’ T d)is,]V)[V‘l'LV [xli X2, X3, t ]) '

By analogy, both available effectiveness states

U [x1, %2, %3, t ] <fr(devl(v))>, v U lx1, %2, %3, ] (fr(devf,‘fj))

and available applicability situations

Uwlxy, x5, %3, t ] (fr(resl(‘/))>, v U1, 22, %3, t ] (fr(resg)))

are called available cyber node fractional vulnerabilities from the viewpoint of the

(user(s) of) node W, at the spatiotemporal point (x;,x,, x3,t ). They are denoted
separately by fr(c,EW“”’V)) = fr(c,gwwv))[xl,xz,x&t 1, k=1.2,..,my, + 4y,
or jointly by a corresponding available node vector vulnerability representation

fT(C(WMV)) = fr(C(WMV))[xl'xz; X3, t] =

T
WV WV
(fr(ci ))[xl,xz,x3, t], ...,fr(canH,‘Z)[xl,xz,xg,, t ]) .
If there is no risk of confusion, we will prefer write simply

C,EWWV) = C,EWWV)[xl,xz,x3,t] , k=12,..,m,+£,, or adopt the vector

vulnerability representation

WwV) _ (W) —
Ck = Ck [xll X2, X3, t ] T

(WwsV) (WwV)
(c1 [xl,xz,xg,,t],...,cmVH,V[xl,xz,x?,,t]) .
In total case, effectiveness states

Uy lxq, x5, x5, t ](devl(v)), ey U (X1, x5, X3, t ](devgg) and applicability

situations UW[xl,xz,x3,t](resl(V)),..., UW[xl,xz,x3,t](resg)) are called

available cyber node vulnerabilities from the viewpoint of the (user(s) of) node W
at the spatiotemporal point (x,, x,, x5, t ) and they are also denoted separately by

¢V = (W s xa,t ], k=12, ..., my + £y, Or jointly by the available

cyber node vector vulnerability representation

w w
c](, ) = c‘(, My, % %3, ] =
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T
w w
(CI(/,1)[x1‘ Xp, X3, t ], ... Cl(/n)wwv[xl' Xp, X3, t ]) :

In order to be more understandable, let us give a schematic example only

for the indicative case of some of the above definitions in the total case.

w) (Wm)V) _ (wwy)
dev; =0 Vector of
= Uy [y, %5, %3, t | (dev”) available cyber
node device
vulnerabilities of
WwV) _ (W)
dev® Column my = Cmy V from the
Vmy viewpoint of W
(Vector) of = Uy [xy, %5, %3, t |(devsy) p >
Node devices (: .
W) all possible Wwv) _ W)
Node device deVyy, 41 . Bngrr. = Uwlxs, x5, 25, t 1(devy, Vector of cyber
standard) : node : node device
@) constituents . %) vulnerabilities of
Available node deva, D, = Uwleaxoxa t1(devag, V from the
} W) Wwv) _ " (W) N viewpoint of W
resources res; Dryi1 = Compa1
(: Available Column = Uy [xy, %, %3, t](reslv)) Vector of available
node resource < (Vector) of : cyber node resource
tandard cvber-node ) > vulnerabilities of V
standard) reséV) 4 ¢J(V‘?’V “:‘;3 %‘:}’3 from the viewpoint
vulnerabilities o of W
- = Uy [x1, %5, x5, t](rese )
ode resources L J
\4 WV \4
(: Node resfgl,)ﬂ ¢](V[V+e3+1 Uy [x1, 2, %3, t 1 (res} )1 Vector of cyber
AR node resource
vulnerabilities of V
standard) res?) } ST = Uy [y, x5, 25, 1(rest)) from the viewpoint
— of W

5 Node Supervisions

We are now in position to proceed towards a qualitative/quantitative
description of homorphisms between cyber nodes. Let W and V' be two cyber
nodes. We will presume the following notations for the sets of relative valuations

of parts (fractions) of possible constituents:
1) Q:(fm“ion)(V) = {(fr (dev(v)) o fr (dev(V)) fr (res(V)), v, fT (resﬁ(v))) :

fr (dev,({v)) is part of possible device dev,gv) of V,

k = 1,2, ...,MV ,Wlth, MV eEN
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and fr (resgv)) is part of possible resource resév) of V,

&§=1,2,.., Ly,with L, € N} : the set of all ordered
columns  of  possible parts (fractions) of  constituents

(fr (devl(v)), e, fT (dev]%)/),fr (resl(v)), v fT (resg)))T of V;
2) SWQ:(fTaCtiO") (V) —

{(SW[X1,xz,x3, t] (fr (devf”)) s e Sy, X0, %3, t ] (fr (devj%z)) ,

T
Swlx1, %2, %3, ¢, idt](fr(resl(v)», ey Swlxg, %2, %3, t ] (fr(resg))» :

Swlxq, x5, x5, t ] (fr(dev,(cv)» is valuation of part
of possible device inV subject to W, k < My, with M, € N
Swlx1, x5, x5, t ] (fr (resg/))) is valuation
of possible resource inV subject to W,& < Ly, with L, €N,
at the spatiotemporal point (x4, %, x3,t) € R3 x [0,1]} :

the set of all ordered columns of relative valuations of parts (fractions) of
possible constituents of V, from the viewpoint of the (user(s) of) node W,

over the space time R3 x [0,1];
3) qu(g(fraction) (V) —
{(UW [xll er x3p t ] (fr(devl(v))) ) aeny UW [xll x21 x3p t ] (f?"(dev%?/)) ,
T
Uwlxq, %3, x3, t, id; ] <f7‘("r'esl(v))> s e, U1, x5, %3, t ] (fr(resg)») :

U [%1, x5, x3, t ] (fr(dev,(cv))) is vulnerability of part
of possible device inV subject to W, k < M, with M, € N

Uy [x1, X5, %3, t ] (fr (resém» is vulnerability
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of possible resource inV subject to W,& < Ly, with L, € N,

at the spatiotemporal point (x;,x,,x3,t) € R3 x [0,1]}:

the set of all ordered columns of relative vulnerabilities of parts (fractions)
of possible constituents in V, from the viewpoint of the (user(s) of) node

W, over R3 x [0,1].

Definition 5.1. Let W and V be two cyber nodes. The combinatorial triplet
P=PW)= ((S(fraction)(v), S, GUraction) (V)’uw(z(fmcuon)(v))

will be called the cyber-field of V from the viewpoint of the users of W.Its

elements are threefold cyber situations which will be represented by p.

Especially, if W =V, the cyber-field P = P (V) will be called the cyber-purview

of V and will be denoted PGel) = PEelf)(1) . Its elements are special

threefold cyber situations called self-perceived sites and they are represented by

the general form 4.

Let now W be a given cyber node and fr(C(V)) be a given cyber-vector in
a fixed constituent

T
cV) = (devl(v), . devgg, . dev](v‘{‘)/ ,resl(v), ...,resg:), ...,resg))

of V. Its cyber states are

(devl(v)), ...,fr(devga), ...fr(dev](v‘;‘)/),fr(resl(v)), ...,fr(restgvv)), ...,fr(resg)).

A

Then any two threefold cyber situations p and $ on the node V € ob(cy(t))

from the viewpoint of the users of node W, situated in the cyber fields

P = (u?)MV+LV x RMv+Ly)xn o RMy+Ly)xm gnq
Plelf) = (1) Mr+ly x RMv+Ly)xn 5 R(My+Ly)xm
respectively, can simply be viewed as two ordered pairs
2= (Syop, Upoy) = ((Si,j): (u”)) € RMv+Ly)xn s ROMy+Ly)xm

and
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# =Sy, Oyly) = ((gi,].), (ﬁi,j)) € ROTv+EVXN 5 REMy+Ly)xm
respectively, with

Swov = Swoy (fT(C(V))) =

Sw (fr(devl(v))) = Sylxy,x5,x3,t] (fr(devl(v))) = sw1 (fr(devl(v))),swvz (fr(devl(v))),. SW“ fr(dev(v))

. p(W=V) . p(W=V) _ . p(WwV
=8y =8 A )

Sw (fr(devi)) = Swlxs, x5, x5t 1 (Fr(devit))) =

E(W«»V) B(w«»v) (WeV)

my 1 myz - Bmvn

(fr(dev(v) )— Swlx1, x5, x5, t](fr(dev(v) ) sz(fr(dev )) swz(fr(devw) ) o Swn fr(dev](v‘;l),

W) (W) (WV)
=By =By =Bhyn

sz(fr(de e ) swz(fr(de e ),..,SW“ fr(de (V) )

Sw (fr(resl(v))) = Sylxy,x5,x3,t] (fr(resl(v))) =1 sy1 (fr(re51 )) Swa2 (fr(res(v))) Swn (fr(res ))

_ p(WwV) (WV) (W)
BM +1,1 _BM +1,2 _EM +1n
v v v

(fr(resé,v))) = Sylxy, x5, %5, t] (fr(resé,v))) Swa (fr(resé,v))) Swp2 (fr(resé,v))) ) Swn (fr(rest,v)))

—_.p(WwV) —_.p(WwV) _ . p(WwV)
BMVHV 1 BMV-H’V 2 ﬁMVHV n

Sw (fr(resg))) = Sylxy, x5, %5, t ] (fr(resg))) =\ sw1 (fr(res(v))),swz (fr(res(v))), e Swn (fr(res(v)))

—g ) — g1 —p W)
My+Ly,1 My+Ly,2 My+Lyn

Upoy = Upoy (fr(C(V))) =
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Uiy (Fr(devi”)) = Unles x5, ] (Fr(devt®)) = | s (£r(dent?)) e (Fr(dent) g (Fr(devs”))

.y (WV) _ L (WwV) —
e =1z =

O (fr(devf"{‘z)) = Uwlxyxz, %5t (fr(dew(:g ): Uy (fr(dew(:g )'uw.z (fr(deva‘fg )"--:uw,m (fr(dew(:g )

(W-wV) L (WwV) v
Pmy,1 =Py 2 =gt

Uy (fr(dew(\z,), ): Uw[xl.xz,xg,t](fr(dev%), ): Uy g (fr(deV% ),uw,z (fr(dev,(;‘)/ ),...,uw_m (fr(dev]%)/ )

.y (WV) _ L (WwV) — )
=Py =Py, g

\_—/

Uy (fr(rest))) = Uplxy, %, %5, ] (fr(resf”)) =| uw, (fr(resl("))),uw'z (fr(resl(v))), et (fr(resf")))

—. gy W) _ . (W) ——
_.¢Mv+1,l —-¢Mv+1,2 _'¢Mv+1,m

w (fT(Tesg))) = Uwlrxz s t] (f r(resg))) =l uwa (f r(resg)))'uw,z (f r(resg»)' T (f r(res;) )

—.py(W=V) _ L (WwV) —
~Pityitya =Pay+ey.2 =Py +eym

Uy (Frrestl)) = Uy leyxo, 25t 1 (fr(resty’)) = | wya (fr(res)) .z (fr(res)), o tiwm (fr(res))

_.p (W=V) _ L (WwV) —
=iy Ly =By +Ly2 =5

Sy =Sy (fr(c(V>)) _
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Sy (fr(devl(v))) = Sylxy, x5, %5,t ] (fr(devl(V)))

Sy (fr(dev,,(:,} ): SV[xl,xz,x3,t](fr(de v )

(fr(dev](v‘;l)/)) = Sylxq, x5, %5, t ] (fr(dev(v) )

(fr(res V))) = Sylxy, x5, %5, ] (fr(res(v)))

(fr(rest,::))) = Sylxq,x5,%3,t] (fr(resev)))

(fr(resﬁv))) = Sylxq,x5,%3,t] (fr(resLV)))

[ﬁv—w = ]ﬁV—W (fr(C(V))) =

(fr(dev(v))) = Uylxq, x5, %3, t](fr(de v )

Uy, (fr(dev](;‘)/ ) = Uy[xg, x5, %5,t ] (fr(dev(v) )

(fr(res V))) = Uylxy, x5, %5,t ] (fr(res V)))

(fr(rest,v))) = Uy[xy, x5, x3, t](fr(resé,v)))

(fr(resL(V) ) = Uy[xy, x5, x3, t](fr(resLV)))

Uy (fr(devl(v))) = Uylxy, %5, %5, ] (fr(devl(V))) =

v (fr(devl(v))) Sy 2 (fr(devl(V))),
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Uy fr(de (V)
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—¢,K",”;’n")

_ W)
=Prtym
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) ) V)
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Without any loss of generality, we may suppose the numbers My, + Ly,
and My, + Ly, are enough large, so that My, + L, = My, + Ly,, for any two
cyber nodes W and V. To simplify the notation, we set

N =My + L, = My + Ly

Definition 5.2. Let W and V be two cyber nodes. The supervision of V in
the system of the two nodes ¥V and W at a given time moment t € [0,1] is
defined to be the pair
(21,01) = (21,3 () € TV x ¢Vxm
with
21 = Sy + Sy, G = Upsy + iUy,

and such that

e i:=+/-1=(01)€C,

o (S, Upsy) = ((si, D (g ,-)) € RVX" x R¥*™ and

o (Svow Oyor) = ((87), () € R x RV*m. ]
The complex matrices z; and {; are called supervisory perceptions of V in the
system of nodes ¥V and W at the moment t. The piecewise continuous mapping

Oy = Ojvw)wv) defined by

8y:[0,1] » €V x VMt o §,(t) = (24, () (E)

= (SW—W +iSy_y, Uy + ilﬁv—w)(t)

is the supervisory perception curve of V in the node system (V,W). Its image
6y = 6y ([0,1]) is called universal supervision of V' in the node system (V,W),
while any subset 6,(I) = {6, (t):t € I c [0,1]} of 6,([0,1]) is said to be a

partial supervisory perception of V' in the system of the two nodes V and W.

If, according to Remarks 3.3 and 4.2, the component valuations
Swk (fr(C(V))) or vulnerabilities wy (fr(C(V))) of a given part fr(c™) in

the cyber-node V extent onto the real projective line RP! of R, then any two
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threefold cyber situations p and p in the corresponding cyber fields P =
UV x RPHV" x (RPHM*™ and  PE) = (Up)? x (RPN x

(RPHM>m can be viewed as two ordered pairs
2 = Swor Uwoy) = ((51), (i) € (RPHY x (RPHV*™ and

45 = (gv—m E\JV—W) = ((§i,j)' (ai,j)) € (Rpl)an X (RPI)Nxm
respectively. In such a case, the set &;; of extended universal supervisions of V
in the system of the two nodes V and W consists of all ordered pairs (SW%V +
ISV—V,UW— V+iUV— VECPIN X nx CIP1NV*m, which are defined in such a
way that a column in the matrices (CPY)™*" and (CP*)"*™ is considered to be
infinite if and only if the real or the imaginary part of an element of the column
becomes infinite. Here CP! denotes, as usually, the complex projective line (: the

Riemann sphere S3). We need the following.

Theorem 5.2. The N —fold symmetric product of CP! is homeomorphic to

cPV,

Sketch of Proof. One can be trying to understand the space obtained by taking
the Cartesian product CP! x CP! and identifying some of its points by the rule
(x,y) ~ (y,x). Viewing CP! as a CW complex with one 0-cell and one 2-cell,
we can compute the homology of CP! x CPP!/~ which matches that of CP? but
we can't seem to visualize an "obvious™ homeomorphism between the two spaces.

The question is the following:

% is CP! x CP!/~ homeomorphicto CP? and,
% if so, how?
We believe we are on the right track, and a homeomorphism from CP?! x
CP!/~ to CPP? is given by
[((z1: 22), (W1 W3))] & (Z1Wy: ZoWpi Zi Wy + ZoWy ).
Note that elements of the form [(1:z),(1:w)] map to (1:zw:z + w), i.e., the

coordinates are given by the elementary symmetric functions of z and w, so the
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map is a homeomorphism restricted to this subspace onto the subspace of CP?
given by points with non-zero first coordinate. We have not worked out all the
details, but we are pretty sure that this argument can be promoted to show that the
map is actually a homeomorphism between your spaces. To see this in the 2—fold
case: consider homogeneous polynomials of degree two C[x,y]® whose
elements are of the form ax? + bxy + cy? and notice that for A € C*, it holds
Aaxg + bxgyo + cy3] = 0 © ax + bxyy, + cys = 0.

This allows us to identify points of CP? with elements of C[x,y]® /~, where ~
identifies polynomials having the same roots. The map from CP? to the

symmetric product of two copies of CP! is then given by

(a:b:c) » ax? + bxy + cy? = (ax + By)(a'x + B'y) » [(a: B), (a": B)]

where the equality comes from the fundamental theorem of algebra.

In view of this result, we are led to the following definition.

Definition 5.3. Let W and V be two cyber nodes. The extended supervision
of V in the system of the two nodes ¥V and W at a given time moment t € [0,1]
is defined to be the pair
(21,41) = (21,31 (t) € (CPY)" x (CPY)™ = (CPH)N>" x (CP)M>™
with
z1 = Swov +iSyoy, = Upsy + iUy,

and such that

e i:=+/-1=(0,1)€C,

o Swor Uwor) = ((51), (i) € RPHY x (RPH)V*™ and

o (Surn Upm) = ((8:7), () € (RPHYXM x (RPN,
The complex projective points z; and {; are called extended supervisory
perceptions of V in the system of nodes ¥V and W at the moment t. The

piecewise continuous mapping
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6Py = 6P (v, w)wv]
defined by
§Py:[0,1] - (CPY)" x (CPY)™: t = Py () = (21,§1)(t)
= (Swov + iSvov, Uy + iUy ()

is the extended supervisory perception curve of V' in the node system (V,W). Its
image 6P, ([0,1]) is called extended universal supervision of V in the node
system (V,W) , while any subset 6P, (I) = {6P,(t):t€l c[0,1]} of
6P, ([0,1]) is said to be a partial extended supervisory perception of V in the

system of nodes V and W.

Provided there is no risk of confusion, we will denote indiscriminately
with CM either C or CPP. Further, in what will follow, we will adopt the
common notation

Y = Viww)er[0,1] = CMY X X CMY ™t 0 yy () = (24, {3 (E)

= (Swov + iSyov, Uy + i0yy) (1)
for the two supervisory perception curves &, and S8Py. Similarly, we will adopt
the common notation y,(I) = {y,(t):t € I c [0,1]} for the two supervisory
perception sets &, (I) and 8P, (I). In particular, we will write y;, for the two
universal supervisions §,,([0,1]) and 8P, ([0,1]). With this notation, we are now

in position to proceed further, as in the following Session.

6 Cyber-Effects

A momentary homomorphism g: W — V between the two cyber nodes
V,W € ob(cy(t)) is defined as a collection of mappings from a cyber field of W
attime t € Ja, B[ cc [0,1] into a cyber field of V' at other times t' € [a, B].

Definition 6.1. Let us consider the two supervisory perception sets

Q = Q)1 ([0,1]) € CMM™¥" x CMY*™ and
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Qw = Qe wyww)([0,1]) © CMV > x CM? ™,

The momentary homomorphism g: W — V can be rather understandable as an
“adaptive” movement g between time-shifted partial (extended or not)
supervisory perceptions of W and V:

g:[a, Bl = 2y X Qy:t = g(0): = (yw(@©), vy (t + AD)).

The shifted curve g is called cyber-effectof W on V.

It is more appropriate to represent a cyber-effect as a collection of

point-wise correspondences

(g’t: Yw(t) — V{/(t'))te]am (th=t+At),

where we denote by 7y, (t) and y,(t) the curves Yiwvw)-w](t) and
Yiw.w)-v1(t + At), respectively. With this notation, at time t, a supervisory

perception of W in the system of nodes V, W:

Yw(@®) = (Syow + iSwow, Uypow + i0yw_w) =

W) g QUL e GO\ ) L G g )
BUZ g QU e gy g | e g e e g
BU gy pun T g g | e L g e v
B i U g g GG e L g | g
BU) i B B i B | W) ki ) gl i g
BUTW b BT e W U )\ e G e g

is depicted, by means of the cyber-effect g = g, at the supervisory perception of
V inthe system of nodes VV and W atanexttime t:=t + At :

Yo (t) = (Swov + iSyoy, Uy +i0y_y) =
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(WwsV) . 5(VwV) (WwsV) . A(VwV)
1,1 +1 ﬁl,l 1n +1 1n
WwV) | . a(VwV) WwV) | . 5(VwV)
:Bmv,l +1i ﬁmy,l my,n +1i myn
WV Vwl WV . A(VwV
B]\(/ty,l d4i ﬁ]\(/rv,l) ﬁﬂ(ﬂ,,n )i f(ﬁ,_n)

p(VwV)

1,1

Doy i b

my,1

WwV .
¢f(/fv,1 )4

(W)

WeV) 4§

105

+i g
N E))
+ i oy, m

W) 4y pen)

My,m
2 (VwV)

(WwV) . p(VwV) (WwsV) . . i
ﬁMV+1,1 + 1 by, 411 BMV+1,n + 1 by ain ¢MV+1,1 +i¢ My+1m T L ¢MV+1,m
WeV) | pWer) T W) | - p(e)) wev) V)
BMVH’V,l +i BMVH’V,l ﬁMVH’V,n + 1 By rtym Drcyrepn TL P i Darstym

Wwv) | . s(VwV) Wwv) | . pVwV) WwV) | . 2(VwV) WwV) | . 2(VwV)
w1 T By wn Tl Byn N TPy Dym TPy
€Q,.
Remark 6.2 . The case At = 0 is not excluded.

Let us give two indicative examples showing the alteration diversity and

combinatorial suppleness of this flexible concept.

Example 6.3.1. In practice, often, we prefer to reduce only to available
constituents and available valuations. Then, the momentary homomorphism g

transforms only available quantities of W at a time t into available quantities of
V atanexttime t' =t + At and we write g = g,: 9V’ (W) () » PM (V) (1),
where the combinatorial triplet

ng)(W) = ng) W) (@) = (Covaitavie W), Sy Cavaitavie W), Uy Covaitanie (W) )
represents the set of available components of node W at time t, as evaluated in
terms of their valuations and their vulnerabilities by the users of node V:

T
w w w w
Covaitapre (W) = {(devl( ),...,devf,wg,resl( ), ...,restgw)) :

dev,(cw) is available device of W,with my, € N and

res,SW) is available resource of W,with ¢, € N}:

the set of all ordered columns of available constituents

T
(devl(W), ., devfnwx, resl(W), o) restgzv)) of W,

SvCavaitapie W) = {(SV 21, %2, 3, ¢ ] (dev1(W))' ey Sy X1, 22,23, £ ] (dev,,(nwx),

T
Sylxy, xy, x5, t ](resl(W)), v Sylxg, x5, x5, t ](restng;)» :
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Sylx1, X9, x5, t ](dev,gw)) is valuation of available device

in W subject to V,
k= 1,2, e, My , with My €

N Sy [xq, x5, %3, ] (reséw)) is valuation of available resource

in W subjecttoV,& =1,2,..., ¢y, with £y,
€ N,at the spatiotemporal point (x4, X3, x3,t)
€ R® x [0,1]}:
the set of all ordered columns of relative valuations of available constituents in W,

from the viewpoint of the (user(s) of) node V, over the space time R3 x [0,1],

uVGavailable(W) = {(Uv[xpxz;x& t] (de%(W)); v Uplxg, X2, x3, € ](dev,,",'{w),

T
UV [xlfoJ X3, t ](resl(W)), . UV[xli X3, X3, t ](TES{SMM:))) :

Uylxy, x5, x3,t ](dev,(cw)) is vulnerability of available device

in W subjecttoV,k = 1,2, ..., my, , with my, €

N Sy [xq, x5, %3, ] (reséw)) is vulnerability of available resource

in W subjecttoV,
§=1,2,..., 8y with £y €
N, at the spatiotemporal point (xq,x,,x3,t) €
R? x [0,11}:
the set of all ordered columns of relative vulnerabilities of available constituents in
W, from the viewpoint of the (user(s) of) node V, over R3 x [0,1].

Similarly, ~ the  combinatorial  triplet 2™ W) = 2™ WV)(t) =
(Cavaitavie V), SwCavaitavie V), Uw Covaitanie (V) ) represents  the set of
available components of node V at time t’, as evaluated in terms of their
valuations and their vulnerabilities by the users of node W. In view of the above
Definition 6.1, the correspondence g = g, can be seen as a mapping between

(extended or not) supervisory perceptions g = g.: yw (t) — yy(t), in such a
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nodes ¥V and W atatime moment ¢, of the form

Yw() = (SV—»W + iSyow, Uy + ifﬂw—»w) =

(VW) . A(WwW) VW . A(Www
11 +i B ﬁl(,n d4i Bl(,n )
(VW) . A(WwW) VW . A(WwW
ﬁmw,l + Bmw,l ﬁjnw,n ) +1i B‘Enw,n )
0 0
0 0
WwW) | . s(Www) WwW) | . A(WwsW)
Baty+11 T8 Batys1a - Bagg+rin T Pagy+in
(Vo) Cawew) T (ew) - AWeW)
My+ewd T U Paeyrowa .. Pagyren T8 Bagyrtym
0 0

is depicted, via the correspondence g, at an (extended or not) supervisory

perception of V in the system of nodes V and W at the next time moment

t: =t + At, of the form:

Yo (t) = (Swov + iSyoy, Uy +iUy_y) =

(WwsV) . 5(VwV) (WwV) . A(VwV)
Bia +i b . Bin +i By
WeV) | . aWer) W) | . aWwV)
ﬁmy,l +i 'Bmv,l myn + :Bmv,n
0 0
0 0
W) | . VD) W) | . pV)
ﬁ]vrv+1,1 l BMV+1,1 BMV+1,n ﬁMV+1,n
WeV) | . awV) W) . p(VeeV)
ﬁMVH’V,l + U By vepn ﬁMVH’V,n + 1 by rtym
0 0
0 0

Similarly, if the momentary homomorphism g: W — V acts only on all the

resources of W by transforming and transferring fractions of the available
resources of W atatime t into the node resource standard (
at a next time t' =t + At, then the cyber-effect g is a mapping of the form

g =9:0Y W) » PN (V)(t). Here, as usually, the combinatorial triplet

~(WwW)
V11

~ (W W)

M1

~(WwW)
Vg, +1.1

~(WwW)

Yty +ou1

~(VwV)
V11

~(VwV)
ymv,l

~(VwV)
Yy +11

~(VwV)
Yty +p1

)

way that each (extended or not) supervisory perception of W in the system of

(VW

yl,m

W) 4

Mmyy,m

(VW)
YMW+1,m

(VW)

yMW+{’W,m

WwV

Yim ) +i
W) 4

0

my,m

0
(WsV)

My+1m +1

Weob)

My+Lfy,m

0

0

,...,rfg)) of V

~(VwV)
Vinym

~(VwV)
yMV+1,m

~(VwV)
My +Ly,m

~(WwW)
yl,m

~(WwW)
Yony,m

~(WwW)
My +1,m

~(WwW)
VMW+€W.m

~(VwV)

E QV.

QgV) (W) = QgV) (W) (t ,) = (mavailable (W)r Svmavailable (W); ruvmavailable (W) )
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represents a set of available resources of node W, at the time moment ¢, as
evaluated in terms of their valuations and their vulnerabilities by the users of node
V:

Ravaitape(W) =

T
{(resl(w), ...,restgwwj)) :res,SW) possible resource of W,k =1,2,.., 4y, ,fyw € N}:

the set of all ordered columns of available resources of W,

T
SvRavaitape W) = {( Sylxy, x5, x3,t ](resl(W)), e, Sylxy, %3, x5, t ](resgv"))) :

Sylx1, X9, %3, t ] (reséw)) is valuation of possible resource

in W subjecttoV,& =1,2,..., ¢y with £y,
€ N,at the spatiotemporal point (x1, X3, x3,t)
€ R’ x [0,1]}:
the set of all ordered columns of relative valuations of available
constituents in W, from the viewpoint of the (user(s) of) node V, over
R3 x [0,1],

T
UyReyaiiante (W) = {( Uylits, 2,05, 1(res™), o, Uy [y 0, ](resgp» :

Uylxq, x5, %3, ] (reséw)) is vulnerability of possible resource

inW subjecttoV,& = 1,2, ..., ¢y with €y,
€ N,at the spatiotemporal point (x1, X3, x3,t)
€ R® x [0,1]}:
the set of all ordered columns of relative vulnerabilities of available
constituents in W, from the viewpoint of the (user(s) of) node V, over
R3 x [0,1].
Similarly, the combinatorial triplet
W) = A W) = (RO, Sy RV, Uy R(V))
represents a set of resources of node V, at the next time moment t’, as

evaluated in terms of their valuations and their vulnerabilities by the users of
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node W. In view of Definition 6.1, the correspondence g = g, can be seen as
a mapping between (extended or not) supervisory perceptions

g = g yw () — yy(t), in such a way that each (extended or not) supervisory
perception of W in the system of nodes ¥V and W at time moment t

Yw() = (§V—»W +iSyow, Uy + imw—»w) =

0 0 0 0
( 0 0 \ ( 0 0
| U (R e R e SR ot
| Bttt U Bns T Bt B | | Baiina TR T Vit it
\ 0 J\ 0 0
. . . .

is depicted, via the correspondence g, at an (extended or not) supervisory

perception of V in the system of nodes V and W at the moment t: =t + At
of the form

wi) = (SWAV +iSyy, Upyoy + iu’jVﬂV) =

0 0
0 0
(W) . p(VwV) (WwV) . A(WwY)
ﬁ]\/[y+1,1 +i ﬁMV+1,1 ﬁMVJrl,n + 1 Bagyrin
(WwsV) . p(VwV) (W) . A(WVwY)
Bacyseya T Baryreyn Bacystyn 1 Bacyreyn
(W) . A(WVwY) _ pww) . p(Wwsw) (WwsV) . p(VwV) _ pww) . A(Www)
Batyreg+11 T8 Bacyriy+11 = Baryata T1 Paryein Batyrey+in T 1 Baryreyrin = Brey+in T 1 Brrysin
(W) . A(VwY) _ pww) . p(Www) (WwsV) . p(VwV) _ pww) (W)
ﬁMV+€V+€W,1 +i ﬁMV+€V+£W,1 = PMy+tw,1 + ﬁMW+€W,1 ﬁ]v[v+£y+£w,n +i ﬁ]v[y+£y+£w,n - PMy+twn +i ﬁMW+€W,n
0 “ee 0
0 0
0 0
0 0
(WwsV) . 2(VwV) (WwV) . 2(VwV)
¢]V[y+l,l +i ¢My+l,l ¢Mv+1,m +i ¢MV+1,m
(W) . 2(VwV) (W) . 2(VwV)
¢Mv+e,,,1 +1 Paryropn ¢MV+{V,m + i Grryreym ca
(WwsV) . 2 (VwV) _ (VW) . (W) (WwsV) . 2 (VwV) L (Vew) . (W) v
Brryrepirr T Parprdpins = Parypain T Dagyans Dreyreyrim T L Pacprtyiim = Paryyaim T Pagyyiim
(W) . 2(VwV) _ 4 (Vww) . 2(Www) (W) . 2(VwV) _ 4 (Vww) . (Www)
¢MV+£V+£W,1 +i ¢MV+€V+£W,1 - ¢MW+€W,1 +i ¢MW+£W,1 ¢MV+£V+£W,m +i ¢MV+€V+€W,|11 - ¢MW+£W,m +i ¢MW+€W,m
0 e 0
0 0

Although the concept of cyber-effect at a time moment t seems to be

rather sufficient, sometimes we care to describe the interaction that has one

N
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cyber-node on each other, as well as the mutual effects resulting at a later time
t'=t+ At. In this case, the putative mutuality directly is influenced by the
subjectivity of the users of the two cyber nodes. So, frequently, instead of the
concept of a momentary cyber-effect, we are forced to consider mappings

describing mutual influences between cyber-nodes.

7 Cyber-Interactions

As in Definition 6.1, let us consider the sets
Qy = Qyw)wr([0,1]) € CMY*" x CM?*™ and
Qw = Qv wyw1([0,1]) © CMM>X" x CMY >

of supervisory perception curves of V and W in the node system (V,W).

Definition 7.1. If Ja, B[ cc [0,1], an interplay of the ordered cyber pair
(V,W) over the time t € ]a, B[ or, simply, a cyber-interplay, is an open® shift
curve
g:la, Bl = Qu X 02y X Dy X Qy:
t = g(®):= (yw(®), vv (), yw(t + At), yy(t + At)).
If the cyber-interplay g is composition of several separate interplays, we say that

the cyber-interplay ¢ is sequential; otherwise is called elementary.

It is more appropriate to represent a cyber-interplay as a collection of

point-wise correspondences

(gt: Qu X Qy = Quy X Qu: (i (8), 7y (£) ) — (W(t/)’mt’)»te] Bl

® Open intervals are used for so called open curves (line, parabola, hyperbola...). Closed
intervals are used for closed curves (circles, ellipse...). The reason for use of open
intervals for open curves and closed intervals for closed curves is that parameterization is
a homeomorphism between to "shapes”. Circle is not homeomorphic to the line, for
example. But it is to any closed loop
(http://math.stackexchange.com/questions/209309/open-interval-in-definition-of-curve ).
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(t:=t+ At),
where, as usually, we denote by yx(t) and yx(t) the curves yiw w).x(t) and
Yiw.w)-x](t + At), respectively (with X =V, W) and we say that the interplay is
a cyber- activity of W on V over the time t € Ja, B[. If the cyber-interplay is
sequential, we say that the cyber-activity of W on V is sequential; otherwise the

cyber-activity is called elementary.

Definition 7.2. A cyber-interaction or simply interaction between W and V

at a given time moment t, € |a, B[ is a tetrad
Z = Z(W,V)(to) = ((Zp (1), (22,2, (23, 03), (24, (4)) € ((CMan X (CMNxm)4

for which there is an associated cyber-activity of W on V:

(gt = QEZ): Dy X 0y = Dy X Dy (yw (), vy () ) — (W/(t’)'y‘,/(t’)))te]a Bl

(t':=t + At),
such that
(z1,41) = yw(to) = (SV—>W + Swow, Upow + ilﬁW—>W) € CM™>*™ x CcMV >,
(22,02) = yv(to) = (Swov + iSyoy, Uy + iU,y ) € CMY " x CMV >,
(23, 03) = yw(to) = (Syow + iSwow, Uy + i0y_y) € CMY X x CMY ™,

(24,4) = vy (to) = (Sw-v +iSy_y, Upoy +i0y,) € CMY X" x CMM>™,
If the corresponding interplay
g =g9:0a, B[ = Qu X Qy X Qyy X Qp:

t = g(0):= (rw (O, 1O, 1w (), 7 (@)
is sequential, we say that the cyber-interaction is sequential; otherwise the

cyber-interaction is called elementary.

Obviously, in Definition 7.1, keeping a fixed supervisory perception yy (t,) in the
archetype component Q, and a fixed supervisory perception vy, (t+ At) in the
component image €, the corresponding cyber-interaction becomes a cyber-effect in

the sense of Definition 6.1. And, as we shall see, proper management of cyber-effects is
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enough to study cyber navigations ([2). However, in most cases, as in the case of cyber
attacks (see again [2]), it is necessary to consider cyber-interactions. So, because
cyber-effects are a partial case of cyber-interactions, we will give a slight priority in the
most general context of cyber-interactions.

It is easily verified that the most detailed general form of a cyber-interaction is as

follows.
Z= ((21'51); (22,$2), (23, 03), (24'{4)) = ((Zl'{l); (22,42), (23, G3), (24, {4))(750)

= Sy-w + iSwow, Uyow + i0wow, Swov + iSyoy, Uy + iUy,
Yw (to) yv(to)

1 QY I Y/ 1 QY / ST/
Sy_w * ISww, Uyosw + iUwow, Swoy + iSyoy, Uy + iUy y

I o(p! I (el
Yw(to) rv(to)
Vow) | - A(Wesw VoW) | . p(WeeW, Vow) | . 2 (WeW VoWw) | o 2(Wesw
B BT e BT i B S I GTY B i g
V-w) | . ps(Www) VoW . A(WwW W-w) |, . 2(Www) VoW . (Wl
ﬁmw,l +i :Bmw,l :Bffnw,n ) +1i ﬁjnw,n ) ¢mw,1 +1i ¢mw,1 ¢4Enw,m) +i fEnW,m )
WV-w) | . p(Www) W-w) | . p(Wwew) W-w) |, . 2(Www) W-w) | . 2(WwW)
ﬁ]vrwa + ﬁ]\/l‘w,l ﬁ]\/l‘w,n +i ﬁ]v[w,n ¢MW,1 +i ¢MW,1 ¢Mw,m +i ¢Mw,m
w-w) . (W) -w) . p(Www) w-w) . 2(Www) . -w) . 2(Www) ’
ﬁMW+1,1 +i ﬁMW+1,1 ﬁ]v[w+1,n + i Byprin Drcp+in T8 Pacy 411 Drcy+im T Doy +im
V-w) i pWww) V-w) o AWwsw) V-w) o A(Wew) V-w) o A(Wew)
Batyriyr T8 Batyrep Batyrtyn T 1 Barystpm Pryrtwa TU Paertwa oo Prtyriwm T8 Pacyyrtrym
w-w) . (W) V-w) . p(Wwww) w-w) . (Www) V-w) . 2(Www)
\ﬁMW+LW,1 +i ﬁMW+LW,1 ﬁ]vrwuzw,n +i ﬁMW+LW,n ¢M‘W+LW,1 +i ¢M‘W+LW,1 ¢MW+LW,m +i ¢MW+LW,m
21=Sy_w+iSw-w 4=Uysw+ily—w
(W) . AVwY) (W) . A(WwY) (W=sV) . 2(VwV) (W) . (V)
11 +i By = Bin +iBin 11 +i ¢, Gim L Py
Wwv) | - aVwv) Wwv) | - p(VwV) Wwv) | o 2(VwV) Wwv) | o 2(VwV)
:Bmv,l +i :Bm‘/,l ﬁmy,n +1i myn ¢my,1 +1 ¢my,1 ¢mv,m +1i my,m
WwV) | . pVwV) W) | . AVwp) W) |+ 2(VwV) W) |+ 2(VwV)
ﬁ]\/l‘v,l +i By ﬁ]vr,,,n + 1 Bayn ¢M,,,1 +1i $apn ¢Mv,m +i Prrym
(W) . A(WVwY) (WwsV) . p(VwV) ! (W) . 2(VwV) (WwsV) . 2(VwV) ’
ﬁMV+1,1 +i ﬁ]v[v+1,1 ﬁ]\/[y+1,n + i Bayrin Drep+11 T Paryain Dacyrim T 1 Pacyrim
(WwsV) . AVwY) (WsV) . p(VwY) (WwV) . 2(VwV) (WwV) . 2(VwV)
ﬁM,,+eV,1 +i ﬁ]V[V+€V,1 ﬁ]V[V+€V,n +i ﬁM,,wV,n ¢MV+€V,1 +i Grryrepn ¢MV+{V,m +i Gryreym
(WwsV) . A(WwY) (W) . p(VwV) (WwsV) . 2(VwV) (W) . 2(VwV)
ﬁ]vr,,n:,,a + 1 Bogyrsya ﬁ]\/l‘VJrLV,n i BayrLym ¢MV+LV,1 +i Papiipn ¢MV+Ly,m +i Paryisym

2, =Swov+iSyoy G=Upy+ily_y
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W-w) | o pr(W=w) WV-w) | - Ar(Www) W-w) | . 2(WwWw) WV-W) | - 2r(WwsWw)
3’1,1 +i ﬁ’m ,l,n +i ﬁ’m ¢’1,1 +i ¢’1,1 ,1,m +i ¢,1,m
W-w) . S1(WwsW) V-w) . r(Wwww) V-w) . 2 (WwW) W-w) . 2(WwsW)
ﬁ’mw,l +i ﬁ’mw,l ﬁ,mw,n +i ﬁ’mw,n ¢,mw,1 +i ¢’mw,1 ¢’mw.m +i ¢’mw.m
W-w) | . Zr(W=w) W-w) | - Zr(Www) W-w) | o (W) W-w) | o 2i(Www)
ﬁ,MW,l +i ﬁ,MW,l :B'MW,n +i ﬁ,MW,n ¢,]V[W,1 +i ¢,MW,1 ¢,Mw,m +i ¢,Mw,m
V-w) - pr(Wsw) V-w) - pr(Wsw) ’ V-w) - 2 1(WasW) V-w) = Dr(WasWw)
ﬁ,MW+1,1 +i :B’MW+1,1 IBIJV[W+1,|1 +i IB,MW+1,n ¢’MW+1,1 +i ¢’MW+1,1 ¢,MW+1,m +i ¢,MW+1,m
WV-w) . Sr(Weww) V-w) . Sr(Weww) WV-w) . 2 (Wewsw) WV-w) . 2 1(WweW)
ﬁ’MW+€W,1 +i ﬁ’MW+€W,1 . ﬁ’MWH’W,n +i ﬁ,MW+€W,n ¢’MW+€W,1 +i ¢’MW+€W,1 . ¢’MW+€W,m 1 Prryrerym
V-w) - pr(Wsw) V-w) - pr(Wsw) V-w) - 2 1(WasW) V-w) 2 pr(Wesw)
B ,MW+LW,1 +i IB’MW+LW,1 B ,MW+LW,n +i IB,MW+LW,n ¢,MW+LW,1 +i ¢,MW+LW,1 ¢,MW+LW,m + 1 Pryroypm
z3=Sy_w+iSiy_w G=Upw+iOiyw
(WwV) . S (VwV) WV . SV (WwV) . TI(Vewsy) WV . (Ve
B'ix +i B4 ,g,n D 4i rg,n ) $'1a +id'is ’g,m i ,E,m )
(W) . pr(VwV) (W) . o1(VwsV) (WwsV) . TI(VwV) (W) . TI(VwV)
ﬁ’mv,l +i ﬁ,my,l ﬁ,my,n +i ﬁ’mv,n ¢,my,1 +i ¢,my,1 ¢’mv,m +i ¢’my,m
Wwv) | = Zi(VsV) Wwv) | = pr(V»V) Wwv) | o i(VwV) W) | o (V)
IB,]V[V,l +i ﬁ’Mm . IB,]V[V,n +i IB’MV,n ¢,]V[V,1 +i ¢,]V[V,1 ¢,Mv,m t+i ¢,Mv,m
(W-V) - pr(Vwy) (WsV) = p1(Vwy) ’ (W-V) - 1 (VwV) (W) - 1 (VasV)
ﬁ,MV+1,1 +i :B’MV+1,1 :B'M,,H,n +i :B'M,,H,n ¢,MV+1,1 +i ¢’M,,+1,1 ¢,Mv+1,m +i ¢,MV+1,m
(W) i pr(Vey) (W) : pr(Vey) (W) i T(Vwy) (W) i TIVwy)
B ’M‘Vﬂ’v,l +1i B’M‘,wv,l .. B ’Mv+t’y,n +i :B'M,,H,,,n ¢'M,,+ev,1 +1i ¢’My+fv,1 ¢,MV+€V,m +1i ¢'M,,+e,,,m
(W) = pr(Vwy) (W) = p1(Vwy) (WV) - T1(VwV) (WV) - 1 (VwV)
B ,MV+LV,1 +ip ,]V[V+LV,1 B ,MV+LV,n +i :B'M,,uv,n ¢,MV+LV,1 +i ¢’MV+LV,1 ¢,]V[V+Lv,m +i ¢,]V[V+Ly,m
24=Shy_y+iSy_y Ga=Upy oy +iOy_y

Remark 7.3. The key sets
Qy = Q[(V,W)«»V]([O’l]) and Qy, = Q[(V,W)M»W]([O:]-])
of (extended or not) supervisory perceptions of two cyber nodes ¥V and W into
the system of themselves, that are used in critical definitions given up to now, are
subsets of the product spaces
cV>nx ¢V*m and (CPY)™ x (CPY)™ = (CPL)NM > x (CP)V>*m,
The spaces CV*™ and CM>™ will be called complex multi-coordinate spaces.

Each element of a complex multi-coordinate space C¥*V is of the form
(z(l), " Z(V))
- GG e
with z( = (z1 A ) € CV. Similarly, the spaces (CPV)" = (CP*)V*"

and (CPH)Y*m = (CPY)™ are called complex multi-projective spaces. Each

element of a complex multi-projective space (CPH)?* = (CP?)Y has the form

(((1)’ " ((V))

T
with ¢ = ((1(”,..., ;P) € CPY.
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Below, for terminology consolidation purposes, we will prefer not make
any distinction between the spaces CV*" and (CP*)"*" and we will call them
using the common name complex multi-spaces. As usually, if there is no risk of
confusion, the complex multi-spaces may also be represented using the common
notation

(CMNXH.

On the other hand, by Definition 1.8, we are also interested for the twofold
Cartesian products of complex multi spaces. In fact, each momentary cyber
interaction g can be considered as a correspondence derived from a map
transforming a subset D of the twofold Cartesian product CM”*" x CM*"*™ of
complex multi-spaces within its own self:

g: D(c CMV X" x CMY*™) — CMV*" x CMY x™:

N
: : , : e : g
(1) () (1) (m)
ZN LRy ZN N cee N
N N Ca
;D () W m
N N N N
I N wim
ng\}) ng\T;) W,%) W'I]l\/‘

Such a mapping will be called (complex) twofold multi-mapping. In particular, a

cyber-navigation is a chain of twofold multi-mappings ([10]).

8 Coherent Interactive Families

We now intend to look at the areas in which occurs an increase or decrease

in cyber-valuations and/or cyber-vulnerabilities during a interplay of the cyber
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pair (V,W) over the time t € |a, B[ cc [0,1]. Under this approach, we will see
when an interaction is evolving into an attack.

For simplification purposes, we will limit ourselves only to the case where
CM = C. A study of the general case will remain open.

In the finite case, we will distinguish two cases. The first case deals with
interactions occurring in parts of interacting nodes, while the second case refers to

interactions that are assumed throughout entire nodes To this end, suppose

XYe{V,w} and +>0. Let fr(dev,ﬁf)) fr(devlgf)) be given

(4, ..., 1ty) — device parts in X. Let also fr(res,gf)),,...,fr(resg)) be given

(K4, ..., k) — resource parts in X. Let finally T be a given set into the time
subinterval ]a, B[ cc [0,1]. We need to introduce a certain terminology. A
family of interactions F = {Z = Zy x)(t) = ((21, (1), (22, $2), (23,5, (24,04) ) €
(CVxm x cV>my4 t e T}, with associated family of cyber-interplays of the ordered

cyber pair (Y,X) overthetime t € |a, 8]

Dg:Z{g)Zg)(Z):H%QyXQXXQyXQX:

t o g @)= (KO O+ 80,17 (¢ + 80)): Z € F},
is called coherent interactive family in I, if there is a homotopy
H:Tx[0,1] » Qp X Qy X Qy X Qy

such that, for each cyber-interplay ¢ = ¢ € Dz thereisa p € [0,1] satisfying
H(t,p) = g(t) at any moment time t € I on which the cyber-interplay
g = g% implements the interaction Z. Recall that, in topology, two continuous
functions from one topological space to another are called homotopic (Greek Opog
(homos) = same, similar, and t6mog (tépos) = place) if one can be "continuously
deformed" into the other, such a deformation being called a homotopy between the
two functions. Formally, a homotopy between two continuous functions f and g
from a topological space U to a topological space V is defined to be a

continuous function H : U x [0,1] — V from the product of the space U with
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the unit interval [0,1] to V suchthat, if x € U then
H(x,0) = f(x) and H(x,1) = g(x).

9 Subjectivity in Interactive Variations Germs of Cyber
Attacks

9.1 Germs of Correlated Cyber-Attacks

Often, outside the objectivity of evaluating cyber attacks, there is also a
subjective approach which sometimes can give very strong arguments in assessing
the reality. In this direction, in this section, we will propose several definitions and
cases for an alternate consideration based on the subjectivity of the users of the
involved nodes. We point out that, in the following definitions, the foundation
adopted was based exclusively on the Euclidean norms. However, this is not

restrictive, and we can consider any other norm in place in R" and R™.

Let us begin with the case of valuation variations relative to the norm

valuation and the subjectivity of user(s) of another or same node.

Definition 9.1. Let again 1 be any given set in the time subinterval
la, B[ cc [0,1]. Letalso X,Y € {V,W}.

i. Thearea [Ay(X)](I) of correlated reduction of total valuation for node X
as evaluated subjectively from the user(s) of Y over the time set 1, is the family
of coherent interactions Z = Zy x)(t) = ((z1, &), (22, (), (23,83, (24, 40)) €

(CV>xm x cV*m)4 petween Y and X in I, for which the (Euclidean) norm

2\ 1/2
IRezyll = || B¥0||: = ( ) ﬁ’§+‘cx|ﬁ’flijx) ) of the resulting overall

valuation in the node X as evaluated from the viewpoint of the user(s) of Y at

the next moment t is less than the (Euclidean) norm [|Rez,|| = ||BY%®||:=
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1/2
( jn ﬁ’;‘“ﬂﬂ;”m ) of the initial overall valuation in the node X as

evaluated from the viewpoint of the user(s) of Y at the preceding moment ¢:
IRez4ll = || B2 < |0 = lIRez]I.

If the difference ||Rez,|| — ||Rez,|| exceeds a given valuation danger threshold

for node X as evaluated by the user(s) of Y, we say that the interactions

Z =Zyx(t) of [Ay(X)](I) are evaluated as subjectively damaging for X

from the viewpoint of Y.

ii. The area [Ax(X)](I) of correlated reduction of total valuation for node X

as assessed subjectively by themselves the user(s) of node X over the time set I,

is the family of coherent interactions
Z=Zyx() = ((21: (1), (22,03), (23,{3), (24, (4)) € (CM ™ x ¢C¥*™)*  between
Y and X in I, for which the (Euclidean) norm |[|Imz,| = ”,[;(X X)“ -

1/2
( j=1 MX“:X |,8 e X)| ) of the resulting overall valuation in the node X

as assessed by themselves the user(s) of X at the next moment t" is less than the

1/2

(Euclidean) norm ||[Imz,]| = —( " MX+LX|ﬂ§X””X) ) of the

initial overall valuation in the node V as assessed by themselves the user(s) of V

at the preceding moment t:
mz,ll = || 8777 < 1890 = himz I

If the difference ||Imz,|| — ||Imz,|| exceeds a given valuation danger threshold
for node X as assessed by themselves the user(s) of X, we say that the
interactions Z = Zy x)(t) of [Ax(X)](I) are evaluated as reflexively

damaging from the viewpoint of X.

iii. Thearea [Ay(X)](I) of correlated growth of total valuation for node X as

evaluated subjectively from the user(s) of Y over the time set I, is the family of

coherent interactions  Z = Zy x(6) = ((z1,81), (22, 2), (23, 83), (24, {0)) €
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(CV>xm x cV*m)4 petween Y and X in I, for which the (Euclidean) norm

1/2
IRezyll = || B¥9||: = ( ) ﬁ’§+‘cx|ﬁ’(ywx) ) of the resulting overall

valuation in the node X as evaluated from the viewpoint of the user(s) of Y at

the next moment ¢ is greater than the (Euclidean) norm [|Rez,|| = ||g¥®||: =

1/2
(Z“ 1ZMX+LX|ﬁ/§MX) ) of the initial overall valuation in the node X as

evaluated from the viewpoint of the user(s) of Y at the preceding moment t:
IRezyll = || || > [|BYX|| = lIRez |l

If the difference |[|Rez,|| — ||Rez,|| exceeds a given valuation benefit limit for

node X as evaluated by the user(s) of Y, we say that the interactions Z =

Zyx)(t) of [Ay(X)](I) are evaluated as subjectively advantageous for X from

the viewpoint of Y.

iv. Thearea [A}(X)](I) of correlated growth of total valuation for node X as

evaluated subjectively from the user(s) of X over the time set I, is the family of

coherent interactions  Z = Zyx(0) = ((z1,81), (22, 2), (23, 83), (24, {0)) €
(CV>xm x cV*m)4 petween Y and X in I, for which the (Euclidean) norm
[ Imz,|| = ” ,[i'(X X)” = (Z“ 1ZMX+LX |ﬁ e X)| ) of the resulting overall

valuation in the node X as evaluated from the viewpoint of the user(s) of X at

the next moment ¢ is greater than the (Euclidean) norm [|Imz,|| = ||f¥®||: =

1/2
( n_ MX+‘CX|ﬂ§X“’X) ) of the initial overall valuation in the node X as

evaluated from the viewpoint of the user(s) of Y at the preceding moment t:
A!(XWX) A (X >
timazyll || 87777 > 1840 = Nimz,|I.

If the difference ||Imz,|| — ||Imz,|| exceeds a given valuation danger threshold
for node V as assessed by themselves the user(s) of V, we say that the

interactions Z = Zy x)(t) of [Ax(X)](I) are evaluated as reflexively



N. J. Daras and A. Alexopoulos 119

advantageous from the viewpoint of X.

Similar considerations apply to the vulnerability variations relative only to

the user(s) of another or the same node.

Definition 9.2 Let again 1 be any given subset of the time interval ]a, B[ cc
[0,1]. Letalso X,Y € {V,W}.

i Thearea [By (X)](I) of correlated reduction of total vulnerability for node

X as evaluated subjectively from the viewpoint of the user(s) of Y over the time

set I IS the family of coherent interactions
Z = Z(Y,X)(t) = ((le {1), (Zz, (2), (Zg, (3), (Z4, {4_)) S ((Can X (CNXTH)‘L between
Yy and X in I, for which the (Euclidean) norm [|Rel,ll = || @ ®||: =

2\ 1/2
(Z}“:l Y X |¢'%.“’X) ) of the resulting overall vulnerability in the node

X as evaluated from the viewpoint of the user(s) of Y at the next moment t’ is

less than the (Euclidean) norm

2\ 1/2
IRed, |l = ||¢(Y“"’X)||:=( T=1Zﬁ’§+‘cx|¢%wx)| ) of the initial overall

vulnerability in the node X as evaluated from the viewpoint of the user(s) of Y
at the preceding moment t:
IResll = [| 92| < [lo @0 = lIReCI

If the difference ||Rel,|| — ||Rel,|| exceeds a given vulnerability danger
threshold for node X as evaluated by the user(s) of Y, we say that the
interactions Z = Zy x)(t) of [By (X)](I) are evaluated as subjectively painless
for X from the viewpoint of Y.

i Thearea [By (X)](I) of correlated growth of total vulnerability for node X
as evaluated subjectively from the viewpoint of the user(s) of Y over the time set

I IS the family of coherent interactions
Z=Zyx() = ((21: (1), (22,03), (23,{3), (24, (4)) € (CM*m x C¥*™)*  between

Yy and X in I, for which the (Euclidean) norm [[Rel,ll = || @ ®||: =
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1/2
( " ﬁ’i’§+‘cx|¢ AY 2 X) ) of the resulting overall vulnerability in the node

X as evaluated from the viewpoint of the user(s) of Y at the next moment t’ is

greater than the (Euclidean) norm

1/2
||Re(2||=||¢(Yw»X)||;=( 1ZMX+LX|¢,§,YJ-WX)|2> of the initial overall

vulnerability in the node X as evaluated from the viewpoint of the user(s) of Y

at the preceding moment t:

IResll = [| 90| > [l¢@ 0| = lIReC I
If the difference ||Rel,|| — ||Re{,|| exceeds a given vulnerability benefit limit for
node X as evaluated by the user(s) of Y, we say that the interactions Z =
Zyx)(t) of [By(X)](I) are evaluated as subjectively painful for X from the
viewpoint of Y.
iii  The area [Byx(X)](I) of correlated reduction of total vulnerability for node

X as assessed subjectively by themselves the user(s) of node X over the time set

L s the family of coherent interactions
Z = Zy (@) = ((21,4), (22, $2), (23, 43), (24, §a)) € (€Y7 x C¥*™)*  between
Y and X in I, for which the (Euclidean) norm |[[Imd,|| = ” ¢(XWX)|| =

(Zm 1 ﬁ’[’§+‘cx|¢ X X)| ) of the resulting overall vulnerability in the node

X as assessed by themselves the user(s) of X at the next moment t' is less than

R R 2 1/2
the (Euclidean) norm |[Im¢,|| = ||¢(X“""’X)||:=( " 2{:’§+LX|¢§§”X)| ) of

the initial overall vulnerability in the node X as assessed by themselves the

user(s) of X at the preceding moment t:

A!(XWX) L (X
limgall = || 77| < 16%=2|| = lHime, .
If the difference |[Imd{,|| — ||[Im{,|| exceeds a given vulnerability danger

threshold for node X as assessed by themselves the user(s) of X, we say that the
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interactions Z = Zy x)(t) of [Byx(X)](I) are evaluated as subjectively painless
for X from the viewpoint of X itself.
iv. The area [B¥(X)](I) of correlated growth of total vulnerability for node X

as evaluated subjectively from the viewpoint of the user(s) of X over the time set

I : IS the family of coherent interactions
Z=Zyx() = ((21: (1), (22,03), (23,{3), (24, (4)) € (CM*m x C¥*™)*  between
Y and X in I, for which the (Euclidean) norm ||Im{,|| = ” (/)(X X)” =

<Zm 1ZMX+LX |¢ e X)| ) of the resulting overall vulnerability in the node

X as evaluated from the viewpoint of the user(s) of X at the next moment t’ is

greater than the (Euclidean) norm

1/2
||1mfz||=||¢3(X””X)||:=( 1ZMX+LX|¢,%-WX)|2) of the initial overall

vulnerability in the node X as evaluated from the viewpoint of the user(s) of Y

at the preceding moment t:

Emal || 6| > 16%=2|| = imd, .
If the difference ||Imz,|| — ||[Imz,|| exceeds a given vulnerability danger
threshold for node X as assessed by themselves the user(s) of X, we say that the
interactions Z = Zy xy(t) of [Bx (X)](I) are evaluated as subjectively painful

for X from the viewpoint of X itself.

Definition 9.3. A germ of correlated cyber attack from W against V, during
a given time set I in ]a,B[ cc [0,1], is a family of coherent interactions
Z = Z(W,V)(t) = ((21'{1)) (ZZ;ZZ), (ZBr(3)r (Z4) {4)) € (Can X CNxm)4 , tE I ’

lying in the so called correlated danger sector X = Xy, (I) to the node V from

the node W during the entire time set 1, defined by intersection
% = {([Aw MIMN[A; NDIM)N([A7 WIMN A W)IMD)N
([By MIMN[By WHIM)N([BF MIMN[By (VIM)},
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provided, of course, that X = @. If each one of the coherent interactions
Zawv)(t) is elementary, we say that the germ is elementary; otherwise, it is called
sequential or complex. If T ={t,} for some t, € ]0,1[, the germ is called

momentary.

Definition 9.4. The node V is said to be affine secure from attacks of W

during the time set T if X = @.

Definition 9.5. More generally, an affine secure area of V from the
correlated cyber attacks of W during the time set I is any set in the

complementary X¢ in (CV*" x CV*™)* of X.

9.2 Germs of Absolute Cyber-Attacks

Next, we consider the case of valuation variations relative only to the
user(s) of another or the same node and independently of the valuation variations
of this node.

Definition 9.6 Let T be any given set in the time subinterval ]a, B[ cc [0,1]. Let
also X,Y e {V,W}.

i Thearea [4;(X)](I) of absolute reduction of total valuation for node X as
evaluated subjectively from the user(s) of Y over the time set I, is the family of

coherent interactions Z = Zy x)(t) € (CV>m x ¢V*m)4 petween Y and X in I,

2\ 1/2
for which the (Euclidean) norm || g*%)|: = ( §=12ﬁ§+‘cx|ﬁ’§ijx) ) of

the resulting overall valuation in the node X as evaluated from the viewpoint of
the user(s) of Y at a next moment t' is less than a given threshold C:
[Y"VWX
1B <c.
The number C is called extensibility radius of total valuation reduction in X

from the viewpoint of Y. If the extensibility radius C is less than a given
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valuation damage threshold Vafy(X), we say that [A;(X)](]I) is an area of
absolute danger for X as evaluated subjectively by the user(s) of Y.

ii  The area [A;((X)](]I) of absolute reduction of total valuation for node X as
assessed subjectively by themselves the user(s) of node X themselves over the
time set I, s the family of coherent interactions Z = Zy x)(t) € (CV*" x

CNV*m4 between V and X in 7, for which the (Euclidean) norm gXw/X:=

( j=1 MX“:X |ﬁ/11 X)| ) of the resulting overall valuation in the node X

as evaluated from the viewpoint of the user(s) of X at the next moment t' is less
than a threshold C:

|45 <c

The number C is called extensibility radius of the total valuation reduction in X
from the viewpoint of X itself. If this extensibility radius C is less than a given
valuation damage threshold Vafy(X), we say that [A}(X)](H) is an area of
absolute danger of node X as evaluated subjectively by the user(s) of X.

iii  The area [A (X)](]I) of absolute growth of total valuation for node X as
evaluated subjectively from the user(s) of Y over the time set I, is the family of

coherent interactions Z = Zy x)(t) € (CV*" x CV*™)* between Y and X in I,

1/2
for which the (Euclidean) norm || 8*%)|: = ( jD) MX+LX|ﬁ’(Y”’X) ) of

the resulting overall valuation in the node X as evaluated from the viewpoint of
the user(s) of Y at the next moment t’ is greater that a threshold C:

1B > c.
The number C is called extensibility radius of the total valuation growth in X
from the viewpoint of Y. If this extensibility radius C is greater than a given
valuation benefit limit BenLimy(X), we say that [AF(X)](I) is an area of
absolute security of node X as evaluated subjectively by the user(s) of Y.

iv.  The area [A;;(X)](]I) of absolute growth of total valuation for node X as



124 Cyber-Attacks and Proactive Defences

evaluated subjectively from the user(s) of X themselves over the time set 1, is the
family of coherent interactions Z = Zy x)(t) € (CV*" x C¥*™)* between Y

and X in r ., for which the (Euclidean) norm

” B (XWX)” ( j9) yyeHEx |ﬁM X)| ) of the resulting overall valuation

in node X as evaluated from the viewpoint of the user(s) of X at the next

moment ¢t is greater that a threshold C:

5970

The number C is called extensibility radius of the total valuation growth in X
from the viewpoint of X itself. If this extensibility radius C is greater than a
given valuation benefit limit BenLimy(X), we say that [AF(X)](ID) is an area
of absolute security of node X as evaluated subjectively from the viewpoint of X

itself.

Next, we consider the case of valuation variations relative only to the
user(s) of another or the same node and independently of the valuation variations

of this node.

Definition 9.7 Let again 1 be a given set in the time subinterval ]a, B[ cc [0,1].
Letalso X,Y € {V,W}.

i Thearea [By (X)](I) of absolute reduction of total vulnerability for node X
as evaluated subjectively from the viewpoint of the user(s) of Y over the time set

I, is the family of coherent interactions Z = Zy x(t) € (CVxm x gV xmy4

between Y and X in I, for which the (Euclidean) norm || ¢@®|:=

1/2
( M X |¢'(Y“"’X) ) of the resulting overall vulnerability in the node

X as evaluated from the viewpoint of the user(s) of Y at the next moment t’ is

less than a given threshold C:

o) <c.
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The number C is called extensibility radius of the total vulnerability reduction in
X from the viewpoint of Y. If this extensibility radius C is less than a given
vulnerability benefit limit BenLim, (X), we say that [By (X)](I) is a secure

area for node X as evaluated subjectively from the user(s) of Y.

i The area [B; (X)](I) of absolute growth of total vulnerability for node X
as evaluated subjectively from the viewpoint of the user(s) of Y over the time set

I, is the family of coherent interactions Z = Zy x(t) € (CVxm x gV xmy4

between Y and X in I, for which the (Euclidean) norm || ¢@®|:=

1/2
( m ﬁ’i’§+‘cx|¢ AY 2 X) ) of the resulting overall vulnerability in the node

X as evaluated from the viewpoint of the user(s) of Y at the next moment ¢’ is
greater that a threshold C:
| <) > c.

The number C is called extensibility radius of the total vulnerability growth in
Xfrom the viewpoint of Y. If this extensibility radius C is greater than a given
vulnerability damaging threshold Vu«fy(X) for node X as evaluated by the
user(s) of Y, we say that [By(X)](I) is a damaging area for X from the
viewpoint of Y.

iii  Thearea [By(X)](I) of absolute reduction of total vulnerability for node X
as assessed subjectively by the user(s) of node X themselves over the time set T,
is the family of coherent interactions Z = Zy x(t) € (CV>m x ¢V*m)4 petween

Y and X in r , for  which the (Euclidean) norm

1/2
<T.ﬂ_ MX+LX|¢(X X)> of the resulting overall

=

|
vulnerability in the node X as evaluated from the viewpoint of the user(s) of X

at the next moment t' is less than a threshold C:
~ (XwX)
|67 <c.

The number C is called extensibility radius of total vulnerability reduction in X
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from the viewpoint of X itself. If this extensibility radius C is less than a given
vulnerability benefit BenLimy(X), we say that [By (X)](I) is a subjectively
secure area for X.

iv  The area [B;(X)](I) of absolute growth of total vulnerability for node X
as evaluated subjectively from the viewpoint of the user(s) of VV themselves over
the time set [, is the family of coherent interactions Z = Zy xy(t) € (CV*" x

cVxm)4 petween Y and X in I, for which the (Euclidean) norm

1/2
<m Mx+LX|¢(X X)> of the resulting overall

=

|
vulnerability in the node X as evaluated from the viewpoint of the user(s) of X
at the next moment t' is greater that a threshold C:

|67 >

The number C is called extensibility radius of the total vulnerability growth in V
from the viewpoint of X itself. If this extensibility radius C is greater than a
given vulnerability damaging threshold Vufy(X) for node X as evaluated by
the user(s) of X themselves, we say that [B;(X)](I) is a subjectively damaging

area for X.

Definition 9.8. A germ of absolute cyber attack from W against V, during a
given time set T in the subinterval ]a, B[ cc [0,1], is a family of coherent
interactions Z = Zgy ) (t) € (CV " x CV*™)*, ¢ €1, lying in the so called
absolute danger sector X = ¥,,_,, to the node V from the node W during the

entire time set 1, defined by intersection
% = {([4w MImN[4 M) N ([AF ] mN[4, wH]m) n
({187 WHIMN By WHIMIN (1B WIMNIEL 1M}

provided, of course, that ¥ = @. If each one of the coherent interactions

Zav)(t) is elementary, we say that the germ is said to be elementary; otherwise,
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it is called sequential or complex. If T = {t,} for some t, € ], B[, the germ is

called momentary.

Definition 9.9. The node V is absolutely secure from cyber attacks of W

during the time set I if X = @.

Definition 9.10.  And, more generally, an absolutely secure area for node V
from cyber attacks of W during the time set 1 is any set in the complementary

XC in (CMxn x VM)t of X,

9.3 Germs of partial cyber-attacks

It is known that cyber attacks carried out in a targeted or oriented manner
against specific parts of particular devices or against specific parts of particular
resources. So, in this section, we will consider the case of partial interactions, i.e.,
of cyber interactions between parts of some devices or resources cyber two nodes.
To do this, let’s again

X, Y e{V,W} and » > 0.

Letalso (uq,...,u1,) — device parts, say

fr(devlgf)), fr(devlg)),..., fr(devlgf )

of X,and (x4, ...,k;) — resource parts, say

fr(res,gf)), fr (res,ﬁf)), e fT (res,ﬁf))
of X. Letfinally T be a given set in the time subinterval |a, B[ cc [0,1].

Definition 9.10.  Let T be a given set in the time subinterval ]a, B[ cc [0,1].
Letalso X,Y € {V,W}.

i. The region [Rs_(X)](I) (or simply denoted by [R,(X)](I)) of partial
valuation reduction of node V as evaluated subjectively from the viewpoint of the

user(s) of W over the time set I, with extensiveness radius »~ > 0, in the
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(uy, ..., ty) — device parts fr(dev,ﬁf)), fr(dev‘g)),...,fr(devlgf)) of X and
the (x4, ..., k) — resource parts fr(res(x)) fT(res(X)), fr(res(x)) of X
is the set of all coherent interactions Z=Z(W,v)(t)=((Zl,{1),(zz,(2),

(23, 03), (24,0s)) € (CVX" x CV>m)* petween Y and X in I, for each of which

the corresponding index- set:

{] € {I’l'll vy Uy K1) oo K/l} Z ﬁ(YWX) ﬁ(YM"X) |ﬁ (Y X) +

- 2
i B 'fk X)| with at least one
index k € {1,2,...,n} being such that |ﬂ(mx) ﬁ(mx)

|ﬁ/(Y~w>X) +i ,85};( X)| > T},

whenever Y =V, W. If the extensiveness radius » of [Rg_(X)](I) is greater
that a given valuation damage threshold, the interactions Z = Zy x)(t) of
[Rs_(X)](I) are said to be damaging in X.

ii  The region [Rg,(X)](I) (or simply denoted by [R,(X)](I)) of partial
valuation growth of node V' as evaluated subjectively from the viewpoint of the

user(s) of W over the time set I, with extensiveness radius #, in the
(uq, ..., 1) — device parts fr(devlgf)), fr(dev‘g)),...,fr(devlgf)) of X and
the (xy,...,k;) — resource parts fr(res(X)) fr(res(X)) fr(res(X)) of X
IS the set of all coherent interactions Z=Zwn(t) =

((21'{1)) (Zz, (2): (ZBr (3): (Z4) {4)) € (Can X CNxm)4 between Y and X in H:
for each of which the corresponding index- set:

. (Yo S (rwx) |2 -
b€ a1} Bica [0 + 1 B0 > BB +

,B(Y”""’X) with at least one index k € {1,2,...,n} being such that

|ﬁ,(ym>x) 4 ,85};{ X) |’8(ny) ’B(Y X)| > r},
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whenever Y =V, W. If the extensiveness radius » of [Re,(X)](I) is greater
that a given valuation benefit limit, the interactions Z = Zy y(t) of
[Rs+ (X)](I) are said to be advantageous in X.

iii. The region [Ry_(X)](I) (or simply denoted by [R;(X)](I)) of partial
vulnerability reduction of node V as evaluated subjectively from the viewpoint of

the user(s) of W over the time set I, with extensiveness radius #, in the

(4, ..., ity) — device parts fr(dev(v)) fr(devg)),...,fr(devg)) of V and

the (xy,...,k;) — resource parts fr(res(v)) fr(res(v)) fr(res(v)) of V
is the set of all coherent interactions Z =Zy,,)(t) =

((21'51)» (ZZJZZ)' (23'(3)'(Z4; {4)) € ((Can X (CNXm)4 between Y and X in ]:[1

for each of which the corresponding index- set:

{j € {1y ooes lyy gy vy K3 D= |¢(mx) (Yw»X)| >y |¢,(Y~w>X) +

[ P LEYwX2 with at least one index 4€1,2,...,m being such that

| ¢(wi>X) (wa) | qb,(w»x) i EYk X) > r},

whenever Y =V, W. If the extensiveness radius 7 of [Ry_(X)](I) is less than
a given vulnerability damage threshold, the interactions Z = Zy x)(t) of
[Ry—(X)](I) are said to be advantageous in X.

iv. The region [Ry,.(X)](I) (or simply denoted by [R,(X)](I)) of partial
vulnerability growth of node V as evaluated subjectively from the viewpoint of

the user(s) of W over the time set I, with extensiveness radius 7, in the
(U, ..., 1ty) — device parts fr(devff)), fr(devlg)),...,fr(devéf)) of X and
the (x,...,k3) — resource parts fr(res(X)) fr(res(X)) fr(res(X)) of X

is the set of all coherent interactions
Z=Zayy() = ((21’51): (22,82), (23, 03), (24, (4)) € (CM*m x CV*™)* between

Y and X in I, for each of which the corresponding index- set:
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j (Y (Y X) -
{] € {Mli---;ﬂv,Kl,-..,KA}:Z |¢) (Y-»X) +1i d)]k |¢(Y X) +
L ¢(MX) with at least one index k € {1,2,..,m} being such that

|¢,(Yw»X) 4 ¢§YRWX) |¢(wi>X) 4 ¢(Y X)| > r},

whenever Y =V, W. If the extensiveness radius » of [Ry,.(X)](I) is greater
than a given vulnerability damage threshold, the interactions Z = Zy x(t) of
[Ry+(X)](I) are said to be damaging in X.

Based on this preliminary material, we are now able to give the following

general definition.

Definition 9.11. A germ of partial cyber attack from W against the
(uq, ..., u,) — device parts fr(devg)), fr(devg)),...,fr(devg)) of V and
the (xy,...,k;) — resource parts fr(res(v)) fr(res(v)) fr(res(v)) of V,

during a given time subset I of a subinterval [a, 8] cc [0,1], is a family of

coherent interactions  Z = Zy1y(6) = ((z1,¢1), (22,82, (23, 03), (24,0)) €
(CV*n x ¢V>my4 ¢ e 1, lying in the so called partial danger sector € = €,,_y
to the node V from the node W during the entire time set I, defined by
intersection

€: = [Rs-(MIMN[Rs: WM N[Ry- W) MN[Ry+ (VD).

If a coherent interaction is elementary, we say that the continuous cyber attack is
elementary; otherwise, it is called sequential or complex. If T = {t,} for some

to € 10,1[, the germ is called momentary.

Definition 9.12. The node V is partially secure from cyber attacks of W
against the (uy, ..., 1,) — device parts fr(dev(v)) fr(dev,g)),...,fr(devlg))
of VvV and the  (kq,..,k3) — resource parts fr(res( )) :

fr(res(v)), fr(res(v)) of V, during a given closed time subinterval
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Icc]oll,if €=0.

Definition 9.13.  And, more generally, a partially secure area for node V from

cyber attacks of W against the (uy,..,u,)— device parts fr(devg)),

fr(devg)) fr(devg)) of V and the (ky,..,k;)— resource parts

fr(resg)), fr(resg)),..., fr(res(v)) of V, during a given closed time

K)o
subinterval I cc ]0,1[, is any set in the complementary €¢ in (CV*" x ¢cVxm)*
of €.

10 Proactive Cyber Defense Against Cyber Attacks

10.1 Proactive Correlated Cyber Defense against Germs of
Correlated Cyber-Attacks

Let F = F{TreleteD i) he a germ of correlated cyber attack from W

against V, during a given time set I in a subinterval Ja, B[ cc [0,1]. Recall that

Fois a family F={Z=Zy,»®) = (21,30 (22, 32), (23, 33), (24, 80)) €

CNxnmx CN*xm4, tell of coherent interactions lying in the correlated danger

sector X = X,,_,, tothe node V from the node W during the entire time set I,

as defined in Definition 9.6, provided, of course, that X # @. Denote by
Dy ={g=gD:1- Qy X Qy xQy X Qy:

t o g@0:= (ry O ORPE + 80,17t +40)): Z € F,
the associated coherent interactive family, a proactive correlated cyber-defense #
against the cyber attack F during T is a map defined on the space of all cyber-
interplays of the ordered cyber pair (V,W) over the entire time set I,such that
the image of X via any member of the coherent interactive family D in 1 is
sent, through # in the complement X¢ = (CM*"xCY>*™)*\Xx of X.
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Specifically,

Definition 10.1. Let X be the space of cyber activities g: 1 — 2, X 2, X
Dy X Ny from the node W to the node V during the entire time set 1. A
mapping #:X — X is called proactive correlated cyber defense against the germ
of attack F during I, if #(g(x)) c X¢, whenever g € Dr. The method of
constructing and organizing a proactive correlated cyber defense, together with
the way of processing and integrating the method in the node system, is called
proactive correlated protection against the germ of attack F. We will deal later

with the question of such a protection.

10.2.  Proactive Absolute Cyber Defense against Germs of
Absolute Cyber-Attacks

Let F = F“2S°MO ] be a germ of absolute cyber attack from W
against V, during a given time set I in a subinterval ]a, B[ cc [0,1]. Recall that
F ois a family F= {Z =Zwy(t) = ((21’51): (22,02), (23, G3), (24, (4)) €

(€ x ¢4 ¢ € T} of coherent interactions lying in the absolute danger

sector ¥ = ¥,,_,, to the node V from the node W during the entire time set

I,as defined in Definition 9.6, provided, of course, that ¥ # @. Denote by

D}" :{g,:g,(z):ﬂ—)QWXQVXQWXQV:
t = g@(©):= (1 O 17 O 17t + 80,17t + 80)): Z € F,

the associated coherent interactive family, a proactive absolute cyber-defense #
against the cyber attack F during I is a map defined on the space of all
cyber-interplays of the ordered cyber pair (V,W) over the entire time set 1,such

that the image of X via any member of the coherent interactive family Dz in I
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is sent, through # in the complement X¢ = (CM"x C¥*™)*\ ¥ of X.

Specifically,

Definition 10.2.  Let again X be the space of cyber activities g: I — 2y, X
Dy X Dy X 0y, from the node W to the node V during the entire time set 1. A
mapping #:X — X is called proactive absolute cyber defense against the germ of
attack F during 1, if ﬁ(g(%))c%c, whenever g € Dr. The method of
constructing and organizing a proactive absolute cyber defense, together with the
way of processing and integrating the method in the node system, is called
proactive absolute protection against the germ of attack F. We will deal later

with the question of such a protection.

10.3.  Proactive partial cyber defense against germs of partial

cyber-attacks

Let F = TM(}’ffV”“D [I] be a germ of partial cyber attack from W against
V, during a given time set T in a subinterval ]a, B[ cc [0,1]. Recall that F is a
family F= {Z =Zwy(t) = ((21'51); (z2,$2), (23, 03), (24, {4)) € (C"" x
CNV'xm4, t¢€l of coherent interactions lying in the partial danger sector
€ =€Ey_y to the node V from the node W during the entire time set I,as

defined in Definition 9.6, provided, of course, that € # @. Denote by
Dy ={g=¢D:1-> Qy X Qy xQy X Qp:
t = g@(©):= (1) O 17 O 17t + 80,17t + 80)): Z € F,
the associated coherent interactive family, a proactive partial cyber-defense #
against the cyber attack F during T is a map defined on the space of all

cyber-interplays of the ordered cyber pair (V,W) over the entire time set 1,such

that the image of € via any member of the coherent interactive family Dz in 1
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is sent, through # in the complement €° = (CM*"x CV*™M*\ € of X.
Specifically,

Definition 10.3  Let X be the space of cyber activities g: 1 - 2y, X 2, X
Dy X Ny from the node W to the node V during the entire time set 1. A
mapping #:X — X is called proactive partial cyber defense against the germ of
attack F during 1, if ﬁ(g(%))c%c, whenever g € Dr. The method of
constructing and organizing a proactive partial cyber defense, together with the
way of processing and integrating the method in the node system, is called
proactive partial protection against the germ of attack F. We will deal later with

the question of such a protection.

10.4. Proactive Protection against Germs of Partial
Cyber-Attacks

Let us finally see how to illustrate such a proactive cyber defense.

Definition 10.5.  Suppose
Z=Zay(to) = ((21: (1), (22,02), (23, 03), (24, (4)) =
((21'51); (22,42), (23, 43), (24, (4))@0) € CVXn x CVXm x CVxn x ¢Vxm

is a cyber interaction between W and V' at a fixed time moment t, € ]a, B[ cc

[0,1] (W,V € ob(cy(t))), with corresponding cyber- interplay

g:1a, BL = O X Oy X Quy X Oyt o g(0: = (rw (O, 10 (0,1 (), 17 ()

and cyber-activity

(gt: Qu X Qy = Qy X Qp: (O, 1y () ) — (VV’V(t’)’Mt')»te] Bl

(t:=t+ At).

A forced cyber-reflection of Z is another cyber-interaction

Z/ = ZEW,V) (tO) = ((Zi, {1’)' (Zéi {2’)' (Zé, {3;)' (ZA;_, Cl))
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= ((20,%), (25, G2), (25,65, (24, 0) ) (£) € ©7XT X CV x €1 x
between W and V at a next time moment t, = t,+ Aty € Ja, B[ with
corresponding forced cyber- interplay

g 10, B> QX Qy X Qy X Ayt = g (©O:= (v (€, 1y (), v (), 10 ()

and associated forced cyber-activity:

(902 0 Xy = X 0y (1 15 D) = (10 (0))

'

t'elo,1[
(t"=1t +At)

that satisfies the following property: into an open neighborhood |t, — ¢, t, + €]

of t,, forces activity g to push forward its composition with activity g, in such

a way that the occurrence of g guarantees the appearance of the composition
g g
Obviously, the matrices of the tetrad

7' = Za(t0) = (21,6, (72.62), (72,62, (70,60))

= ((z0.%). (25, G2), (25,65, (24, G) ) (£) € ©7X0 x ©VXm x CFXm x €
are of the form
(z1,¢1) = yw(to) = (Svow + Swow, Uy + iUy ) € CMY X x CMY >,
(z3,23) = vv(t) = (Swov + iSy_y, Uyy + iU,y ) € CMV > x MV ™,
(z3,23) = vw(to) = (Svow + SSwow, Upow + iUy Ly ) € CMYV*" x MYV >,

(24, %s) = vv(to) = (Swov + 1Sy, Upy + iUy ) € CMY > x MYV >m,

Definition 10.6.  The cyber-activity
g = g Dy X Oy > Dy X 0y G (0, 1)) = (1 (), 77(8))
together with its forced cyber-activity
g = 9;': Oy X Qy = Oy X Oy (Vr;v(t/);)/&(t/) ) — (Vﬁ’/(t”);)/l;(t”))
is called a reflexive cyber-activity between W and V during the time interval

]a, B[. Their composition
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g0 g: Dy X Oy > Dy X Oy (rw (), 1y () = (1 (¢ + A6, yy (¢ + AD))
is said to be a self-inflicted cyber-activity between W and V during the time
interval Ja, B[. In particular, the interaction Z' = Z, ,(t,) is called forced
cyber-reflection of Z = Zy, 1 (t,) attime moment t,. A mapping
o: ((CNXn X (CNXm)Z N ((CNXn X (CNXm)Z
which maps the cyber-interaction Z = Z, ) (t,) to its forced cyber-reflection

7' = Z('W,V)(t(')) is called reflexive cyber-interaction mapping at time moment ¢,.

Remark 10.7 It is frequent that, under a self-inflicted cyber-activity

g 0 g: Quy X Qy > Dy X Ay G (0,17 () ) = (v (£ + AL), 7/ (¢ + A0))
between W and V during the time interval Ja, B[, some valuations and
vulnerabilities of the initial node W change at a moment t, € ]a, 8], in such a
way to get new constituent valuations and new constituent vulnerabilities for the
node W. For emphasis, this “new” node is called variant node of W and is
denoted by W', or sometimes, without any risk of confusion, again by W. In such

a case, the forced cyber-reflection Z' = Z,, (t,) is called cyber parallax of the
cyber-interaction Z = Zqgy ) (to) at t, and the forced cyber-activity g =
gt Quy X Qy = Qy X Oy (i (), 10 () ) = (Y @)y (D) is  called
parallactic cyber-activity. Finally, we say that the self-inflicted parallactic
cyber-activity g o g: 2y,(t) x 2y (t) = Oy (t'+ At) X Qy(t'+ At) between W

and V at t, gives rise to a parallactic cyber-interaction at t,.

Let us give a schematic representation.
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g' o g : self-inflicted parallactic

cyber-activity between W and V

(] llllllllllllllllllllll....
l...
L)
L)

g = g, : reflexive cyber-activity "~.,..

L 4
*
*

*
V = Qy(ty + AD)S
L}

W' = @ (th + Aty)

L4
4
*

l““

Wire _g’.z g parallactic cyber-activity

initial node
variant node

Definition 10.7  Let E = fr(A™)) be a set in the o —algebra Up of

subsets of available or not constituents of node W':

_ {dev, if the constituent is a device,
~lres,i f the constituent is a resource element

i Ashield of E inthe node W (or a node shield containing E) at time t is
an intermediate fixed node W = W, which, at this time, is interposed in each
cyber parallax g  that aims at E in the node W, so that the self-inflicted
parallactic cyber-activity g’ o g between W and V at moment time t ends up
in the intermediate node W, and never can reach part E of the initial target W.
The detailed process by which the node shield Wof a node W blocks the
self-inflicted parallactic cyber-activity ¢’ o g and never ends up in the initial
target W, is being analyzed in a forthcoming paper.

ii. Given anode W, a node filter in part E of the constituent A™) in W at
a time moment ¢ is an intermediate fixed node W® which, at this time moment,
is interposed in each parallactic cyber-activity g that aims at part E of node
W, so that the filter W& allows the self-inflicted parallactic cyber-activity
g og at t to reach only constituent parts of the initial target W that are

different from part E of the constituent A™) of W.
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For the convenience of the reader, let us give a schematic representation of
these concepts. g’ o g self-inflicted parallactic

cyber-activity ending at the node

part E in the constituent

AW of the initial node

shield W of E 4

inthe nnde w RN, —g’ ° g self-inflicted parallactic
cyber-activity reaching only

parts of components in the initial
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