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Abstract

The paper documents a holistic mathematical modeling theory to provide a
rigorous description of cyber-attacks and cyber-security. After determining valuations
and vulnerabilities of parts of a node constituent, we recall the definitions of cyber-
effect and cyber-interaction. Based on these concepts, we give the mathematical
definitions of cyber navigation and infected node and we explain what is meant by
dangerous cyber navigation and protection of cyber nodes from unplanned attacks.
Our discussion proceeds to a rigorous description of passive and active cyber-attacks,

as well as the relevant protections.
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1. Introduction

In many modern scientific studies, quantifying assumptions, data and variables can

contribute to the accurate description of the phenomena through appropriate
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2 Mathematical Study of Cyber-Attacks and Protection

mathematical models. So, in many disciplines, the analysts resort to a mathematical
foundation of the concepts, in order to create a solid base for the theoretical
formulation and solving all relevant problems. In this direction, there have been
numerous significant contributions on the mathematical modeling of several branches
of Theoretical Engineering disciplines, such as Theoretical Computer Science,
Network Security, Electronics, and Artificial Intelligence etc. Especially, in the case
of cyber-security, we may mention several remarkable contributions ([1, 6-8 and 10-
15]). Indicative of the great interest shown for the mathematization of cyber-security
is the regular organization of international conferences and workshops of major
interest. However, although these presentations are innovative and promising, it
seems that they lack a holistic view of the cyber environment. Moreover, there is no
predictability vision of cyber-attacks, nor any opportunity to have given a strict
definition of defensive protection so that we can look for an optimal design and
organization of cyber defense. As a consequence, thereof, one cannot build a solid
foundation for a complete theory containing assumptions, definitions, theorems and
conclusions. But, this prevents the researcher to understand deeper behaviours, and

imposeslimiting ourselves solely to practical techniques ([9, 16]).

The aim of the present paper is to document a holistic mathematical theory to
provide a rigorous description of cyber-attacks and cyber-security. To this end,
Section 2 recalls in brief the mathematical definition of cyberspace given in [3]. Next,
in Section 3, we first remind the concepts of valuations and vulnerabilities of the parts
of a node constituent, and then, based on these two concepts, we give the definitions
of node supervision, cyber-effect and, cyber-interaction. With this background, in
Section 4, we provide a mathematical definition of cyber navigation and, after giving
the rigorous meaning of infected nodes, we determine what is meant by dangerous
cyber navigation and protection of cyber nodes from unplanned attacks. Next, in
Section 5, we describe a rigorous outline of passive and active cyber-attacks as well
as an identification of the relevant proactive defense ([2]) from such attacks. Concrete
examples to special types of germs of cyber-attacks are given in [4 and 5]. Based on
the above background, in Section 6 we proceed with a mathematical description of
several representative cyber-attacks. The paper concludes with the introduction of

some guiding general ideas and thoughts for future research.
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2. Mathematical definition of cyberspace

A multilayered weighted (finite or infinite) graph X with N interconnected
layers is said to be an N — cyber-archetype germ. An e —manifestation gives a
geographical qualifier at each node of X. It is an embedding of X into a Cartesian
product of N complex projective spaces CP™ = P(C™*1), such that all nodes of X
in the k —layer, called e —node manifestations, are illustrated at weighted points of
the set CP™ and all directed edges (flows) of X in the k —layer, called e —edge
manifestations, are given by simple weighted edges, i.e. by weighted homeomorphic
images of the closed interval[0, 1] on CP™, so that, forany k = 1,2, ..., N,

e the end points of each e —edge manifestation on CP™ must be images of end
points of a corresponding original directed edge of X in the k —layer
e there should not be any e —edge manifestation on CP™ derived from directed

e —edge of X in the k —layer into which belong points of e —edge

manifestations that are defined by other nodes of X in the same layer.

The set §,=8,(CP™ X ...x CP™) of e —manifestations of N —cyber
archetype germs is the e — superclass in CP™ X ... x CP™. An e—qgraph category
Ec = E(CP™ x ... x CP™) is a category consisting of the class ob(&;), whose
elements, called e—objects,are the pairs X = (V,E) € §,, endowed with a class
hom(€&:) of e—morphisms on ob(E:) and an associative binary operation owith
identity.

Generalizing, one may consider additionally the following other four basic
e—categories: The e —set categoryeg,; = €go;(CP™ X ...x CP™) where the
objects are subsets of &, the e —homomorphism category eyom = €nom (CP™ X
... X CP™)where the objects are sets of homomorphisms between subsets of eg,;, the
e —group category eg,, = egpr(CP™ X ... X CP™) where the objects are the
groups of & and the e —topological category erop = erq,(CP™ X ... X
CP™)where the objects are topological subcategories of E.. For reasons of
homogenization of symbolism, we will adopt the following common notation
W, = {&c, €ser, €Hom » €6rpr €Top). The objects of each e —category W, =

W,(CP™ x ...x CP™) € W, will be called e —manifestations. An easy algebraic
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structure in the (infinite) set of all these e—manifestations (V, E) and simultaneously,
a compatible topological structure to allow for a detailed analytic study of S, is given
in [3]. Further, [3] investigates the possibility of allocating suitable vector weights to
all the objects and morphisms of any e —category W, € W, = {Sc, €set » €Grps eTop}.
Towards this end, we consider two types of vector weights that can be attached to any
object and/or morphism of such an e —category: the maximum weight and the square
weight. Any such weight will be a point in the positive quadrant of the plane. Taking
this into account, anye —category W, € W, = {&c, €ser, €Hom » €6pr» €Top JCaN bE
viewed as an infinite e —graph(V, E) with vector weights, in such a way that the
e —nodes in V are the e —objects X € ob(W,), while thee —edges in E are the
e —morphisms h € hom(W,). For such an e —graph G, corresponding to an e —
category W, € W,, the vector weight of the e —node associated to the
e —manifestation X = (V,E) € V = ob(W,) is equal to a weightofX. Bearing all
this in mind, in [3], we introduce a suitable intrinsic metric dy,, in the set ob(W,) of
objects of an e —category W,. The most significant benefits coming from such a
consideration can be derived from the definitions of cyber-evolution and cyber-
domain. To do this, we first defined the concept of e—dynamics, as a mapping of the
form cy:[0,1] - (ob(We),dWe); its image is an e—arrangement. Each point
cy(t) € cy([0,1]) is an (instantaneous) local e —node manifestation with an
interrelatede —edge manifestation. An e —arrangement together with all of its

(instantaneous) e—morphisms is an e —regularization. The elements of the

completion ob(W,) of ob(W,) in CP™ x ... x CP™ are the cyber-elements, while
the topological space (ob(W,),dy,) is a cyber-domain. With this notation, a
continuous e —dynamics cy:[0,1] - (ob(W,),dy,)is said to be a cyber-
evolutionary path or simply cyber-evolution in the cyber-domain (m,dwe). Its
image is said to be a cyber-arrangement. A cyber-arrangement together with all of its
(instantaneous) cyber-morphisms is called a cyberspace.

In view of the above concepts, [3] investigates conditions under which
ane —regularization may be susceptible of aprojective e —limit. It is important to
know if a e —sub-regularization is projective e —system. Subsequently, we defined
and discussed the concept of the length in a cyber-domain. For the intrinsic cyber-

metric dy,, the distance between two cyber-elements is the length of the “shortest
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cyber-track™ between these cyber-elements. The term shortest cyber-track is defined
and is crucial for understanding the concept of cyber-geodesic. Although every
shortest cyber track on a cyber-length space is a cyber-geodesic, the reverse argument
is not valid. In fact, some cyber-geodesics may fail to be shortest cyber-tracks on
large scales. However, since each cyber-domain (m,dwe) IS a compact,
complete metric space, and since for any pair of cyber-elements in ob(W,) there is a
cyber-evolutionary path of finite length joining them, one can easily ascertain the
following converse result: any pair of two cyber-elements in each cyber-domain
(m,dwe) has a shortest cyber track joining them. Finally, [3] gives a
discussion about the speed (: cyber-speed) of a cyber-evolution and the convergence

of a sequence of cyber-evolutions.

3. Mathematical description of cyber-attacks

At any moment ¢, a node V in the cyber-domain (ob(W.,), dy,) is composed

of cyber constituents consisting in devices D](.V) (:sensors, regulators of information

flow, etc) and resources RE(V) (:services, data, messages etc), the number of which

depend potentially from the three geographical coordinates x4, x5, x3 and the time t.

The order of any used quote of devices DiV), DgV),... and resources Rgv), R%V),... is

assumed to be given, pre-assigned and well defined. We will assume uninterruptedly

that:

o the potential number of all possible devices and resources of V is equal to
My > 0and Ly > 0, respectively, and

o the number of V’s available devices and resources is only my = my and

€y = £y (t) respectively, with my, < My and € < Ly.

3.1  Valuations and vulnerabilities of parts of a node constituent

Let U,V be two nodes in the cyber-domain (ob(W,), dy,) and let ) be an
available constituent in V:

D, if the constituent is a device,

X = . . .
{R, if the constituent is a resource element.
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Obviously, K" may also be viewed as a nonempty collection of a number of
elements. It is easy to see that one can make as much finite & —algebras as partitions
on XM,

Definition3.1 For every partition P of K, let us consider a corresponding

o —algebra W, of subsets of KV as well as a monotonic measure u defined on Asp.
Let also Cry, Cry, ..., Cry be 9t = R(FHWV), P) objective quantifiable criteria for the
assessment of the points of K", Denoting by Crj(p) € R the value of Cr; on
p € XV ata point (x4, x5, x3,t) € R3 x [0, 1], suppose:

1) the functions Cr;(p) are measurable with respect to u and

2) a valuation weight u;(p) is attributed by (the user(s) of) U to the Criterion

Crjonp € KD at (x4, x5, x3,1) € R*.

If E €Uy is a part of KPand n < N, then a relative valuation of E from the
viewpoint (of user(s)) of node Uwith respect to the n criteria Crq, Cr5, ..., Cry, at the

spatiotemporal point (x4, x5, x3,t) € R* is any vector

T
ACV(E) = (a7 (E),al " (), ..., " (E)) € R"
where each definite integral
a"""(E):= [, ¢ri(p)uw;(p)dpp).
is the component valuation of E from the viewpoint (of user(s)) of the node U into

the constituent K£™at (x4, x5, x3,t). The number n is the dimension of the

valuation. m

There is a special category of valuations of particular interest, determined in
regards to the low degree of “security” of the constituents of the node. The low degree

of security is described completely by the concept of vulnerability.

Definition 3.2 For every partition P of ™, let us consider a corresponding
o —algebrall, of subsets of Kas well as a monotonic measure A defined on Asp.
Let also SCry,SCT, ..., SCryy be M = M(KY), P) objective quantifiable criteria
for the security assessment of the points of "), Denoting by SCr;(p) € Rthe value
of SeCr; on pe XY at a spatiotemporal point (xy,x;,x3,t) € R3 x [0,1],
suppose:

1) the functions SCr;(p) are measurable with respect to 4 and
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2) a vulnerability weight «;(p) is attributed by (the (user(s) of) node U to the
security criterion SCrjon p € KV at (x4, x2, x3, ) € R*.
If E € Uy is a part of P and m < M, then a relative vulnerability of E from the
viewpoint (of the user(s)) of node Uwith respect to the m security criteria
SCry,SCr,, ..., SCrat(xq, x4, x3,t) € R* is any vector
T
BU-N(E) = (b7 (B), by (B), .. b (B)) € R™
where each definite integral
b"""(E) = [, SCr;(p)u;(p)dA(p).
is the component vulnerability of E from the viewpoint (of the (user(s)) of the

node U into the constituent K™ at (x4, x, x3, t). The number m is the dimension

of the vulnerability. m

In what follows, a part E of a possible device chv) or/and resource R?’) of V

that is evaluated from the viewpoint (of the user(s)) of node U may be denoted by
fr(D,(CV)) or/and fr(Rg’)), respectively (k=1,2,..,. My, §=1,2,..,Lp).
However, to denote both AW~V (fr(D,((V))) and AU~V (fr(Rgv)» we will prefer
to use the common notation 4"

T

AI(JUWV) _ (a(u«w) a(u«w))

- 1v %o

Ay (fr(D,(,V))) ifv=1,2 ., My
W) o
Ay (fr(Rv_Mv» ifv=M,+1,M,+2, .., My +Ly.
Similarly, to denote both BW™V (fr(D,(cV))), k=1,2..,M, and

BW~V) (fr(Rg’))), §=1,2,.., Ly, we will prefer to adopt the notation

T
UwV) _ [ (UV) U=\ _
BY = (b0, . b)) =

By (fr(D,(,V))) ifv=12 ..M,

By (fr(Rf,V_)MV)) ifv=My+1,My+2, .., My +Ly.
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3.2  Cyber-effects and cyber-interactions

We are now in position to proceed towards a description of homomorphisms
between cyber nodes. Let U,V be two nodes in the cyber-domain (WW,J dwe)-
Without loss of generality, we may suppose the numbers My, + Ly and My + Ly are
both enough large, so that £ :== My + Ly, = My + Ly.

We consider the following sets.

1) @ (fraction) ) =
{(fr(D(lv)), ...,fr(D%)V),fr(R(lv)), ...,fr(Rg;))) :

(DY) fr(RY) € Wp, 1 < My, € < £y ):
the set of ordered columns of possible parts of constituents of V;
2) c,(lvg(fraction) (V) —
(a7, .., A7) AV e RV v = 1,2,... £} = R4
the set of ordered columns of relative valuations of parts of possible
constituents of ¥, from the viewpoint of U, over the space timeR3 x [0, 1];
3) BU(S(fraction) (V) —
(B, ... BY""): BY"Y e R% v = 1,2, .., £} = R
the set of all ordered columns of relative vulnerabilities of parts of possible
constituents in V, from the viewpoint of U, over R3 x [0, 1].

Definition 3.3 The triplet

P = .'P(V) — (G(fraction) (V)’oqu(g(fraction)(v)’BUG(fraction)(V))
is called the cyber-range of ¥V from the viewpoint of (the users of)U.Its elements p
are the (threefold) cyber situations. Especially, if U = V, the cyber-field P = P(V)

is the cyber-purview of V and is denoted P¢el) = PGelf)(y). Its elements are

represented byp.m

Given an ordered set

= ) ) ) Q)
FR(V),_<fr(D1 ),...,fr(DMV),fr(R1 ),...,fr(RLV ))
of ordered columns of parts of constituents of V, a cyber situation p on Vcan be

viewed as an ordered pair of matrices

p= (A(UWV)’]B(UWV)) _ ((al_‘j)’ (bi‘]_)) € R x Rm*4
where:
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a(UmV) a(UWV)
1,1 1,%
AUV — (A(luw)’ ...,A;&"M’V)) = (a;) = : : : and
" (UwV) (U»V)
an,l an’k
(UwV) (UwV)
UV UV) UV) P D
]B( wV) — (Bl , ’Bk ) = (bl,]) = (U - : (U "
bm,l bm, »

In particular, any purview p on V, can simply be viewed as an ordered pair

P = (A(VWV),]E(VWV)) _ ((’d,-,]-), (Bi,i)) € RM% x Rm*#

with
(WwsV) (WwV)
R a, a s
A(VWV) = (ﬁ”) = : : and
a(VWV) a(V«mV)
n,1 nk
(WwsV) WwV)
R R bi bis
]B(VWV) - (bl,]) = : :
(WwsV) WwV)
bm 1 b me

To simplify our approach, in what follows we will assume that the location

(x4, x2,x3) € R3 of V remains constantly fixed.

Definition 3.4 The supervision vector of V in the node system (V,U) at a given
time moment t € [0, 1] is defined to be the pair
(z,w)(t) = (Ay_y + iAy_y, By_y + iBy_y) (L) € C™% x ™4
with i:=+/—1 € C. Especially, the complex matriceszand ware called supervisory
perceptions of V in the node system (V, U)at moment t. The mapping defined by
Yvi [0,1] - CV% x C™%: t = yy (1) = (2, w)(E)

is the supervisory perception curve of ¥V in the node system(V,U) during the
whole of time interval [0, 1]. The supervisory perception domain of V in the node

system(V, U)is the range yy ([0, 1]) of yy, denoted by yy.m

Theoretically, each point in the space C™% x C™*% may be viewed as a
supervision vector of V in the system of nodes V and U. Since in many cases, it
suffices (or is preferable) to use only specific supervisions from the viewpoint of U or
V:
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(Ayy, Byo) (@) or(Ay_y, By_y) (@) or (Ayoy, iBy_y) (@) or (iAy_y, By_y)(®)
it is natural and imperative to consider two main vector fields X1 and X2 defined on
Yy, as follows.
— The vector field X1which assigns to each point
(z,w)(t) = (Ayoy + iBy_y, By_y + iBy_y) (D)
of yy the vector
(Rez, Rew)(t) = (Ay_y + i0, By_y + i0)(t) € R™% x R™*#%
i.e., the vector of the relative valuations and vulnerabilities of FRMat t,
considered from the viewpoint of U;in particular, we may also define the
vector fields ¥1 and Z1 assigning to each point (z w)(t) = (AU_)V +
iAy_y, By_y +iBy_y)(&) of yj the relative valuations and relative
vulnerabilities of FR™ at ¢, considered from the viewpoint of U :
Rez(t) = Ay_y(t) € R and Rew(t) = By_(t) € R™*%,
— The vector field X2 which assigns to each point
(z, w)(t) = (AU—W + iRy y, By_y + i@V—W) ®
of yy the vector
(Imz, Imw)(t) = (0 + iAy_y, 0 + iBy_y) () € R™* x R™*%,

i.e., the vector of the valuations and vulnerabilities of FRY at ¢, considered
from the viewpoint of V itself; in subsequently, we may define the vector
fields Y2 and Z2 assigning to each point
(z,w)(t) = (Ay_y + iAy_y, By_y + iBy_y)(t) of y, the vectors of
valuations and vulnerabilities of FRY) at ¢, considered from the viewpoint of
V itself:

Imz(t) = Ay_,(t) € R™*% and Imw(t) = By, (t) € R™*%,

Of course, we may consider combinatorial vector fields, for instance the

vector field X3 which assigns to each point
(z,w)(t) = (Ayy + iBy_y, Byoy + iBy_y)(®)
of yy the vector

(Rez, Imw)(t) = (Ay_y + i0,0 + iBy_y)(t) € R™% x R™#%,
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i.e., the vector containing relative valuations of FRY) at t considered from the
viewpoint of U and vulnerabilities of FRMat t considered from the viewpoint of V
itself, or the vector field X4 which assigns to each point

(z,wW)(®) = (Ayoy + iy y, Byoy + iBy_y)(0)
of yy the vector

(Imz, Rew)(t) = (0 + iAy_y, By_y + i0)().
i.e., the vector containing valuations of FR™ at t considered from the viewpoint of V
itself and relative vulnerabilities of FR®™ at t considered from the viewpoint of U
itself.

With these definitions and notations, we can go further. The concept of
supervisory perception curve is a concept that provides a clear overall relative
evaluation of a node along time and particularly contain the changes of the
quantitative overview on the node. In this sense, the supervisory perception curve
could be considered as a concept that provides for the appearance of an action which
could lead to changes. However, such a concept may not contain neither describe any
action that could lead to changes. For this purpose, it should be noted that the concept
of such an action is clearly local. Having regard to the above, it is therefore necessary
to seek for a momentary consideration of the above defined supervisory concepts and,
particularly, to proceed to a local study of the relevant curves. To this end, we fix a
time moment t, € ]0,1[. A supervision element (yy,N)at t, consists of a
supervisory perception curve of V(in the system of nodes Vand U) defined on an open
neighborhood W = |ty, — &ty + €[ of t,. Two supervision elements (yy, V) and
(6y, M) at t, are equivalent (at tg) if there is an open neighborhood 7 ¢ W NMof
ty, such that yy |5 = 8y|y. The set of equivalence classes of supervision elements at &,

is called the set of germs of supervisory perceptions of V (in the system of nodes V

and U) at a given time moment ¢, and is denoted by (Gg):

(Gg)= ={yv(@® = (zw)(®) = (Ay_y + iAy_y, By_y + iBy_y) (O):
te|ty—¢sty+e[,e> 0}
The equivalence class of (yy, V) at t, is denoted by I“f", and (yy, V) is called a

representative of the germ l“;". A supervision element (yy, V') defines germs 1"50 of
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supervisory perceptions for each t, € V. Since GEOV)HG%) = @ for ty # s¢, We also

to 50
have I,° # I,°.

Definition 3.5 A cyber-effect (or momentary homomorphism) of U on V in the

cyber-domain (ob(W,),dy,) is a collection of mappings g, from the set G of

germs of supervisory perceptions of U at time t € o, T[ cc ]0, 1] into the set GEK)M

of germs of supervisory perceptions of V into a cyber field P of V at another time

t:=t+ At €lo,[:

(96" > 60 1 8u O =1y (@) (=t +a0)

te]

Each mapping g, is said to be a momentary homomorphism between U, V €

(ob(We), dwe)- Notice that the case At = 0 is not excluded. m

Although the concept of cyber-effect at a time moment ¢ seems to be rather
sufficient, we care to describe the interaction that has one cyber-node on each other,
as well as the mutual effects resulting at a later time. In this case, the putative
mutuality is influenced directly by the users’ subjectivity of the cyber nodes. So,
frequently, instead of the concept of a momentary cyber-effect, we are forced to

consider mappings describing mutual influences.

Definition 3.6 A cyber-activity of U on V over the time interval o, [ cc ]0,1[is a

collection of correspondences from the product G\ x G." into the set (GEZ)M X

G(V) .

t+At"
(6616 x 6" - G0 x Gl (), 8u®) = (W (E),80@))
(t':=t+ At € ]o, ).
Notice that the case At = 0 is not excluded. A cyber-interplay of the ordered cyber

pair (V, U) over the time interval ], [ cc [0, oo is an open shift curve

G:1o,7[ - G x G x G, x G,

t - G():= (yy(t), 6y (D), yy(t + Ab), 8y(t + AD))
(t + At € o, T)).

If the cyber-interplay G is composition of several separate interplays, we say that G is

sequential; otherwise is called elementary. =
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In that regard to the concept of cyber-activity, we have the concept of cyber-
interaction.
Definition 3.7 A cyber-interaction between U and V at a given time moment
ty € |o, T[ is a tetrad:
! ! ! ! 4
Z=Zyy(ty) = ((Zl’wﬂ, (z2, W), (z1, Wy), (Zzlwz)) € ((C"Xk X (Cka)
for which there is an associated cyber-activity of U on V:
—_c@ .~ ) W) @
(gt =6 Gy T X Gy o G X Gyype
(rv(®,85(®) = (rv(t), 8u(t"))
telo,t|

(t':=t+ At € o, 1),
such that:

(z1,w1) = Yy (to) = (Ayoy + iAy_y, By_y + iBy_y) € C% x C™¥%,
(22, W3) = 8y(ty) = (Ayoy + iAy_y, By_y + iBy_y) € CV% x C™%,
(zy, wh) = yy(ty) = (Ayoy + iR}y, By_y + iBj_y) € C™% x C™4,

(zh, wh) = 8y(ty) = (Ay_y + iRy y, By_y + iBy_y) € CV* x C™%.m

Obviously, keeping a fixed supervisory perception yy(ty) in the archetype
germ va)and a fixed supervisory perception yy(t + At) in the component image

germ GEZ)M, the corresponding cyber-interaction becomes a cyber-effect. And, as we
see below, proper management of cyber-effects is enough to study cyber navigations.
However, in most cases, as in the case of cyber-attacks, it is necessary to consider
cyber-interactions. So, because cyber-effects are a partial case of cyber-interactions,
we will give a slight priority in the most general context of cyber-interactions.

It is easily verified that the general form of a cyber-interaction is as follows.

Z = ((ZIJWI)J (ZZ'WZ)' (le'wll)' (ZIZ'WIZ))

= ((Zlﬁ wl)' (ZZ' WZ)' (le, wll)' (ZIZ' WIZ))(tO)

WwsV) | = ~(Vwl) WwV) | = ~(VV) WsV) | = H(VwV) WsV) | = pVwV)
a;; +id;, I S AT by 41 by by, +1iby,

WwV) | = ~(Vwl) WwV) | = ~(VV) WV) | = HVwV) WsV) | = pVwV)

[ U [ PR o A7 bmv,1 +1i bmv'1 me’m +1i me’m

= (WwV) . ~(VwV) (WwV) . A~ (Vwl) (WwsV) . T (Vwl) (WwV) T(WwV)

App,q I Ao,y Aprpn T 0 Appy ’ bMV_1 +i bMV_1 bMy,m +i bM,,,m

(W-sV) : S(VwV) (W-sV) : ~(Vwl) (W-sV) : p(Vwl) (W-sV) : p(VV)
A1t Apppiqn Ayt T Aoy by, i11 1 bagiiq b, 1w T8 Dac,iim

(WV) . ~(VwV) (W-V) : ~(Vwl) (WV) s T (WwV) (WwV) . (V)
Areyriya T Apeyipya e Qagyagyn T U Bagyipyn Bacyriya T8 Baeyigyn o Dacysgym T8 Doy itym

(z1,w1)=yy (t0)=(Ay-y +iBy_y,By_y+iBy_y)eCrxCmxh
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[ e S\ [ B
WwW) | & ~(WwW) WwsW) | : ~WwW) WwW) | T(WwW) WwW) | : T(WwW)

I [ A o B Y [ P o ¢ P I I bmw‘1 +i b,,,w1 biym’ + 1 Dayyn I
| L |
WwW) | o ~(WwW) WwW) | o ~(WwW) VW) | - p(WW) VW) | - p(WwW)

I Qpeoy 0 Ay Apon T8 Qpppy H bMW1 +i bMW’1 bMW’m +i bMW'm I
(VW) . ~(WwW) VW) .~ (WwW) (VW) . T(WwWw) (VW) . T(WwWw)

k Apryprin T Aopyin Apgyyrin T Appyiim ) \ bity+11 T8 g, i1 bty +im & Bagyitim )
(VW) : S(WwsW) VW) : ~(WwsW) (VW) : p(WwsW) VW) : p(WwsW)
Mw+iwa T U Aoy i1 Mw+Lwad T U Aoy ir,1 barisw1 T8 Dacyir,n bicyizwm T8 Pacyrsym
(22, W2)=8y(t)=(Ay_y+iBy_y By y+iBy_y)CExCmxh

[T O MW T BB

1(WsV) . S (VwV) 1(WwsV) . (V) (W) . r(Vwl) 1(WV) . (V)

I a,,. tiay, § Ay T Ay I I b my1 T b P b ym T8 b I

| Ll |
W) | o SWesV) W) | o ~(Wwl) WeV) | o S VsY) IWeV) | o 73Vasl)

I (LRSI o vt (R o v H b'ae,q +i by by D N I
1(WwsV) . S (VwV) 1(WwsV) . S (VwV) 1(WwsV) . (V) 1(WwV) s 7 1(VwV)

k VT ol s VP Mmy+in T @pppiin ) \ b's i1 T8 by b'atiim T D i im )
1(W=»V) ;1 (Vwl) 1(WsV) 2 S(VwV) 1(WV) . (V) 1(WV) o Ty (VwV)

Aagyrtyn T Apgipyg v Appyrtym T Cpgyirym LV P o I VNG PR b e itym T8 a0, rym
(zpwh)=vv(to)=(Ay_y+ik}_y.By_y+iBj_,)eCr=fxcmxt
" (W W) | o W) (Vo o~ Wesw) VasW) | 5 T (Wl
aV i @ aty Hiay, A bW i pW
W) | 5 o WW) Cwew)
o (W a +ia (VW) | 5o SV W) | s T (W
,%w.‘{n + l a’irvtvw,lvll) wen L b my,1 +l b mwl b Enw,m) +1 bIE"/:/W'“I;V)
1WoW) | o S (WeW) - .~ (W W) - .~ (W)
aSo vi @y T st L@yt 0 DO + i B, b5 + 8 B xtym
w A(WM:»W) W) L A’%MVZ) 1 (VW) . (Wew) (VW) .~ Weew)
a’%WJYI)I +i @' pry411 Mwrtn” wrin b'acy+in t8 b'acy1n L b'3ty+im + 1 Doy s1m
Vol W 1) i g / (VW) . WeW) (VW) .~ Wesw)
'gww+2w,1 +i a’gvrwu;i.,,l """"" My +iwn @ atyryn b5ty riwa T8 b a0 b s+ iwm T8 D Ay isym

(z3,w2)=8y(t6)=(Ay_y+iAy .y Byy+ By, y ) ECExCmk

Suppose now:
Z=Zwy(ty) =

((z1, W1), (z2, W2), (z1, W), (Zh, Wh)) € C™% x C™*% x ¢k x Cm*%

is a cyber interaction between U, V at a fixed time moment t, € ]a, [ cc ]0, 1],

with corresponding cyber- interplay

)
X Gyypgt

t - G():= (yy(t), 6y (D), yy(t + Ab), §y(t + AD))
(t + At € o, T[)

G:lo,7[ » G x GV x G,

and cyber-activity

o .
x Gt+At '

(rv(®,85(®) — (vv(@), GU(t,)))te]ar[
(t:=t+ At € o, 1[).

z v u v
(6:=62: 6" x&” > 67,

Definition 3.8 A forced cyber-reflection of Z at a time moment ¢, €

another cyber-interaction

lo, [ is
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ZI = Z,(U,V) (tO) = ((1’1; wll); (ZIZr WIZ); (lelr W’1’); (ZIZ" WIZI))
! ! ! ! n 1 14 n ! 4
= ((11; W1), (Z3, Wz); (z7, W1), (Zz, Wz))(to) € ((CnXk X (Cka)

between U and V at a next time moment t, = t, + Aty € ]o, T[, with corresponding

forced cyber- interplay
G':lo, 7[> G x G x GY), X G,
te G'():= (yy), 8y (), Yy, 8y(t"))
(t'":=t + At €]o,1])
and associated forced cyber-activity:

(g;:’ = IEIZ) : GEK)M X (Gt(:z)At - (Gt(:y-l)-At' X GS?M’ :
(rv(),85()) = (v (€,85M))
(t'":=t + At € ]o, 1),
that satisfies the following property :there is an open neighborhood |ty — €, ty + €[ C
o, [ of ty, into which presence of cyber-reflection of Z forces application of Z’,in
the sense that the activity G, is obliged to push forward its composition with activity
G, in such a way that occurrence of G guarantees the appearance of the composition
Gy ° G In such a case, the cyber-activity G, together with its forced cyber-activity
G, is a reflexive cyber-activity between U and V during the period ]ty — &, to + €.
Their composition
G oGt g,og,
is a self-inflicted cyber-activity between U and V during the period]t, — &, to + £].
In particular, the interaction 2’ = Z; (o) is called forced cyber-reflection of
Z = Zy)(to) at ty. A mapping
®: (CV% x (mek)z > (T x mek)z

which maps the cyber-interaction Z = Zyy)(tp) to its forced cyber-reflection

Z' = Z&UJV)(t{,) is called reflexive cyber-interaction mapping at ;. m

It is frequent that, under a self-inflicted cyber-activity

.M U)) w o .
(g;' °Ge i G T X G o Gy X Gy

(rv(®,8y(@®) — ((YV(t’ AL, Sy (' + At’))))tE] [

(t':=t+ At € ]o, 7)),
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between U and V during the period |ty — &ty + €[ < ]o, T[, some valuations and

vulnerabilities of the initial node U change at the moment t,,.

For emphasis, this “new” node is called variant node of U and is denoted by
U’, or sometimes, without any risk of confusion, again by U. In such a case, the
forced cyber-reflection 2" = Z{y ,,(to) is a cyber parallax of the cyber-interaction
Z = Zyy)(ty) at ty and the forced cyber-activity g,/ is a parallactic cyber-activity

which gives rise to a parallactic cyber-interaction at ¢,.

Definition 3.9 Let E € W, be a part of KWwhere:

D,if the constituent is a device,

X = . ) .
{R, if the constituent is a resource element.

I. A node shield containing E in the node Uat t is an intermediate fixed node
U = U, which, at this time, is interposed in each cyber parallax 2’ that aims at
E in the node U, so that the self-inflicted parallactic cyber-activity G' o G
between U and Vat moment time tends up in the intermediate node U, and
never can reach part E of the initial target U.

ii. A node filter in part E of the constituent X@in U at t is an intermediate
fixed node U which, at this time moment, is interposed in each parallactic
cyber-activity G’ that aims at part E of node U, so that the filter U allows
the self-inflicted parallactic cyber-activity G’ o G at t to reach only constituent

parts of the initial target U that differ from E. m

4 Description of Cyber Navigations and Protection from

Unplanned Attacks

4.1 Cyber navigations

Cyber navigation refers to the process of navigating a network of information
resources in cyberspace, which is organized as hypertext or hypermedia. The
mathematical modeling of cyber-navigation and its risks, as well as protection against
such risks will be the main theme of this session. To this direction, let us begin with

the following definition.
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Definition 4.1 Suppose t =ty <t; <--<t, =1t is a partition of the interval
[t,t'] c]O,1].

I. The corresponding cyber walk with start node V(y, x,x,¢,) IN the source
ob(cy(ty)) and final node Vy, v, x,.¢,) in the ending ob(cy(t)) is an ordered node

quote

V0V1 Vk = V(xl,xz,x3,t0) V(xl,XZ,X3,t1) V(xl:xZ'x&tk) !
cob(cy(ty)) €ob(Falcy(t)])  €ob([Fye.aF1llcy(to)])

defined by given mappings

Fi{cy:1- ([ob(W,)],dw,)} - {cy:1 - ([ob(W)], dw, )} i=1,2,..k
T T

with the following three properties
1) cy(t,) =[F,o ..o F{]lcy(tx)lv=1,2, ..,k
2) Vo, V1 € 0b(F1[cy(to)]),V1,V, € 0b([Fy o F1][cy(tp)]),...
wir Vie1, Vic € 0b([F o ..o F][cy(to)])
3) hy = [Vo, V1] € hom(F4[cy(ty)]),....h; = [Vi—1,Vi] € hom([Fj o ...o

Fillcy(to)]).
F _/sz" Fs "’/,”' , }BV3

f ”’”'””7 j

---------

. A cyber navigation of the cyber node U = Uy, x,x30) € Nie—q 0b(cy(ty))
(over a cyber walk from the node V, up to the node V) is a finite sequence of

reflexive cyber-effects
— Vv
N = (g’o = Gy GE") - G§+()A)tVt € [to, t4],

— U |4
g’l = g’tl: (Gg ) - Gt(f+1A)tVt € [tll t2 [!

— U Vi-1)
Pr-1 = g’tk_l: Gg ) - (G]t+’2t1 vVt e [tk—l; tk[)

— U |4
g1 = 94,:Gf, > Gy )
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such that the ordered node quote VoV ...V is a cyber walk and the diagrams below

commute

in the sense that ¢4 = hq © @¢.82 = hy © @1,....9k = Ry © gy_1ltis clear that

gk=hk°hk_1°...°h2°h1°go=hogowhereh:=hk°...0h1.l

4.2 Inadequacy of Cyber Nodes
Suppose t =ty <ty <--<t, =t is a partition of the interval [t,t'] c

10, 1][. Let

VoVi Vi = Vi apxs)te) Virpxoan ) = Vixgaas)tn)
€ob(cy(tg)) €ob(Filcy(to)])  €ob([Fye..cF1][cy(to)])

be a corresponding walk with starting node Vo =V, x, x5, iN the source
ob(cy(to)) and defined by the mappings

Fi{cy:1- ([ob(W,)],dy,)} - {cy:1 - ([ob(W )1, dw, )}, i=1,2,.. k.
T T

Let also a cyber navigation X = (g¢.91...-9x-1.9x) Of a cyber node U =

Uxypnsn € NE_10b(cy(t,)) over a cyber walk from the node Vg up to the node

V.

Definition 4.2 To each part E = fr(3%")in thes —algebra Up of subsets of

available (or not) constituents in the node U:

{dev, if the constituent is a device,
res,if the constituent is a resource element

the users of a cyber-node Z (possibly identical to U) associate an efficiency threshold
vector
T(E) = (T1(E), ..., T(E)) € [0, +oo[".
The cyber node U is said to be partially inadequate in its part E over the
cyber walk VoV ...V} from the viewpoint of the user(s) of Z, if there is a variant

node U’ = U, and a valuation
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T
AU (g = <a§“’"') E),a""" (), ..., a"? (E))

of W) in U'from the viewpoint of the user(s) of Z, with some coordinates less than
the corresponding coordinates of the efficiency threshold vector:
agf“*” )(E) < T,(E),1<j<n

The number

Q: = MaXygj<y (Ti,-(E) - al(ZWU,)(E))

j
is called the degree of partial inadequacy of part E in the cyber node U over the

cyber walk VoV, ...V}, from the viewpoint of the user(s) of Z. In the particular case

where a]§

22U gy < T;(E) whenever j =1,2,..,n, we say that U is completely
inadequate in its part E over the cyber walk VoV, ...V from the viewpoint of the
user(s) of Z.

The cyber node U is said to be totally inadequate in its part E over the cyber
walk VoV ...V from the viewpoint of the user(s) of Z, if there is a variant node

U’ = U,, and a valuation

n

T
A@=U) (g = (agz“’"') &), a*"" V), ... a(Z“"')(E)>

of K@ in U’ from the viewpoint of the user(s) of Z, with (Euclidean or not) norm
less than the (corresponding Euclidean or not) norm of the efficiency threshold vector:
[a%-D@®)| < 1T EI.

The number
0: = ||B(E)|| - ||aZ~V)(B)||

is the degree of total inadequacy of part E in the cyber node U over the cyber walk
VoV ...V, from the viewpoint of the user(s) of Z. In the contrary case, where U is
not partially inadequate and not totally inadequate in its part Eover the cyber walk
VoV ...V, from the viewpoint of the user(s) of Z, the node U is said to be adequate
in its part E = fr(AY)over the cyber walk VoV ...V, from the viewpoint of the

user(s)of Z. m
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4.3 Infected Cyber Nodes
Suppose t =ty <ty <--<t, =t is a partition of the interval [t t'] c
10, 1]. Let

VoVq ..V = V(x1’xz’x3)(to) V(x1,xz,x3)(t1) V(x1,xz,x3)(tn)
€ob(cy(typ)) €ob(Filcy(to)])  €ob([Fye..oF1]lcy(to)D

be corresponding walk with starting node Vo = V(y x, x5, N the source
ob(cy(to)) and defined by the mappings

F;: {cy:]l - ([ob(We)],dwe)} - {cy:]l - ([ob(We)],dWe)}, i=1,2 ..,k
T T

Let also a cyber navigation X = (¢, $1, -.- Pr-1, 91)Of a cyber node U =

Uxxpxat) € nk_, ob(cy(t,)) over a cyber walk from the node V¢ up to the node
V.

To each part E = fr(ﬂc(”)) in the o —algebrall, of subsets of available (or
not) constituents of the node U:

_ {dev, if the constituent is a device,
~ |res,if the constituent is a resource element

the user(s) of a cyber-node Z (possibly identical to U) associate a health tolerance
vector

T(E) = (T4(E), ..., T(E)) € [0, +00[™,

Definition 4.3. i The cyber node U is said to be partially infected in its part E =
fr(c/l(”))over the cyber walk VyV, ...V, from the viewpoint of the user(s) of Z, if

there is a variant node U’ = U,, and a vulnerability
T
BV (E) = (bi“’" ' @©),68"@®),... B )(E)>

of K in U’ from the viewpoint of the user(s) of Z, with some coordinates greater
than the corresponding coordinates of the health tolerance vector:
bEjZ”” V) > T, (E),1<j<m

The number

6. = minlsjsm (zi]. (E) - bS]ZWUI) (E)>
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is the degree of partial infection of part E in the cyber node U over the cyber walk

VoVy ...V, from the viewpoint of the user(s) of Z. In the particular case where
b}ZWU’)(E) > I;(E) whenever j = 1,2, ...,m, we say that U is completely infected
in its part Eover the cyber walk VV 4 ...V, from the viewpoint of the user(s) of Z.

il The cyber node U is said to be totally infected (or totally compromised) in its
part E = fr(cfl("))over the cyber walk VyV; ...V, from the viewpoint of the user(s)

of Z, if there is a variant node U’ = U,, and a valuation

T
B(ZMUI)(E) _ <b§Z«~>U’)(E)’ b(ZM-)U’)(E)’ - bT(fwv-)U)(E)>

of KU in U’ from the viewpoint of the user(s) of Z, with (Euclidean or not) norm

greater than the (corresponding Euclidean or not) norm of the health tolerance vector:
[BE=(E)|| > IZE)II.

The number:

8¢ = ||B@U)(E)|| - =@l

is the degree of the total infection of part E in the cyber node U over the cyber walk
VoVq ...V, from the viewpoint of the user(s) of Z. In the contrary case, where U is
not partially infected and not totally infected in its part E over the cyber walk
VoVq ...V, from the viewpoint of the user(s) of Z, the node U is said to be healthy in

its part E over the cyber walk VoV ...V}, from the viewpoint of the user(s) of Z.m

4.4  Dangerous Navigations

Let again E = fr(JC("))be a set in the o —algebra W, of subsets of available

(or not) constituents of the cyber node U:

_ {dev, if the constituent is a device,
"~ |res, if the constituent is a resource element

Suppose the user(s) of a cyber-node Z (possibly identical to U) associate an efficiency
threshold vector

T(E) = (T1(E), ..., Tw(E)) € [0, +oo[",
as well as a health tolerance vector

T(E) = (T1(E), ..., T(E)) € [0, +00[™
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Definition 4.4 The navigation X = (¢¢.41.-..-9k-1.9) Of an adequate and healthy
cyber node U = Uy, x,x0) € Nk— 0b(cy(t,)) (over a cyber node homomorphism
from a node V¢ up to an infected node V) is said to be a dangerous navigation or an
unplanned attack with degree of danger d: = max{g, 0} + max{8, 5} in its
part E over the cyber walk VoV, ...V} from the viewpoint of the user(s) of Z, if the
node U becomes

o inadequate in its part E = fr(AY)over the cyber walk VoV ...V}, from the

viewpoint of the user(s) of Z, with degree of partial inadequacy equal to @ and

degree of total inadequacy equal to @ and

o infected in its part E = fr(A"Y) over the cyber walk VoV ...V, from the

viewpoint of the user(s) of Z, with degree of partial infection equal to & and

degree of total infection equal to 6 .m
45  Protection of cyber nodes from unplanned attacks

Let again E = fr(ﬂc(”)) in the o —algebra U, of subsets of an available or
not constituent ) in node U:

_ {dev, if the constituent is a device,
"~ lres, if the constituent is a resource element

Suppose the user(s) of a cyber-node Z (possibly identical to U) associate an
efficiency threshold vector T(E) € [0, +oo[™, as well as a health tolerance vector
I(E) € [0, +oo[™.

Definition 4.5. i At a given time, the constituent part E of node U is said to be
protected from unplanned attacks, with degree of protection p € ]0, 1], if, at this
time, there is a nodal fixed filter system U®in part E that allows every self-inflicted
parallactic cyber-effect g} o g; in any cyber-navigation of degree of danger d <
—logp to reach only constituent parts of the initial target U that are different from
part E of 5.

ii At a given time, the node U is said to be completely protected from unplanned
attacks of danger degree d, if, at this time, any part of every constituent of U is
protected from unplanned attacks with degree of protection p < e~%. The node U is

said to be completely protected from unplanned attacks at a given time, if, at this
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time, any constituent part of U is protected from unplanned attacks with degree of

protectionp =1. m

5 Description of VVarious Types of Cyber Attacks and

Protection

5.1 Passive cyber-attacks

A passive attack is a network attack in which a system is monitored and
sometimes scanned for open inbound ports and vulnerabilities. The purpose is solely
to gain information about the target and no data is changed on the target. So, a passive
attack contrasts with an active attack, in which an intruder attempts to alter data on the

target system or data en route for the target system.

Let U,V € ob(cy(t)), whenever t is in an arbitrary subset I =]o, [ cc
[0,1]. Let also
8y: [0,1] » CV% x C™%: t & &y (t) = (24, wq)(t) and
Yr:[0,1] = C™% x C™%: t o yy (1) = (22, W) (1)

be two supervisory perception curves of U and V in the node system (U, V).

A family of interactions
F= {Z = Z(Y,X) (t) = ((th wl)) (ZZ, WZ); (lel W,1): (ZIZIWIZ))(t) €
((Cnxk 5 mek)4’ te ]I},
X,Y € {U,V}, with associated family of cyber-interplays

X Y X Y
D, = {§ = 611~ 67 x 6 x 6, x 6Ll

t o Gt) = (8§,z) ®),y2 (1), 82 (t + a0), y P (t + At)) t+Atel,Z € :F}
of the ordered cyber pair (Y, X) over the time t € I, is called coherent interactive
family in I, if there is a homotopy

H:1x[0,1] » G* x G x 6%, x G,
such that, for each cyber-interplay G = G € Dy there is a p € [0, 1] satisfying
H(t,p) = G(t) at any moment time ¢ € I on which the cyber-interplay G = G®

implements the interaction Z.

Definition 5.1 A family of coherent interactions
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F= {Z = Z(Y,X)(t) = ((11»W1); (2, W2), (z1, wy), (Z'z'wlz))(t) €

(> x cm8) ' e e,
lying in (a partial danger sector € = £_, of) the node V from the node U is a germ
of (partial) passive attack from U against the (xq,...,k;) — resource parts
fr(res,(c'?), fr(res,(c‘;)),...,fr(res,(c?) of V during an entire time interval I(=

lo,T[ cc [0, 1)), if, whenever t € I, there is an integer v = v(t) > 0 such that the

pair ((z1, wy), (zz, w)) € (CV* x (C“"“"’)2 of supervisory resource perceptions of

U and V in the system of nodes U and V has the form

((ZIJ wl): (ZZJ WZ)) =

o .. 0
0 0
(UwV) , A(Vwy) T (UwV) . ~(VwV)
A, r11 T App, i1 App,iin T Appyiin
(UwV) . ~(VwV) (U»V) . ~(VwV)
aMV‘I'l’V,l + t MV+[V'1 aMV‘l'[V,ﬂ + t MV+[VI"
0 ......... 0
0 0
o L. 0
0 0
(UwV) . (Wwy) T (U»V) . (VwV)
bic,+11 18 bar 11 bic,+1m T Pag,iim
(UV) . (V) (UwsV) . (Vs V) ’
bMV+[V,1 + U bMV+[V,1 bMv'i'ev,m + U bMv+‘£v,m
0 ......... 0
0 0
o 0
0 0
Vesll) Uy e Vesll) (Ul
Apry+11 T Aagyr1 Apryrin T Qagyiin
V) . ~(UwU) V) . w0y |
aMu+fu,1 +1 aMu+{’u,1 My+€yn +1 My+€ymn
0 ......... 0




N. J. Daras and A. Alexopoulos 25

0 ......... 0
0 0
BT+ i Bagnis BYY) 4 i Bt
Byt 1 + i Baiyioys YY) 1 Bytottnm
o e 0
0 0

and is depicted, at a next moment t' = t 4+ At, via the associated family of cyber-
activities

Dy = (g = g7 O x O™ - €k x <A

CHGRMGIEICAGRC))

tel

over the time ¢ € 1, at ((z}, w}), (z3, wj)) € C™% x C™*% of supervisory resource

perceptions of U and V having the form

(@1, wY), (73, w3)) =

o L 0
0 0
Wwv) . WVwpy) (UwV) .,
a’MV+1,1 +1 'M,,+1 1 a’MV+1,n +1
(UwV) . (V) (UwV) .,
a’Mv"'eV,l + t a’MV+£’V 1 a’Mv'i'ev,n + U
0 0 e 0
0 0
o
0
(Ul S o D (UV)
b,MV+1,1 + b,MV+1,1 b,MV+1,m
(UwV) : pr(VV) (UwV)
b,MV+fV,1 +1 b,MV+{’V,1 b,My+t’y,m
0 e
0

~ (V)
A ary+1n

~ (V)
a Mv+£y,ﬂ

°

0

. 1 (VwsV)
b 6 m

+ib
0
0

(VV)
My+Ly,m
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o 0
0 0
[ (Vsl) . ~WUwu)y o [ (V) . ~U~U)
(VS o B A VA A ppyrin T @i
[ (Vs l) , ~(U~U) (V) , ~U=~U)
Mu+eu,1 + l a’Mu'{'fu,l a Mu+[u,n + tLa Mu+€u,n
[ (V) , ~(U~U) (V) , ~U=U) ’
Mmy+ep+11 T A agy o411 @ py+by+in T8 A agyre y+in
(ot weny T ) W)
Mu+eu+v,1 + ta Mu+£u+v,1 a Mu+[u+v,n + [ a’Mu+€u+V,n
0 0
0 0
o L 0
0 0
1 (VU) P UAL )R 1 (VU) . 7 (UwsU)
by 411+ bacye11 b'ay+im+ D ac im
(Vs , ~UwU) T (V) , ~UwU)
b My+£€y,1 +1 b,MU+[U,1 b My+€ym +1 b,MU+£’U,m -
[ (V) , ~UwU) (Vs ) , ~UwU) )
b ary+ey+11 T8 b acyrey+11 b yryvey+1m T8 b acyrey+1m
[ (V) P (/) I (Vs ) , ~UwU)
b My+€y+v,1 +1 b,MU+[U+V,1 b My+€y+vm +1 b,MU+fU+‘V,m
0 0
0 0

It is quite easy to prove/verify the next two results.

Proposition 5.2

In a passive attack F from U against V, the number of resource

parts in U at a moment t' = t + At has increased by at least A new resource parts, say

()]
fr(reSMU-l-fU'f'l

resource parts fr(res,(c'?

)’ fr(resMU-l'[U‘l-Z

)

).

° fr(reSMu+fU+l

), fr(res,(c';)),...,fr(res,(c?) that existed in the node V the

)

), derived from the

previous moment ¢, in such a way that the following elementary properties hold.

If the relative valuations of fr(re

<O
My+€y+1

)’ fr(reSMV-l'fy‘l-Z

)

).

fr(resgfgl +ey +/1) from the viewpoint of the (user(s) of) node U at the previous

(UwV)
moment t are (amvwlll, e, a

with
~(UU)
A ry+by+1,1

Ui, -, 1y € {1,2, ...,'gy},

~(UwU)
,a My+y+in )o> -

(UV)

t

hen

My+Ly

(Uwv) (wv)

’ Mv+u1,n)""’(aMV+ul,1' e aMVﬂu,n
the

~(UwU)

resulting

~(UwU)

w41 Aty rey+an

valuation

) respectively,

vectors

) of the new
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resource parts fr(res%)uﬂ,uﬂ), fr(res%lwwz),..., fr(resgg]”,u”) in U,

as evaluated from the viewpoint of the user(s) of U at a next moment t' = t + At

are equal to (a%:j:zbl,___ asyy) ),---,(a%ﬂﬁbl,... auv) ):

P EMy+un P My+uzn
~(UwU) ~(UwU) _ (UV) (UV)
(a My+egrar o A aryregran) = \Ory+pg1r = Cary+pugn ) VE € {1,2,...,4}.

All  resulting valuations and vulnerabilities of new resource parts

fr(res%jﬂ,uﬂ),..., fr(res%)uﬂ,uﬂ) in U from the viewpoint of the user(s) of

V remain equal to 0:

Vj €{1,2,..,n}and Ya € {1,2,... A} = a'yts .. =0,

vke{1,2,.. mlandva € {1,2,.., 3= b0 =0

There is at least one resulting valuation a’%;"ﬂwj of a part fr(res,(c?) in V from

the viewpoint of the user(s) of U which decreases:

3j€{1,2,..,n}and 34, € (My +1,.., My + & }:a’yY) <alft)

similarly, there is at least one vulnerability b’%ﬂ'gwk of part fr(res,(c?) in vV

from the viewpoint of the user(s) of U which increases
dke€{1,2,..,m}and Ip, € {My +1,.., My + £y}

(Uw»V) (Uwv)
b,My+pa,k > bMv+pa,k'
The valuations and vulnerabilities of each part fr(resfc'f) in V from the
viewpoint of the user(s) of V remain unchanged:
Vj € {1, 2, ,n} and VAa € {MV + 1, ...,MV + 'BV} -
~SWwV) A VwV)
A My+daj = AMy+ag)
vk e {1,2,..,m}and Vu, € {My+1,..,. My + €y} =
1 (VwV) _ (vwV)
b My+€y+pugk — U My+fy+uqk® s
Proposition 5.3 In a passive attack F from U against V, the number of resource

parts in U at a moment t' = t + At has increased by at least 4 new resource parts, say
u U U .

fr(resg‘,[zlﬂ,uﬂ), fr(resg,rzﬁfwz),..., fr(resngﬁt,uﬁ), derived from the

resource parts fr(res,(cl?), fr(res,(cz)),...,fr(res,(c?) that existed in the node V the

previous moment ¢, in such a way that the following elementary properties hold.
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1/2
My+v,j ) of the resulting

The (Euclidean) norm [|a’@¥)||: = ( 1Zf’u+1| =~ (UU)

overall valuation in the variant node U’ as evaluated from the viewpoint of the

user(s) of U at the next moment t' is greater than the (Euclidean) norms

1/2
Ja = (s ziefalty ) an

>1/2

of the initial overall valuations in the nodes U and V as evaluated from the

ﬁfy+v1

@0 = ( L3 el

viewpoint of the users of Uat the preceding moment ¢:

=01 > max{a®=, =]

2\ 1/2
fits ) of the resulting overall

The norm ||a’(”“”’V)||:=( D

valuation in the node V as evaluated from the viewpoint of the user(s) of W at the

1/2
)of

the initial overall valuation in the node V as evaluated from the viewpoint of the

(UW”V)

next moment ¢’ is less than the norm ||aWV||: = ( D0 Apeyrvj

users of Uat the preceding moment t:

la” @] < [l

R 1/2
The norm ||b’(”“”")||:=< B s ) of the resulting overall

vulnerability in the variant node U as evaluated from the viewpoint of the user(s)

of U at the next moment t’ is less or equal than the norms

2\ 1/2
) and

>1/2

of the initial overall vulnerabilities in the nodes U and V as evaluated from the

B0 = (S, S0 B,

(waV)
ﬁlv+v1

o= = (252

viewpoint of the users of U at the preceding moment ¢t:

[5"C=V)|| < min{|[BY-V|, ||b@-V|[}.
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2\ 1/2
The norm ||b’("“"’)||:=< m |b’("“”V) ) of the resulting overall

My+v,j

vulnerability in the node V as evaluated from the viewpoint of the users of Uat the

>1/2

of the initial overall vulnerability in the node V as evaluated from the viewpoint of

b(Uw\»V)

next moment ¢’ is greater than the norm ||bU*"")||: = ( LD 1 Sy

the user(s) of U at the preceding moment t:

[P > [[p1]|.m

The degree d = d,,, ., Of the passive attack f against the resource parts
fr(res(V)) fr(res(V)), fr(res(V)) of node V from the offensive node U at time
moment ¢t € I is the maximum of the two quotients

dy:= @]/l and dy:= (=] /[l
Thus
d=dy, x;:= max{d,,d,}.

If the degree d surpasses a given threshold S,(J’V"),cl1 € [0, oo, called the passive
attack threshold in the resource parts fr(res(v)) fr(res(v)) fr(res(")) of V
at time momentt € I,we say that the passive attack f is dangerous with degree of

danger d in theresource parts fr(res(v)) fr(res(v)), fr(res(v)) of V.

5.2 Protected cyber nodes from passive attacks
Definition 5.4.
The node V is said to be protected from passive attacks, with degree of

protection p €10,1] over  the resource parts fr(res(v))

fr(res?)).....fr(resl) of V over a time period I, if, during this time period,
there is a nodal fixed filter system V®u-%Jin  the union
E= fr(res(V))Ufr(res(V))U...Ufr(resfc':))that allow every parallactic

cyber passive attack against the resource parts (from any offensive node U)with
degree of danger d < —logp to reach only resource parts K of the initial target V

that are disjoint from E.
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During the time period I, the node V is said to be completely protected from
passive attacks of danger degreed, if, at this time period, any resource part in V
is protected from passive attacks against V, with degree of protection p < e~?.
The node V is said to be completely protected from passive attacks at a given
time period, if, during this time period, any resource part of V is protected from

active attacks against ¥ with degree of protectionp = 1.m

5.3 Active cyber-attacks

An attack is active if it is an attack with data transmission to all parties thereby
acting as a liaison enabling severe compromise. The purpose is to alter system
resources or affect their operation. So, in an active attack, an intruder attempts to alter

data on the target system or data “en route” for the target system.

Let U,V € ob(cy(t)), whenever ¢t is in an arbitrary interval I = Ja,7[ cc
[0,1]. Let also
8y:[0,1] » CV% x C™%: t v 6,(¢) = (24, wq)(t) and
Yvi[0,1] - C% x C™%: ¢ > yy () = (2, wo) (L)

be two supervisory perception curves of V and U in the node system (V, U).

Definition 5.5 A family of coherent interactions

F={2=Zux(t) = ((z1,w1), (z2, Wy), (2}, W}), (z3, wh) ) (t) €
((Cnxk % (mek)‘l' te H},
lying in (the partial danger sector € = €,_y to) the node V from the node U during
the entire time set I, is a germ of (partial) active attack against the

(uq, ..., pyy) —device parts fr(dev,(}?), fr(dev,(:;)),...,fr(dev,(}?) of V and the

(K4, ..., K3) — resource parts fr(res,(cl?), fr(res,(:?),...,fr(res,(c?) of V, during the
time interval I cc [0, 1], if, whenever t € I, there is an integer N = N(t) > 0 such

that the pair ((zl,wl),(zz,wz))e((C“X"x(C"‘X")Z of supervisory resource

perceptions of U and V in the system of nodes U and V has the form
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((Z1JW1)» (Zz»Wz)) =

agl”l”"v) +i
af,,'f;:’lv ) i
0

0
(UV)
My+1,1

(UwV)
My+Ey,1

0
0

(Ve
as,

al

a(VWU)

+ia

+ia

b(waV)

W) .
bMV+fy,1 +1

my,1

(VU)
Aprry+11

My+€y1

oulos

~(VwV)

(UV)
aq

al,n

a(V*”’ V)

w=v) .
MV,l + l

my,n

~(VwV)
My+1,1

(UV) .
My+in T 1

(V)
My+ey,1

(UV)
My+€yn

Uwv) . (V)
bi; " +iby,
E(VW»V)

my,1

pUY 4

my,1

N

ay+11 T8 D, i1

’B(VWV)
My+Ey,1

~(U=U)
as,

v |
+1i a .

0 ~(U=U)
amu,l

+i

. ~(U=U)
+1 8y 011
()

+1 aMu+€U,1

~(U=U)

b i byy

1,1

ws . ~(U~U
Venl) +1 b’Enu,l)

0

A

mU,l

0
~(U=U)

VU ,
b( ) +1 bMU+1'1

My+1,1

. ~(Uw~D)
+ 1 bacyrepn

0

b(va»U)
My+ey,1

0

+ia

+ia

b(UwV)
My+fym

Ve

Vo) | & ~
ai,,{,f,,)ﬂa

(VwU)
Apry+1n

V0)
aMu+t’U,n

~S(VwV)
1n

~(Vl)
my,n

~(VwV)
Arrytim

~(VwV)

b + i

pUY) 4

my,m

W=v)
b, +1m t 1

4

0
0
+i
+i
0
0

My+€yn

(U~0)
my,n

~(UwD)
Aprry+in

a(UwU)
My+€ymn

0
0

+ipvn

’B(Vw»V)

my,m

pvv)
MV+1,m

HW=Y)
bl m

My+Lym

.0.
0

~(UU)
a'l,n

b(Vw»U)

1m

+i

pV=W) 4 g

my,m

b(V«w»U)

b

My+1m

(WwU)
My+€ym

0
0
+1i

+ 1 bMu+€u,m

0
0

~(U=U)
bl,m

~(WwsW)
bmy,m

~(U~U)
bMu'l'l,m

~(U=U)

31
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and is depicted, at a next moment t' = t + At, via the associated family of cyber-
activities
Dy = (gt — ggZ): CW 5 cmxk _y Cnxk y omxk,

(850, 7v(®) — (85, ¥ (¢)))

over the time ¢t € 1, at ((z}, w}), (z3, wj)) € C™% x C™* of supervisory resource

tel

perceptions of U and V having the form

(@1, wY), (73, w3)) =

1(UV) . Sy (Vwl) 1(UV) . S (VwV)
a1’1 +1 al‘l al_n +1 al_n
(UwY) | 2 SVl [UwY) | 2 SVl
a my,1 tia my,1 myn +1 my,n
0 0
0 0
1(UwV) + i ~(VwV) 1(UV) + i ~S(VwV) ’
My+1,1 My+1,1 My+1n My+1n
1({UwV) . S (Vwl) 1(UwV) . (Vwl)
My+ety,1 +1 My+Ly,1 My+€yn tia My+€yn
0 ces 0
0 0
1(UV) . (VwV) 1(UwV) . 1 (VwV)
b'iy " +iby, b'im ~HEbYy
1(UwV) | - 7r(VwV) 1UV) | = i (VwV)
b mya T b my1 b mym T 1 b nym
0 0
1] 0
1(UwV) . (V) 1(UwV) . (V)
b'ar v1a T b 11 b it itm T8 D 3 i 1m
1(UwV) . I (VwV) HUERD) . (V)
b'sc,vep1 T8 D ac, o1 b'ac,vepm T D 2 iopm
0 0
0 0
1(VwU) . =~ (UwU) 1(VwU) . ~(UwU)
@i tlag, @i TLAG,
1(VU) .~ (UU) 1(V»U) . ~(U~U)
a my,1 tia my,1 myn +1i myn
0 0
0 0
1(VwU) + i ~(UwU) 1(VU) + i ~(UwU)
My+1,1 My+1,1 My+1n My+1n
1(VwU) . ~(UwU) 1(VwU) . S (UwU)
a My+€y1 tia My+€y,1 My+€ymn tia My+€yn
T (Vo) . ~(U~U) y (V) , ~(U=»U)
a My+€y+1,1 +1 a’Mu+lU+1,1 a My+€y+in +1 My+€y+in
1(VwU) ;. —(UwU) 1 (VwU) , ~(U=»U)
A pryrtyna T pry i My+ey+Nn T U A acyiepinm
0 0
0 0
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b i B b +i B
Wwl) | : 71(UwD) Yooll) s o o(liwl
b’mu‘1 +i b’mU‘1 b’s,nu,m) +i b’inu'm)
0 0
0 0
W) | o piUwU) W) | o piUwU)
b’MU+1,1 +1 b’MU+1,1 b’MU+1,m +1 b’MU+1,m
V0) : Pr(UD) (V-»U) : Pi(U=D)
b’M,,+e,,,1 +i bl]vr,,+e,,,1 b’MU+t’U,m +i b’Mu+t’U,m
1 (Vl) .~ UD) B2 )] Y
b'yeyvey+11 T8 b acyreyi11 b yeystyeim T 1 b acyreyiim
1 (VU . 7~ (UwU) J (VU , 1~ (Uw~D)
b ‘(WI‘U+1)’U+N,1 +ib My+€y+N1 b .g\/l'u+l)’U+N,m +ib My+€y+Nm
0 0
0 0
It is easy to prove and/or verify the next two results.
Proposition 5.6 In an active attack F from U against the (uq, ..., ) —device

parts fr(devﬂ?),...,fr(dev,(}i)) of V and the (k4,..,Kk;)— resource parts

fr(res,(c'?),. . .,fr(resg?) of V, the following elementary properties hold.

All new resource valuations of the offensive node U are derived from the set of
all initial resource valuations of V, i.e., forany je {My + €y +1,..., My +

¢y + N}andany k € {1, 2, ..., n}, the new valuations

(V) , ~ (U~U)
je o tidy

are obtained as functions of the initial valuations

(UwV)
pl

~(VwV)

a + iap’l PE{L2 .. my, My+1,. My+4E},1le{1,2..,n}

Similarly, all new resource vulnerabilities of the offensive node U are derived
from the set of all initial resource vulnerabilities of V, i.e.,, for any j €
My +€y+1,.. . My+€y;,+N} and any ke{1,2,..,n}, the new
vulnerabilities

e
are obtained as functions of the initial vulnerabilities

b +ibS," p € (1,2, ., my, My +1,..., My + £}, k € {1,2,...,m}.

Finally, from the viewpoint of the (user(s) of) node V, all valuations of U

remain unchanged, ie., if je{1,2,...my, My+1,.. My + £y}, then

(V)

avv i for any ke€{1,2,..,n} and bﬂwu) = b'%wu) for any

jik
ke{1,2, ., m}nm

=a
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Proposition 5.7 In an active attack F from U against the (u4, ..., u,) —device

parts fr(dev(v))...,fr(dev,(}?) of V and the (xq,...,Kk;)— resource parts

fr(res(V)) fr(res(v)) of V, the following elementary properties hold.

The (Euclidean) norm ||a’UV)||: = ( }‘_12§‘;1|a’%:’+‘2j 2)1/2 of the resulting
overall valuation in node V as evaluated from the viewpoint of the user(s) of U
at the next moment ¢ is less than the (Euclidean) norm |la@=V)|:=
1/2
( 12 | %;:‘2] ) of the initial overall valuation in V as evaluated
from the viewpoint of the user(s) of U at the preceding moment ¢:
la’ @] < Jla®="].
2\ 1/2
The (Euclidean) norm ||b’("“”’V)||:=( m |b’§z;"’+'2j ) of the resulting

overall vulnerability in the node V as evaluated from the viewpoint of the

user(s) of U at the next moment t’ is greater than the (Euclidean) norm

=1 = (52,

the node V as evaluated from the viewpoint of the user(s) of U at the preceding

b(U*‘"’V)

1/2
My+aj > of the initial overall vulnerability in

moment ¢:

15" > [
The (Euclidean) norm

(U U) fy+N (UU) 12

1(UwU — (U + 7(Uww»

la =)= (sp {zpm]asy ] + sitas | )

of the resulting overall valuation in the variant node U as evaluated from the

viewpoint of the user(s) of U at the next moment t' is greater than the

(Euclidean) norms

/2
- (5 e, o

= = (s ool + 21, %ﬂ%})

of the initial overall valuations in the nodes U and V as evaluated from the

viewpoint of the user(s) of U at the preceding moment t:

|@@=0] > max{[a®=0]| @]}



N. J. Daras and A. Alexopoulos 35

. 2 1/2
iv.  The (Euclidean) norm ||b’("“’")||:=< " €"+N|b’%z’+‘2j ) of the

resulting overall vulnerability in the variant node U as evaluated from the
viewpoint of the user(s) of U at the next moment t’ is less or equal than the

(Euclidean) norms

bU-)||: = (xm, w0y |2\
”b ” = |bMU+/1,j and

b(Uw»V) . 2)1/2

|www—(m1ﬁlmﬂJ

of the initial overall vulnerabilities in the nodes U and V as evaluated from the

viewpoint of the user(s) of U at the preceding moment ¢:
[5¢=0]) < min([B=] [~} m

The degree d =dy,, ) Of the active attack f against the

sy }U{KCq, o0,

(uq, ..., pyy) —device parts fr(dev(v)) fr(dev(v)) ...,fr(dev,(l'?) of V and the

(K4, ..., K;) — resource parts fr(res(V)) fr(res(V)) ,fr(res(V)) of V from the
offensive node U at time moment ¢ € I is defined to be the maximum of the two
quotients

= @00 /Ja @~ and ds = (|50 /o=
Thus, d = dg,,  u 00, = max{d,, d,}. If the degree d surpasses a given

threshold T("V) x) € [0, o[, called threshold of active attack from U

Sy3U{Kq, .
against the (uy, ..., u,) —device parts fr(dev(v)) ...,fr(devf}?) of ¥V and
the(ry, ..., k;) — resource parts fr(res(V)) fr(res(v)) of Vat time moment
t € 1, we say that the passive attack f is dangerous with degree of danger d in the

(uq, ..., py) —device parts fr(dev(v)) ...,fr(dev,(}?) of V and the (kq,...,k;) —

resource parts fr(res(v)) fr(res(v)) ,fr(res(v)) of V.m

Remark 5.8 It is easy to verify that the following conditions 1 to 4 can be

considered as stronger forms of the corresponding conditions in Proposition 5.7.

i. 1% Condition: From the point of view of users of nodes U and V, every attacked
device part, as well as any attacked resource part, acquire new valuation measures

that are smaller than the original corresponding valuations in node V, with (at
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least) one such a wvaluation measure very reduced, i.e., for any
j € {uq, ..., i, 3U{Kq, ..., K3}, it holds

2 2
n XwV) | ~(XwV) n 1(XwV) | = (XwV)
Zk=1|a]”k + laj’k > Zk—l aj,k +la Jk

with at least one index k € {1, 2, ..., n} being such that

(XwV) .~ (XwV) 1(XwV) . = (XwV)
|aj'k + la].'k | > |a].'k + ia jik

whenever X =V, U.

ii. 2™ Condition: Similarly, from the point of view of users of nodes U and V, every
attacked device part, as well as any attacked resource part, acquire new
vulnerability measures that are smaller than the original corresponding
vulnerabilities in node V, with (at least) one such a vulnerability measure very

reduced, i.e., forany j € {u, ..., 0, }U{K4, ..., K¢}, it holds

XoV) | (Xl | XwV) | (Xl |

b + b < S| + b

with at least one index k € {1, 2, ..., m} being such that

(XwV) L7~ (XwV) 1(XwoV) , 7 (X V)

3" + b | < b + by
whenever X =V, U.
iii. 3" Condition: From the viewpoint of the (user(s) of) node U, in the offensive node

U there are strongly growing valuations, i.e., there are j € {1,2, ..., my, My +
1,..,. My +€y}and k € {1,2,...,n}, such that

~(UU) ~(UU)

iv. 4™ Condition: From the viewpoint of the (user(s) of) node U, in the offensive node
U there is no growing vulnerability, i.e., for any je€ {1,2,.., my, My +
1., My +¥€ylandany k € {1,2,...,m}, it holds

BYY| =[50 m

5.4  Protected cyber nodes from active attacks
Finally, let's see how we could define the concept of protection from active

cyber-attacks.

Definition 5.9.
I. The node V is said to be protected from active attacks, with degree of

protection p €10,1] over the (uq, ..., u,) —device parts
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fr(devﬂ?),...,fr(dev,(‘?) of V and the (k4,..,K;)— resource parts
fr(res,(c'?), ...,fr(res,(c‘;)) of V over a time period I, if, during this time period,
there is a nodal fixed filter system V{#v--#3UlkL.ka} jn the union E =
fr(devﬂ?)U...Ufr(dev,(‘?)Ufr(resfc‘?) U ...Ufr(res,(c?) that allow every
parallactic cyber active attack against the (uq4,...,Hu,) —device parts

fr(dev,(z)),..., fr(dev,(}?) of V and the (k4,..,K;) — resource parts

fr(res,(c'?),...,fr(resg;)) of node V (from any offensive node U) with degree of

danger d < —logp to reach only resource parts K of the initial target V that are
disjoint from E.

During the time period I, the node V is said to be completely protected from
active attacks of danger degreed, if, at this time period, any resource part in V is
protected from active attacks against V, with degree of protection p < e~4. The
node V is said to be completely protected from active attacks at a given time
period, if, during this time period, any resource part of V is protected from active

attacks against V with degree of protectionp = 1. m

6 Mathematical Description of Representative Cyber

Attacks

So, having consistently examined the more general cases of a passive and
active attacks, we will try to focus on some indicative, yet quite important, cases,
namely the cyber espionage attack, the access attack, the reconnaissance attack, the

denial of service attack, and the distributed denial of service attack.

In order to go further and get the full description of these indicative cyber-
attacks, it would be wise to mathematically orient and define some further concepts.
The sophistication of development of any cyber-attack is a critical issue and can be

described as follows.

6.1  Sophistication of Cyber Attacks

The term “sophisticated” is often used inconsistently or incorrectly by the cyber

community. Seldom will the victim of a cyber-attack disclose that they have been
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targeted without characterising either the attack or assailant as “sophisticated”. But
the label is often applied inconsistently, either inadvertently or deliberately. The term,
even though it is highly important and critical, loses its value when overused, and
should instead be employed to differentiate exceptional attacks or attackers from the

norm.

Victims of cyber-attacks are not necessarily best placed to identify how
exceptional their compromise is compared with other incidents. There may also be
reasons for the victim to exaggerate the complexity of the attack, or the perpetrator’s
ability. In doing so they imply the breach was unavoidable, absolving them of
responsibility in the eyes of potentially litigious customers or shareholders. Wrongly
characterizing an attack, however, is not without consequence. If simple, preventable
attacks are labeled as sophisticated and inevitable, rather than a product of rectifiable

vulnerabilities or security lapses, then those vulnerabilities may be allowed to fester.

It’s obvious that the most sophisticated cyber-attacks have not yet been detected.
While sophisticated attacks are often effective, attacks need not be sophisticated to be
effective. In that direction, and in order to establish a concrete behavior against
sophisticated cyber-attacks, we will try to define the term “sophistication” of a cyber-
attack in accordance to the whole concept of this dissertation. We earnestly believe
that prescriptive definitions are problematic because there will inevitably be
exceptions and the criteria will have to be dynamic enough to reflect the unrelenting
pace of cyber capability development and proliferation.

The “sophistication” of a cyber-attack concept is a puzzle of definitions that form
the big picture. To enter the structural operational status of such a “sophisticated”

attack puzzle, suppose the derivatives
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exist in a time interval T = ]a, B[ in the sense of distributions. In such a case, we say
that the relative effectiveness states aU") = a@WV)[x;,x,, x3,t] € R* and
av-v) = @V~V{x;, x,,x3,t] € R* are two smooth node valuations and the
distributional derivatives @@~ (t) and V"V )(t) are the rate changes/slopes of
the valuations a®’*¥) and @V respectively, at a point (xq,x,x3) of a part E
into the node V from the viewpoint of the (user(s) of) node U and V, respectively,

over the time interval 1. Here, as usually, £ = My + Ly.

For® = ¢, and X,Y € {U,V}, itis obvious that

1. If @X=1)(t) > 0 whenever t € I, then we are situated definitely in the area
[Ax(Y)](I) of correlated growth for the total valuation of the node Y as
evaluated subjectively from the user(s) of X over the time set I ([5]).

2. If X1 (¢) < 0 whenever t € I, then we are situated definitely in the area
[Ax(Y)](I) of correlated reduction for the total valuation of the node ¥ as
evaluated subjectively from the user(s) of X over the time set I ([5]).

3. If @X~Y)(¢) = 0 whenever t € I, there is no correlated growth or reduction
for the total valuation of the node Y as evaluated subjectively from the user(s)
of X over the time set I, due to a multitude of potential reasons.

By analogy, suppose the derivatives

a{b(UMV) [xll xZI x3) t ]}

(UwV) t): = t) =
PE-N(0) L (®
(UwV) (UwV) o (UwV) UwV) o (UwV) (U»v) (UwV) (UwV) T
3{(”1 vDmy By Dy, Bagy 410Dy oy 41D 00y oy 100 MV+LV) }(t)
at
and
~ BV [xq1 22,23t
lIl(Vm»V)(t):: { [x1,%2,x3,t 1} (t) —
at
Z(WVwV)  (VwV) z:(VwV)  2WVwlV) 2(VwV)  (Vwl) 7 (VwV) 7 (VwV) T
3{(171 sebimy By 1B ey, By £ 1Dy 1oy 11D 0y oy 10 MV+LV) }(t)
at

exist in a time interval T = ]a, B[ in the sense of distributions. In such a case, we say
that the relative effectiveness states bU™V) = pU~V)[x; x,, x3,t] € R* and
bV = pVV[x,, x,, x3,t ] € R* are two smooth node vulnerabilities and the
distributional derivatives Y@ (¢t) and PV V)(t) are the rate changes/slopes of

the vulnerabilities bU""V) and bV**V) respectively, at a point (x4, x, x3 ) of a part E
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into the node V from the viewpoint of the (user(s) of) node U and V, respectively,

over the time interval I.

As above, for ¥ = 3,9 and X,Y € {U,V}, it is obvious that:

1. 1If X~ (¢) > 0 whenever t € I, then we are situated definitely in the area
[Bx(X)](I) of correlated growth for the total vulnerability of the node Y as
evaluated subjectively from the user(s) of X over the time set I ([5]).

2. If w&XN(¢) < 0 whenever t € [, then we are situated definitely in the area
[Bx (Y)](I) of correlated reduction for the total vulnerability of the node ¥ as
evaluated subjectively from the user(s) of X over the time set I ([5]).

3. If w&N(¢) = 0 whenever t € I, there is no correlated growth or reduction
of the total vulnerability for node Y as evaluated subjectively from the user(s)

of X over the time set I, due to a multitude of potential reasons.

Remark 6.1 Having defined the rate change of valuations and vulnerabilities we
can proceed to orientation of sophistication in cyber-attacks, definition which will
support our further posture in this paper. So, if we have one or combination of the
following states that declare a slow infection (constituents’ degradation) we assume
that there should be a suspicion of sophistication

V-V = 0" and PpVV) = 0t m

6.2 Man in the Middle Vs Wiretapping Cyber Attacks

It would be very helpful and constructive, for the sake of the smooth
development of this dissertation, to mathematically define on parallel the
aforementioned attacks. Man in the Middle attack, where the attacker secretly relays
and possibly alters the communication between two parties who believe they are
directly communicating with each other, belongs to active cyber-attacks, and on the
other hand, wiretapping attack which is a passive attack that consists in the
monitoring of cyber activity, often by covert means.

In the Man in the Middle (MiTM) attack of a node Z in the cyber-
interaction between nodes U and V we have the “active” intersection of node Z.
Actually in this “active” intersection (MitM) attack, instead of this “normal”

interaction we experience an active attack from node Z to either or/and both of other
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nodes using some resources of the other interacted node. In such a case, a family
of coherent interactions
F={Z =Zyx®) = (21, w), (22, wy), (z}, w}), (z3, wy))(t) €
(e x ety e el
lying in the partial danger sector € = €;_ to the node V from the node Z during the

entire time set I, is a germ of (partial) active attack against the (u4,...,u1,) —

device parts fr(dev,(}?), fr(dev,(‘?),...,fr(devg?) of V and the (kq, ...,Kk;) —

resource parts fr(resg?), fr(res,((';)),..., fr(res,((?) of V, during a given time set

I cc [0,1], if, whenever ¢t € I, the pair ((z1, wy), (Z2, W) € (CV* x (C“"“")2 of

supervisory resource perceptions of Z and V in the system of nodes Z and V has the

form

((ZIJ wl): (ZZJ WZ)) =

Al
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A T 8y Ay + 1 gy
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Aprpie,1 T Aoapyip g LY o Y Y
0 0
0 0
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and is depicted, at a next moment t' =t + At, at a pair ((zy, w}), (zh, wh)) €

(Cm® x (C“”""’)2 of supervisory resource perceptions of Z and V having the form

(@1, wY), (73, w3)) =
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Veoz Zwz VeoZ ZwZ
v B v i B
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With exactly the same way, a MitM attack can be conducted against U node
without the knowledge of node V. Most of the times the sophistication of this attack is

low to medium due to active orientation of this attack.

It is obvious that if the nodes have smooth valuations and smooth vulnerabilities,
the following states applied during this attack:

@),V (®) YUV, PV (@)

UM () <0
V() <0
") <0
UV <0
% () <0
eV () > 0
D) >0
%) <0
U () >0

PU=V() > 0
YY) >0
PV0(t) > 0
PpU=0() >0
P&V() >0
PpVD() <0
PZD() <0
P@U() >0
PU=D(t) <0

On the other hand, wiretapping attack which is, as mentioned, a passive
attack that consists in the monitoring of Cyber activity, often by covert means,
escalates as follows. A family of coherent interactions

F= {Z =Zwx(t) = ((21’W1); (2, W3), (z1, Wy), (le'wlz))(t) €
(c># x cvt)' e el
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lying in (a partial danger sector € = Ey_y to) the node V from the node Z during the

entire time set [, is a germ of (partial) passive attack from an intermediate node Z

against the (i, ..., k;) — resource parts fr(res,(c'?), fr(res,(cz)),..., fr(res,(c'?)
of V, during a given time subset I cc [0,1], if, whenever t €1, the pair
((z1, W1), (z2, w3)) € (C™% x (C"‘X")2 of supervisory resource perceptions of U

and V in the system of nodes U and V has the form

((ZIJ wl)) (ZZ' WZ)) =
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and is depicted, at a next moment t' =t + At, at a pair ((z}, w}), (zh, wh)) €

(Cmk x (C“”‘“"")2 of supervisory resource perceptions of Z and V having the form

(@1, wY), (73, w3)) =
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With exactly the same way, a wiretapping attack can be conducted against U node
without the knowledge of node V. Most of the times the sophistication of this attack is
medium to high due to “passive” orientation of this.

Specifically, during Wiretapping attack the following states applied:

U@, V") YUN)Y?, PV (o) Y©

e (t) =0
oV =0
V() =0
2U=(t) = 0
PeZ"V() <0
VA1) =0
P2 (t) > 0
PZV(t) <0
9=t =0

P =0
PpVN(t) = 0
P =0
PO = 0
P& >0
PpV=D(t) = 0
PED(t) <0
p&(® >0
YD) =0

6.3 Access Attack

An access attack is actually an attack where intruder gains access to a
device/system to which he has no right for access. Thus, during this attack the

following general form of cyber-effect applies:
9=9:9W)®) - PHL W)
where 0% (1) (¢) and P9 (V) (t") are the combinatorial triplets

ng) (U) (t) — (D(fraction) (U), cS‘Vg(fraction) (U), ruVD(fraction) (U)) and

?(1(;) (V) (t’) _ (D(fraction) (V), SUD(fraction) (V), ,uUD(fraction) (V) )’

available available available
respectively ([5]).
In such a case, a family of coherent interactions
F={Z =Zyx®) = ((z1, W), (22, Wy), (z}, W}), (z5, wh))(t) €
(c>® x ety e el
lying in (a partial danger sector € = €y_,y to) the node V from the node U during the

entire time set I, is a germ of (partial) access attack against the (u4, ..., 1) —

device parts fr(dev,(l‘?), fr(dev,(l‘?),...,fr(dev%)) of V during a given time
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subset 1 cc [0,1], if, whenever t €1, the pair ((zy,wq), (z2, wy)) € (C™% x

(C"‘X")2 of supervisory resource perceptions of U and V in the system of nodes U and

V has the form

((Z1JW1)» (Zz»Wz)) =

wV) A(V“W*V) (W) ~(VwV)
(//au +i e Qg il ag,
|

(W"W*V) +i A(VWV)
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0 /
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cee I
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\ .g. -
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0 o |

0 0 /
and is depicted, at a next moment t' =t + At, at a pair ((zy, w}), (zh, wh)) €
(Cv® x (C“‘X")2 of supervisory resource perceptions of U and V having the form

(@1, wY), (73, w3)) =

/ a/(waV) L a,gvlwv) agu«»v) 4 E’(V”"’)
, n

I /U ~WVV) (UwV) ~ (Vs V)
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Most of the times the sophistication of this attack is medium to high. Specifically,

during Access attack the following states applied:

o),V 1(®

eUV)(t) <0
V() =0
() = 0
U@ >0

Proposition 6.2
(u4, ..., ) — device parts fr(dev

following elementary properties hold.

U (@©),pv"(0)
P >0
P =0
p-(® =0
PN <0

It is clear that during an access attack F from U against the

), fr(devﬂ?),...,fr(devﬂ?) of V, the




N. J. Daras and A. Alexopoulos 49

iv.

The (Euclidean) norm || @’@=¥|| of the resulting overall valuation in the node
V as evaluated from the viewpoint of the user(s) of U at the next moment t’ is
less than the (Euclidean) norm ||a®U*"¥?|| of the initial overall valuation in the
node V as evaluated from the viewpoint of the user(s) ofU at the preceding
moment ¢:

@) < @1,
The (Euclidean) norm || b'@Y)|| of the resulting overall vulnerability in the

node V as evaluated from the viewpoint of the user(s) of U at the next moment

1/2
pU=V) 2) /
MU+).,]'

t' is greater than the (Euclidean) norm [|[pW=V)||: = ( "oy,

of the initial overall vulnerability in the node V as evaluated from the viewpoint
of the user(s) of U at the preceding moment ¢:

I "] > [[pC-7.
The (Euclidean) norm ||@’@¥|| of the resulting overall valuation in the
variant node U as evaluated from the viewpoint of the user(s) of U at the next
moment t' is greater than the (Euclidean) norms

[@“] and [|a®"]|
of the initial overall valuations in the nodes U and V as evaluated from the
viewpoint of the user(s) of U at the preceding moment ¢:

18"V > max{|[BY] |8V }

The (Euclidean) norm ||b"@=")|| of the resulting overall vulnerability in the
variant node U as evaluated from the viewpoint of the user(s) of U at the next
moment ¢’ is less or equal than the (Euclidean) norms

152 ] and |||
of the initial overall vulnerabilities in the nodes U and V as evaluated from the
viewpoint of the user(s) of U at the preceding moment t:

50| < min{[5O=21| 6=} u

Remark 6.3 Of course, in the special case where there is a fully successful access

attack the following hold:

@@ ~ 0, [| D] = ymy, || "V = ymy. m



50 Mathematical Study of Cyber-Attacks and Protection

An access attack, besides a reflexive homomorphism, can take place physically

when an attacker U, physically gains access of victim node devices V.

6.4 Reconnaissance Attack

A reconnaissance attack is actually an attack which involves unauthorized
detection system mapping and services to steal data. This attack can potentially take
place both actively and passively. Specifically, in passive reconnaissance, an intruder
monitors systems for vulnerabilities without interaction, through methods like session
capture. In active reconnaissance, the intruder engages with the target system through
methods like port scans.

Thus, during this attack the following general form of cyber-effect applies:
9=9:29W)® - PP W)
where QSV)(U) (t") and ?gu) (V)(t") are the combinatorial triplets

ng)(U) = Qt()V) (U) (t’) = (mavailable (V)' SUSRavailable (V)' ‘uumavailable (V) )
and

:P'(7U) (V)(t’) = (Gavailable (V)' SU(gavailable (V)' uUGavailable (V) )
respectively ([5]).

It is obvious that the purpose of this attack is for node U to uncover all

constituents’ vulnerabilities of node V.

A family of coherent interactions
F={Z=Zyx® = ((z1, wy), (22, wy), (z, w}), (z3, wy))(t) €
(c>® x cvt) e el
lying in (the partial danger sector € = €,_y to) the node V from the node U during

the entire time set I, is a germ of reconnaissance attack against the (u4, ..., u,) —

device partsfr(devg?), fr(dev,(};)),...,fr(dev,(:?) and the (xq,..,K;)—

resource parts fr(res,(c‘?), fr(res,(cz)),..., fr(res,(c‘?) of V during a given time set
I cc [0,1], if, whenever t € 1, the pair ((z1, Wy), (z2, w5)) € (C™%# x (C“‘X""')2 of

supervisory constituents perceptions of U and V in the system of nodes U and V has

the form
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((Z1JW1)» (Zz»Wz)) =

o . 0
0 0
Wwv) . A(Vwy) T (UwV) . ~(VwV)
A 11 T App, i1 App,iin T Appyiin
(UV) . (V) (UV) . (V)
aMV+£’V,1 + t aMV‘l"fV 1 aMV‘l'[V,TI + t aMV‘l'[V,TI
0 ......... 0
0 0
o . 0
0 0
(W) Wy (Uob) ool
bic,+11 18 bar, i1 bic,+1m T & g, +1m
(U-V) N (UV) . T(Vwl) '
bMy+t’y,1 + bMy‘l’t’y,l bMv‘i'fv,m +1 bMv+[v,m
0 ......... 0
0 0
af? 11 eV a1 Y
Wwl) |« ~Uw0) Weol) | ; ~(UwD)
A1 T8 8y Qpym T 1 gy
0 0
(VwU) . ~(UwU) (VwU) . ~(UwU) !
Appy+11 T Aagpita Appyrin T Qprpiin
(WwU) . ~(UwU) WwU) . ~(UwU)
aMU+£’U,1 + t aMu'l'[u,l aMu'I'fU,ﬂ + t aMu'i"fu,ﬂ
0 ......... 0
0 0
W) . 2UwD) W) |, , 2U~U)
by, " +iby, by, " +1i by,
T o T e
bmu,1 +i bmu’l bﬁnu,n) +i bmu,n
0 0
(V) . ~(UwU) (V) . ~(Uw»U)
bac,+11 T bacy+11 bac,+1in T8 Pacy+1n
(V) . ~(UwU) (V) . ~(Uw»U)
bjry+oy1 + 8 Dacyreyn bjr,voyn + L Dacy+éym
0 ......... O
0 0

and is depicted, at a next moment t' =t + At, at a pair ((z}, w}), (zh, wh)) €

(Cm® x (C‘"X")2 of supervisory resource perceptions of U and V having the form
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(@1, wY), (73, w3)) =

0

0

1(UwV) .
my+ia1 T
1(UwV) .
My+ep1 L
0

0

bI(U“”‘"V)

bI(U“”‘"V)
My+£€y,1

1 (V>
a1

a

1(VwU)

1(VwU)

1,1

mu,l

1(VwU)
b mU+1,

1(VwU)
b my+4Ly,

0
0

My+€y,1

br(V’”"’U)
My+€y+1,1

bl(V“”’U)
My+€y+eyl

0
0

. 7
my+11 T ED 011

U4

(V)
my,l

my+11 1

My+£€y,1 +i

+ib
i b

Hi D

Mathematical Study of Cyber-Attacks and Protection

0

(V)

+i EI(VM»V)
0

My+€y,1

0

+ia
0

~(UwU)
A ary+11

~(UU)
a My+€y,1
0

0

b +i b Y

(U~U)
my,1
(U~»U)
mU+1,1

(U-U)
my+£€y,1

UU)

PN
my+11 T D a0 410

UU)

PN
+1 b My+€y,1
. (UD)
+1 blMu+fu+1,1

. ~(UwU)
+ i b pryrey+ep01

1(UwV) . S (VwV)
Mv+1,ﬂ

—~

+ia

0

bI(U"W‘)V)

1(VwV)
Mv+[y,n

0

(V)

PN
My+im T ED 30 i 1m

bl(U""‘"V)
Mv+{’v,m

0

1(VwU)
a in

1(VwU)
mymn

1(Vw»U)

Mmy+in T L

1(Vw»U)
My+€ymn

1(VwU)
b 1n

+ib
0

+ia

+ia

+ia
0

.A[(
+i b’

(WwP)
My+L€y,m

~(UU)
1n

—~(UwU)
myn

0

~ (U»U)
A ry+1in

~(UwU)
My+€yn

0

UwU)
n

myn
mu+1,n
my+€fyn

My+in

My+€ymn

bI(V‘W’U)
My+€y+1n

bl(V“"’U)
Mu+€l]+fv,n

+ib

+ib

+ib

mymn

(U~U)
mU+1,n

U=0)
my+€fyn

0
0

My+1n

+i pUv

(U~U)
My+€yn
~ (U~wU)

+1i blMu+fu+1,Tl

~ (U)

- !
+ l b Mu+€u+€v,1‘l

9
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Most of the times the sophistication of this attack is very low and highly
“transparent” to attacked node. Frequently, after this attack a more sophisticated
attack is expected. Specifically, during Reconnaissance attack the following states

applied:

A GE L ORI GRS

UM () <0 P8 >0
V(M) =0 PV =0
V() =0 PV =0
UV (®) >0 P~V <0

Proposition 6.4 It is obvious that during a reconnaissance attack F from U against

the (u4, ..., ) — resource parts fr(resg?), fr(resﬂ?),...,fr(resﬂ?) of V, the

following elementary properties hold:

i.  The (Euclidean) norm || a’@*")|| of the resulting overall valuation in the node
V as evaluated from the viewpoint of the user(s) of U at the next moment t' is
less than the (Euclidean) norm ||aU*"¥?|| of the initial overall valuation in the
node V as evaluated from the viewpoint of the user(s) of U at the preceding
moment ¢:

[ < [la®"]]
ii.  The (Euclidean) norm || b"U**V)|| of the resulting overall vulnerability in the

node V as evaluated from the viewpoint of the user(s) of U at the next moment

by

o\ 1/2
t' is greater than the (Euclidean) norm [|[pW=V)||: = ( moye, pU" )

My+Aij

of the initial overall vulnerability in the node V as evaluated from the viewpoint
of the user(s) of U at the preceding moment t:
I B2 > [|pt"].
iii. The (Euclidean) norm ||a’@~¥)|| of the resulting overall valuation in the
variant node U as evaluated from the viewpoint of the user(s) of U at the next
moment t' is greater than the (Euclidean) norms

[@@=2]| and [|a®"]|
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of the initial overall valuations in the nodes U and V as evaluated from the
viewpoint of the user(s) of U at the preceding moment ¢:
la’ @2 > max{|[a®->], a"| }

iv.  The (Euclidean) norm ||b’@-¥|| of the resulting overall vulnerability in the
variant node U as evaluated from the viewpoint of the user(s) of U at the next
moment ¢’ is less or equal than the (Euclidean) norms

(B and [[B1]|
of the initial overall vulnerabilities in the nodes U and V as evaluated from the
viewpoint of the user(s) of U at the preceding moment t:

B0 < {500, 5=}, m

The criticality of this attack is high since most of times it is the omen of a more

severe or more sophisticated attack.

6.5 Denial of Service (DoS) attack and Distributed Denial of Service (DDoS)
attack

Both attacks intent to deny services and generally resources to authorized users.
The attacker makes a computing or memory resource too busy or too full to handle
legitimate requests, thus denying legitimate user access to a machine. The difference
between a Denial of Service (DoS) attack and a Distributed Denial of Service
(DDoS) attack is the source of attack. In the first attack (DoS) the attack initiated by
only one node. On the other hand, in DDoS attack there is the engagement of a

multitude of nodes (intentionally or not, e.g. via Botnets).
Thus, during this kind of attack the following general form of cyber-effect applies:
9=9:03W)® - PP W)
where Q,SV)(U) (t") and :P.SU)(V) (t") are the combinatorial triplets

Q‘()V)(U) = QE)V) (U) (t’) = (mavailable (V)' SUSRavailable (V)' ‘uUSRavailable (V) )
and

?z(;u)(V)(t') = Ravaitabte V), SuRavaitabie V), UyRavaitabie V) )

respectively ([5]).
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It is obvious that the purpose of this attack is for node U to keep all
resources/services of node V busy in order to make them unavailable to all users that

really need them.

A family of coherent interactions
F= {Z = Z(Y,X) (t) = ((erwl); (ZZrWZ)! (Z’pwa); (ZIZ'WIZ))(t) €
((Cnxk % (meiz)‘*’ te H},
lying in the partial danger sector € = Ey_y to the node V from the node U during the

entire time set I, is a germ of DoS attack against the (u4,..,H4,) —

fr(devﬂ?),...,fr(devﬂ?) resource  parts fr(res,(:?), fr(res,(c';)),...,
fr(res,(c'?) of V during a given time set I cc [0, 1], if, whenever t € I, the pair
((z1, W1), (z2, w3)) € (C™% x (C"‘X"‘)2 of supervisory constituents perceptions of U
and V in the system of nodes U and V has the form

((ZIJ wl)) (ZZ' WZ)) =

o . 0
0 0
(Wb o Vey) (W) VeV
Aperi1 T Apppiq Apgprin T Appyiim
WV) | AVl) W) | AV)
aMV+€V,1 +1 aMV+{’V,1 a.M'V+t’V,n +1 a.M'V+t’V,n
0 ......... 0
0 0
o . 0
0 0
(UwV) . (Wwy) T (UwV) . ~(VwV)
bic,+11 18 bar 11 by, 1m T Dag,iim
(UV) . = (Vel) (UV) , = (Vel) ’
bic,+e,1 T 1 bag,re,1 bic,+eym T P, roym
0 ......... 0
0 0
o . 0
0 0
Vesll) Uy e Vesll) (Ul
Apry+11 T Aagyr1 Apryrin T Qagyiin
V) . ~(UwU) V) . ~Uwu) |
aMu+fu,1 +1 aMu+l’u,1 My+€yn +1 My+€yn
0 ......... 0
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b

and is depicted, at a next moment ¢ =t + At, at a pair ((zy, w}), (zh, wh)) €
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0
0
(V) , ~(UwU)
my+11 T8 Dacy1

(V) , ~(UwU)
bac,rey1 T8 bacyre,1
0 nen
0

b(Vw»U)
Mu+1,m

b(Vw»U)
Mu+eu,m

0

0
, ~(UwU)
+ i bayrim

. 2~ (U=D)
+ [ bMu+fu,m
0

0

(C“X" X (C"‘X"‘)2 of supervisory resource perceptions of U and V having the form

(@1, wY), (73, w3)) =

0 llllllll
0
UV) L N (VesV)
almv+1.1 1 a,MV+1,1 =0
V) L W)
a,Mv+l’V,1 +1 a,MV‘I'l)Vpl =0
0 e
0
0 ---------
0
(Uwy) . S(Vewl) g
b'ae, 11+ b 010 =1
(U=V) . SWwY)
b’Mv"’t)V,l + l b’MV"'{’V;l _ 1
0 e
0
0 ---------
0
(VWV)U) . A(U"VWU) .........
o1 T @ rin
(VwU) .~ (UwU)
' pyroyt T Qe vep1
0 0 e
0

0

0

(UwV) ,
a,MV+1,n +1

1(UsV)

a My+ey,11 + U

9
0
0
0

p'UY) 4

MV+1,m

bI(U“'W’V)
My+€ym

0
0

1(VwsU) .
A prpein T
1(Vw»U)

a My+€ymn +1

~ (V)
A ary+in

~(VwV)
a MV+'PV'n -

EI(VMV)
My+1m —

+ib

~(UwU)

~(UwU)
A ry+eym

=0

=0

=1

(WwV)
My+Ly,m

=1

Mu+1,n
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o 0
0 0
1 (V) . SUewU) (V-»U) .~ (UwU)

b' a1 T D 111 b,MU+1,m +1 b’MU+1,m
(Vwl) . S (Uw) (VwU) .~ (UwU)
b’Mu‘l“fu,l + U b Mu+£u,1 b’Mu+[u,m + t b’Mu‘l‘t’u,m
0 ......... 0
0 0

During this attack the results depicted in previous matrices are usually temporary
and only strictly during the application of the attack. Most of the times the
sophistication of this attack is very low and highly “transparent” to attacked node
since the lack of resources is more than obvious. Frequently, after or during this attack
a more sophisticated attack is expected. Specifically, during DoS and DDoS attacks

the following states applied:

oV (), V"M@  PpUV(e), PV V(D)

P <0 PpU-N(@) >0
V(<0 PYN(1) >0
V() >0 YY) <0
PU() > 0 YU () < 0
Proposition 6.5 It is obvious that during a DoS and DDoS attack F from U

against the (gy, ..., ) — resource parts fr(resff?), fr(res,(l'?),..., fr(res,(l'?) of
V, the following elementary properties hold:

i.  The (Euclidean) norm || a’@*")|| of the resulting overall valuation in the node
V as evaluated from the viewpoint of the user(s) of U at the next moment t' is
temporary 0:

| @@=»] =0,

ii.  The (Euclidean) norm || b'W*Y)|| of the resulting overall vulnerability in the
node V as evaluated from the viewpoint of the user(s) of U at the next moment
t' is temporary 1:

| =) =1,
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iii.  The (Euclidean) norm ||@’@~¥|| of the resulting overall valuation in the
variant node U as evaluated from the viewpoint of the user(s) of U at the next
moment t’ is greater than the (Euclidean) norms

[a®@=|| and [|a®@=|
of the initial overall valuations in the nodes U and V as evaluated from the
viewpoint of the user(s) of U at the preceding moment t:
18" > max{[|BY|| |8V }

iv.  The (Euclidean) norm ||b’@-"¥|| of the resulting overall vulnerability in the
variant node U as evaluated from the viewpoint of the user(s) of U at the next
moment t' is less or equal than the (Euclidean) norms

[B=2]| and [|p@=+)
of the initial overall vulnerabilities in the nodes U and V as evaluated from the
viewpoint of the user(s) of U at the preceding moment ¢:
|B@=]| < min{[BC=0| 5=V ). m
The importance of this attack is high since most of the time, especially during
DDoS attack, the nodes that participate are already compromised via Access attack

that has already discussed.

Accordingly, in DDoS attack, since the attack is being generated by a multitude of
already compromised nodes
Uu,,0,U;,..,U0,

that compose a botnet, the visualization of this attack can be the following:

Command &
Control node

=90
Y .
N— :
gl I'llllllll>
—k Elllllllll

Target node

92

In

U1 EEEEEEEER
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In addition and actually in reality, the geographical distribution of U4, U,, Uj, ...
..., U, is spread evenly. The controller of a botnet (Command and Control node) is
able to direct the activities of these compromised computers through e-flows in order

to conduct a DDoS attack.

7/ General Thoughts
7.1.  Internet of Things

Process for devices/entities/services to be connected to cyber-space as ob(cy(to))
is gaining high momentum. This whole concept that called Internet of Things (1oT)
contributes to make our environment looking smart. The IoT is very simple to
describe: it's about putting the internet in things/objects which can sense, send/receive
signals and capture data. Fridges, smoke alarms, televisions, cars, smartphones and
many such products are getting wirelessly connected to the internet and to other
devices easily. It is simply an advancement of human vision to stay connected and use
technology as a platform to enjoy not only new features and items available to them
but also use the same sources to make informed decisions that would better serve their
preferences.

We can imagine that everything can be a potential ob(cy(to)) or better, in any
node V the possible constituents £ := M, + Ly can be as high as never before 10T

era.

It is reasonable that the most critical aspects to the loT architecture and design are
interoperability, compatibility, load balancing, consistency, bandwidth optimization,
minimization of information storage and retrieval delay while keeping the cost low,
provision for two or more levels of access control and authorization checks, high

availability, and multi-protocol support.

7.2. Offensive Defense

A way to proactively defend a node is to develop an offensive strategy.

“Returning” a reflexive homomorphism back to the attacker before a parallax
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homomorphism occurs will be ideal. This can be done before any degradation of

target valuation resources.

7.3. Innovative Worms/Viruses/Trojans

Innovative worms/viruses/Trojans (non signature-based malicious software) can be
presented by Ly.q,Lyy2,...,Lysa, Where 4 is the number of malicious software

embedded in a V node.
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