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Nicholas J. Daras*

Abstract

We give a mathematical definition of cyberspace including basic
specifications of its different formalities. To this end, we set an appropriate
framework for determining adequate theoretical background, allowing rigorous,
supple, univalent and adaptive description of what exactly we mean by saying
"cyberspace".At the basis of this framework is the concept of the e —category W,.
Ane —categorycan be viewed as an infinite e —graph(V, E)withvector weights, in
such a way that the e —nodes in V are the e —objects, while thee —edges or e —arcs
in [E are the e —morphisms. Given this notion, we investigate the possibility of
allocating vector weights to objects and morphisms of any e —category W,. We also
introduce a suitable metrizable topology on e — graphs and e — categories. The most
significant benefits coming from the consideration of such a metric dy, in the set
ob(W,)of objects of an e —categorycan be derived fromthe definitions of cyber-
evolution and cyber-domain. Bearing all this in mind, we define the local
e— dynamics, as a mapping cy:[0,1] > (lob(W,)|,dy,) ; its image is
ane—arrangement. The points of an e—arrangement are the instantaneous local
e — node manifestations. An e — arrangement together with all of its instant
e—morphisms is an e —regularization. The elements of the completion |[ob(W,)| of
the set ob(W,) of objects of an e — categoryare the cyber-elements, while the
topological space (|ob(We)|,dwe) is called a cyber-domain. A continuous local

e —dynamics is said to be a cyber-evolutionary path or simply cyber-evolution of the
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cyber-domain. A cyber-arrangement together with its instantaneous homomorphisms
is called a cyberspace. We investigate conditions under  which
ane —regularizationmay besusceptibleof aprojectivee —limit. Subsequently, we define
and discuss the concept of the length in a cyber-domain. The intrinsic cyber-metric is
a metric possible to define on every cyber-domain. For this metric the distance
between two cyber-elements is the length of the shortest cyber-track between these
cyber-elements. We will conclude with a discussion about the speed of a cyber-
evolution. Finally, we will give simple pointwise and uniform convergence of cyber-

evolutions.

Keywords: theory of mathematical modeling, game-theoretic models, category of

sets, internet topics,graph theory, applications of graph theory.

Subject Classification MSC2010: primary 00A71, 91A40, secondary 18BO05,
68M11, 68R10, 94C15

1 Introduction

According to a commonly accepted formality given by the Oxford English
Dictionary, 2009 Edition, '‘cyberspace is the notional environment in which
communication over computer networks occurs”

(www.oxforddictionaries.com/us/definition/american english/cyberspace).However,

during the entire period from 2009 until today, uses both the Internet and, in general,
the networking and digital communications increased dramatically and now the term

"cyberspace” is already able to represent many additional new ideas and phenomena.

Nevertheless, the concept of cyberspace suffers, always and clearly, the lack of a
rigorous definition. Actually, there are many other formalities of the term in question.
The most recent draft formality is the following: "cyberspace is a global and dynamic
domain (subject to constant change) characterized by the combined use of electrons
and electromagnetic spectrum, whose purpose is to create, store, modify, exchange,
share and extract, use, eliminate information and disrupt physical resources

(www.academia.edu/7096442/How_would_you_define_Cyberspace )."

The problem occurs particularly complex or even entangled, since “today, the

word "cyberspace” is used in many contexts, but it is not always clear what exactly


http://www.oxforddictionaries.com/us/definition/american_english/cyberspace
http://www.academia.edu/7096442/How_would_you_define_Cyberspace
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that term describes and what it means. Thus, different organizations have adopted
different definitions of what cyberspace means. Some of them -- like the EU -- do not
have an official definition at all, but that does not prevent it from discussing the term

(http://blogs.cisco.com/security/cyberspace-what-is-it )”.

Here is an attempt to produce indicative ontology of cyberspace by using other
various formalities created by multiple national government and relevant international

bodies.

1*'Definition: United Kingdom, the UK Cyber Security Strategy, 2011
“Cyberspace is an interactive domain made up of digital networks that is
used to store, modify and communicate information. It includes the
internet, but also the other information systems that support our

businesses, infrastructure and services.”

2" Definition: United States, National Security Presidential Directive 54/Homeland
Security Presidential Directive 23, 2008
“Cyberspace is defined as the interdependent network of information
technology infrastructures, and includes the Internet, telecommunications
networks, computer systems, and embedded processors and controllers in
critical industries. Common usage of the term also refers to the virtual

environment of information and interactions between people.”

3" Definition: European Union, Glossary | Europe -- Information Society (Archived),
unknown year
“Word invented by the writer William Gibson in his play “le
Neuromacien”. It describes the virtual space in which the electronic data of

worldwide PCs circulate.”

4™ Definition: Canada, Canada’s Cyber Security Strategy, 2010
“Cyberspace is the electronic world created by interconnected networks of
information technology and the information on those networks. It is a
global commons where more than 1.7 billion people are linked together to

exchange ideas, services and friendship.”

5" Definition: New Zealand, New Zealand Cyber Security Strategy, 2011


http://blogs.cisco.com/security/cyberspace-what-is-it
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“The global network of interdependent information technology
infrastructures, telecommunications networks and computer processing

systems in which online communication takes place.”

6™ Definition: Germany, Cyber Security Strategy for Germany, 2011
“Cyberspace is the virtual space of all IT systems linked at data level on a
global scale. The basis for cyberspace is the Internet as a universal and
publicly accessible connection and transport network which can be
complemented and further expanded by any number of additional data
networks. IT systems in an isolated virtual space are not part of

cyberspace.”

7" Definition: ISO/IEC, ISO/IEC 27032 Guidelines for cybersecurity (DRAFT), 2011
“The complex environment resulting from the interaction of people,
software and services on the Internet by means of technology devices and

networks connected to it, which does not exist in any physical form.”

8" Definition: ITU, ITU-T Recommandation Rec. ITU-T X.1205 (X.cso), 2008
“Technologies, such as wireless networks and voice-over-IP (VoIP),
extend the reach and scale of the Internet. In this regard, the cyber
environment includes users, the Internet, the computing devices that are
connected to it and all applications, services and systems that can be
connected directly or indirectly to the Internet, and to the next generation
network (NGN) environment, the latter with public and private
incarnations. Thus, with VolIP technology, a desk telephone is part of the
cyber environment. However, even isolated devices can also be part of
cyber environment if they can share information with connected
computing devices through removable media. The cyber environment
includes the software that runs on computing devices, the stored (also
transmitted) information on these devices or information that are generated
by these devices. Installations and buildings that house the devices are also

part of the cyber environment.”

Having regard to the above variety of definitions, there have been several

official but non rigorous descriptions for the related concept of cyber-security. For
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instance, we give formal views for cyber-security, as adopted from Australia and The
Netherlands.

9" Definition: Australia, Cyber Security Strategy -- An Overview, 2009
“Cyber security refers to the safety of computer systems — also known as

information and communications technologies (or ICT).”

10" Definition: The Netherlands, the National Cyber Security Strategy, 2011
“Cyber security is to be free from danger or damage caused by disruption
or fall-out of ICT or abuse of ICT. The danger or the damage due to abuse,
disruption or fall-out can be comprised of a limitation of the availability
and reliability of the ICT, breach of the confidentiality of information

stored in ICT or damage to the integrity of that information.”

All these formalities are abstract and introduce the interested reader to the spirit
of the text, but, on the other hand, they may not give a univocal, literal and rigorous
description of the concept. On the contrary, the availability of more than 27 various
such formalities can be confusing... Furthermore, there is no relevant mathematical
background guarantying coherent development and systemic safety, unlike other
scientific fields which have been built on solid mathematical foundations. Moreover,
in all these formulations, there is nowhere any provision for the perpetual change of
cyberspace. Indeed, it is clear that, each time moment, appear new nodes that connect
to the cyberspace in different points of the Earth (even of the Space), while at the
same time moment, other nodes cease to be connected, so the points displaying their
presence in cyberspace disappear completely. On the other hand, there are nodes that
are connected but do not have an active connection with the cyberspace. In addition,
there is no available strict description of the activities and interactions between parts

of cyberspace.

Inevitably, the lack of a rigorous definition has the consequence that they have
developed and are continually being developed varying techniques, without any
mathematical foundation which can support the best and efficient solutions on the
issues of a beneficial settlement and utilization of these techniques. So, it is no longer
possible to organize a soliddefense (or planned attack) in the cyberspace, if previously
there has not been a closed and rigorous mathematical definition of cyberspace. Nor is

it possible to guarantee effective protection into the cyberspace, if previously there
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has not been a strict definition of the concept of cyber-attack, as well as the different

types of these attacks.

Until now, only a few isolated efforts have been made to provide a single theory
for the modeling of cyberspace (see, for instance, [1], [24] and [29]).The
overwhelming majority of scientific work that has been done so far concerns cyber-
security modeling issues (see, for instance, [4-6], [21-23], [26-28] and [31]).The main
aim of this paper is to give a rigorous mathematical definition of cyberspace, which
will include all the basic specifications of the above mentioned different formalities of
the cyberspace, as well as the remarks followed these formalities.To do so, in the first
three Sections, we will set the appropriate theoretical framework for determining
adequate mathematical background, allowing the rigorous, supple, univalent, and
adaptive description of what exactly we mean by saying "cyberspace”. Specifically,in
Section 1, we will consider the (infinite) set Mnf, of all pairs(V, E)of the so-called
e — node manifestations V and interconnected e — edge manifestations E of
instantaneous virtual e —archetype germs (with N —layers) over a given geographical
region U; X ... X Uy. A good thinking for introducing utilitarian algebraic structure in
the set Mnf is to see this set as the class of objects of a large category. Based on this
preliminary and preparatory material, in Section 2, we will introduce the e —graph
categoryEe, whose objects X € ob(E.) are simply the pairs X = (V,E) € Mnf,.
For later use, we will also introduce four other e— categories: the e — set
category eg.; Whose objects are the subsets of &c, the e — homomorphism
categorywhose objects are sets of homomorphisms between subsets of eg,;, the
e —group category whose objects are the groups of €. and the e — topological
category er,, Whose objects are topological subcategories of Ec. The Section will
conclude with a brief initial study of functors between these e —categories. Having
regard to the above, in the next Section 3,after foundation of the so-called
e —universality in a categorical construction, we will define the e —product and the
e —coproduct between any two objects lying in an e —category of the above type.
With this background, we will be able to proceed to the main goal of the paper. In this
direction, Section 4 will investigate the possibility of allocating suitable vector
weights to all the objects and morphisms of any e — category W, e W, =

{ee, €set » €Gprr eT,,p}. Towards this end, we will consider two types of vector weights
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that can be attached to any object and/or morphism of such ane —category: the
maximum weight and the square weight. Any such weight will be a point in the
positive quadrant of the plane. Taking this into account, in Section 5,
any e — category W, € W, = {E¢, €ser, €Hom » €cpr €10p} Will be viewed as an
infinitee —graph(V, E)withvector weights, in such a way that the e —nodes in V are
the e — objects X € ob(W,) , while the e — edges or e — arcs in E are the
e —morphisms h € hom(W,). For such ane —graph Gy, corresponding to an e —
category W, € W, = {E¢, set, €Hom » €pr €10p )} the vector weight of the e —node
associated to the e —manifestation X = (Vx, Ex) € V = ob(W,)is equal to a weight
of X. Bearing all this in mind, in Section 6, we will introduce a suitable metrizable
topology on e — graphs and e — categories. The most significant benefits coming
from the consideration of such an appropriate metric dy,, in the set ob(W .)of objects
of an e —category W,can be derived fromthe definitions of cyber-evolution and
cyber-domain. To do this, in Section 7, we will first define the concept of local
e—dynamics, as a mapping of the form cy:[0,1] - (ob(We), dwe);its image cy(I)
is ane—arrangement. Each pointcy(t) € cy(I)is an instantaneous local e —node
manifestation with an interrelatede —edge manifestation. An e —arrangement together
with all of its instant e—morphisms is an e —regularization. If the given geographical
region Uy X ... X Uy is selected to be a cover of the whole domain of interest, then the
above mapping is called a global e —dynamics. In such a case, the image cy () is a
globale —arrangement and the associated e —regularization is ae —settlement. The
elements of the completion [ob(W,)|of ob(W,) in U; X ...x Uy c CPNare the
cyber-elements while the topological space (Job(W,)|, dwe)is a cyber-domain. With
this notation, a continuous local e —dynamics cy: [0,1] - (lob(W,)|, dy, )is said to
be a cyber-evolutionary path or simply cyber-evolution of the cyber-domain

(|ob(We)|,dWe). Sometimes, we may also use the compellation cyber-track of

(lob(W,)|,dy,). In such a case, the e—arrangement cy(I) is said to be a cyber-
arrangement. A cyber-arrangement together with all of its instantaneous
homomorphisms is called a cyberspace. If, in particular, the given geographical
region Uy X ... X Uy is selected to be a cover of the whole domain of interest, then the
corresponding cyber-arrangement cy () is said to be a cyber-configuration; the

associated cyberspace is also called cyberspace. In view of the above concepts,
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Section 8 will investigate conditions under which an e — regularizationmay
besusceptibleof aprojectivee —limit. As we shall see, it is important to know if a sub-
e — regularization is projective e —system. Subsequently, in Section 9 we will define
and discuss the concept of the length in a cyber-domain. The intrinsic cyber-metric is
a metric possible to define on every cyber-domain (|ob(W,)|,dy, ). For this metric
the distance between two cyber-elements is the lengthof the "shortest cyber-track™
between these cyber-elements. The term shortest cyber-track will be defined later and
is in fact crucial for the understanding of cyber-geodesics. Although every shortest
cyber track on a cyber-length space is a cyber-geodesic, the reverse argument is not
valid. In fact, some cyber-geodesics may fail to be shortest cyber-tracks on large
scales. All the same, since each cyber-domain (Iob(We)l,dWe) is a compact,
complete metric space, and since for any pair of cyber-elements in [ob(W,)| there is
a cyber-evolutionary path of finite length joining them, one obtains the following
converse result: any pair of two cyber-elements in each cyber-domain
(|ob(We)|,dWe) has a shortest cyber track joining them. Section 9 will conclude
with a discussion about the speed (: cyber-speed) of a cyber-evolution. Finally, in the
last Section 10, we will give simple pointwise and uniform convergence of cyber-

evolutions.

2 Mathematical definition of cyberspace

When it is pronounced the word "cyberspace™ in our mind spontaneously comes
the meaning of a network. However, this may be understood as applying only for
infinitesimal time intervals. Forwarded in support of this assertion, we recall that
anyone can be connected to or disconnected from the so called "cyberspace”, for
example, using a mobile phone, from any point on the earth's surface and at any time
he wishes. This means that the quasi "network™ that we believe represents the so-
called "cyberspace" may acquire at any time, new nodes and new edges (. arcs -
flows), but also it may lose existing nodes or edges (: arcs -flows), so it is necessary to
disprove any current perception about a stable structure of cyberspace that remains
constant throughout the year. The issue becomes more essential if we realize that a
modern and central security goal presupposes ensuring an accurate predictive model
of possible temporal and geographical points where there will be a serious possibility
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for the manifestation of an attack against targets in the "cyberspace”. It follows that
the concept of the so called' cyberspace” is governed by two main features: it has
variable character in the space-time and unstable nature.

Moreover, it is established and accepted that the so-called "cyberspace”

manifests itself through at least 5 (five) interconnected layers ([18]):

e the physical web layer (composed of the physical devices that contribute to the
construction of cyberspace),

e the systemic web layer (composed of the logical decisions that shape the so-called
"cyberspace "),

e the web layer of applications (which consists of applications entering and moving
into the so-called "cyberspace" through exchange of information),

e the human layer (comprising the human plurality which enters or exits the so-
called "cyberspace") and

e the layer of process.
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Figure 1: Interlayer relationships of cyberspace ([30])

For reasons of possible future extension, we will prefer to consider the general
case of a weighted network (or graph) X with several interconnected layers (rather

than the reported five).

Definition 2.1 The multilayered weighted (finite or infinite) graph X with N
interconnected layers is said to bean N — cyber-archetype germ or an instantaneous

virtuale —archetype germ with N —layers.m
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Embedding an N —cyber-archetype germXinto the Cartesian productZ; X ... X
Xy of NEuclidean sets X; c R™, ..., Xy c R™ (or, more generally, of N subsets
X, € CP™,.., Xy c CP™ of complex projective space CP™ = P(C™*1)) gives a

geographical qualifier at each node of X.

Definition 2.2 An instantaneous e —manifestation, or simply e —manifestation, of

the N —cyber archetype germ X in Xy, ..., 2y is a representationX — U; X ... X Uy

of X into a Cartesian product Uy X ... X Uy € X4 X ... X Xy such that

» all nodes of X in the @ —layer, calledinstantaneouse —node manifestations, or
simply e —node manifestations, are illustrated at weighted points of the set U,

> all directed edges (flows) of X in the a —layer, called instantaneous e —edge
manifestations, or simply e —edge manifestations, are given by simple weighted
edges, i.e. by weighted homeomorphic images of the closed interval [0, 1] on the
set U,,,s0 that

e foranya=1,2,...,N, the end points of each e —edge manifestation on the set
U, must be images of end points of a corresponding original directed edge of Xin
the a —layer

e foranya =1,2,...,N, there should not be any e —edge manifestation on the set
U ,derived from directed e —edge of X in the & —layer into which belong points
of e —edge manifestations that are defined by other nodes of X in the same layer
(or, equivalently, two e —edge manifestations in the set U, originating from
different directed edges of X in thea —layer do not intersect at any interior point

of these edges). m

Remark 2.1 Each instantaneous local manifestation of cyber-archetype germ is an
embedding of a weighted graph in Uy X ...x Uy that attributes a geographical
qualifier at each node in the a — layer of the relative N —cyber-archetype germ. For
example, any weighted node of the physical network layer holds a weighted
geographical position defined by an instantaneous local e —manifestation. Similarly,
any weighted node on the layer with human users also occupies a weighted
geographical position which again is determined by the instantaneous local
e — manifestation of the relevant network on another copy of the geographic

environment. m
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Remark 2.2 The introduction of subsets Uy,..,Uy gives us the option of
investigating instantaneous locale —manifestations of an N —cyber-archetype germ. If
one wishes to conduct a full global study, it is sufficient to take Uy = S4, ..., Uy =
Sy- A key generic question that is raised reasonably is as follows. “Is it possible to
carry out a complete study of instantaneous e —manifestations over the Cartesian
product X4 X ... x Xy of entire regions Xy,..., Xy from a finite (or discrete) number of

studies of instantaneous e —manifestations conducted over the Cartesian product
ng) X ... X U,(J‘) of local (small) regions U(lk),...,U,(J‘) (k=1,2,..,M for some
M € NoU{eo}), such that £y x ...x Zy = ULy (U x .. x UJ?) 2 "This question

escapes the scope of this study and could be the subject of further research. m

It is obvious that the potential e— node manifestations V of an N — cyber
archetype germ X over a Cartesian area Uy X ... X Uy are infinite. It is also clear
that, for such each e—node manifestation V of X, there is an interrelated finite set

E = E(V) of possible Cartesian products of weighted edges representing e—edge

manifestations (:"painless flows" or "malicious flows").

Definition 2.3 The (infinite) set Mnf, = Mnf,.(U; X ... X Uy) of all such pairs
(V, E) of e —node manifestations V and interconnected e —edge manifestations E of
N —cyber archetype germs in U4 X ... X Uy will be called the superclass of cyber-

manifestations, or simply the e —superclass, in U; X ... X Uy.m

For obvious reasons and in order to facilitate the achievement of results,
thee —superclass Mnf  will beendowed withappropriatemathematicalstructures. To
this end, the first to be appointed is an easy algebraic structure in the(infinite) set of
all these e— manifestations (V,E) and simultaneously, a compatible topological

structure to allow for a detailed analytic study of Mnf..

3 e — categories and e —functors

A good thinking for introducing utilitarian algebraic structure in the set

Mnf is to see this set as the class of objects of a large category.
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Definition 3.1 The e—graph category (or web graph category) € = Ec(Uq X ... X

Uy) is a category consisting of the following three mathematical entities.

The classob(&:), whose elements are called e—objects contains the pairs
X =(V,E) e Mnf, of instantaneous e — node manifestations ¥V and
instantaneous interrelated e —edge manifestations E of N —cyber archetype
germs in the Cartesian area Uy X ... X Uy,.
The class hom(&;), whose elements are called e—morphisms on ob(Ee).
Each morphismhhas a source e—objectXand a target e—objectY, in such a
way that each e —object is the source of an e —morphism and the target of
another. The expression h: X — Y, would be verbally stated as "h is an
e — morphism from the manifestation X to the manifestation Y ". The
expression hom(X,Y) denotes the hom-class of all e —morphisms from X to
Y.
The binary operation o, called e—composition of e—morphisms, such that
for any three e —objects X, ¥ and Z, we have hom(Y,Z) X hom(X,Y) -
hom(X,Z). The e—composition of h: X — Y and g: Y +— Zis written as
g © hor gh, governed by two axioms:
o e— Associativity: If i X—Y, g:Y—Z, h:Z— T, then ho
(gof)=(heg)ef, and
o e—Ildentity: For every e —object X, there exists an e —morphism
1x: X — X called the e —identity morphism forX, such that for every

e —morphism f: X — Y, wehave lyof = f = foly. m

Remark 3.1 From these axioms, it can be proved that there exists only one

e—identity morphism for every e —object. m

Generalizing, one may consider additionally the following other four basic

e—categories.
1.

The e —set categoryege; = €ge:(Uq X ... X Uy)Where the objects are all small
subsets of E¢ = Ec(U4 X ... X Uy).
The e — homomorphism category egom = €xom(U1 X ... X Uy) Where the

objects are sets of homomorphisms between subsets of eg,;.
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The e —group category egp, = egpr(Uq X ... X Uy)Where the objects are the
groups of E¢.
The e —topological categoryer,, = erq,(Uq X ... X Uy)where the objects are

topological subcategories of E¢.

For reasons of homogenization of symbolism, we will adopt the following

common notation

W, = {86’» €set» ©Hom » €Gpr eTop}-

The objects of each e — category W, = W,(U; X ... x Uy) € W, will be called

instantaneous local e-manifestations or simply again e —manifestations.

For illustrative purposes, let me give you the detailed presentation of the overall

form of an object in each of the above categories.

If W,=E&:, then an e — manifestation X € €, is a pair X = (V,E) of
instantaneous local manifestations of e —nodesand instantaneous interrelated local
manifestations of e —edges on aN — cyber-archetype germ in the Cartesian area
U, X ... X Uy, together with its instantaneouslocalmanifestationsof e —morphisms
h € hom(X,Y) withY € E..

If W, = ege, then an e —manifestation X = K € eg,; iS @ whole set of pairs
(V,E) of instantaneous local manifestations of e — nodes and instantaneous
interrelated local manifestations of e —edges on aN — cyber-archetype germ in the
Cartesian area U4 X ... X Uy, together with its instantaneouslocalmanifestationsof
e —morphismsh € hom(K, M) with M € eg,;.

If W, = eyom, then an e —manifestation X = h € ey, is @ whole set {h €
hom(K, M)} of e —morphisms in eg,.;, together with its e —morphisms h €
hom(h, g) with g € egom-

If W, = ey, then an e — manifestation X = G € egp, is a group of pairs
(V,E) of instantaneous local manifestations of e — nodesand instantaneous
interrelated local manifestations of e —edges on aN — cyber-archetype germ in the
Cartesian area U4 X ... X Uy, together with its instantaneous local manifestations
of e —morphisms h € hom(G, H) with H € eg,,.

And, finally, if W, = er,,, then an e — manifestation X = Q € e, is a
(Grothendieck or other) topological subcategory of €. consisting of pairs (V, E)of

instantaneous local manifestations of e — nodes and instantaneous interrelated
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local manifestations of e —edges on aN — cyber-archetype germ in the Cartesian
area Uq X ...x Uy ,together with its instantaneous local manifestations of

e —morphisms h € hom(Q, D) with D € erop,.

Definition 3.2 Let W, be any e — category and let X,Y € W,. An e —morphism
f € hom(X,Y) is an e —isomorphism between the two e —manifestations X and Y if

there is an e —morphism g € hom(Y,X) withg o f = idy and fo g = idy.m

Let W, € W, and W, € W, be two e —categories. (It is not excluded to be
equal). An covariant e —functor (respectively, contravariant e —functor) is a map
T:W, - W, assigning

e toeach e —manifestation X € W,, an e —manifestation Y € W, and
e to each e— morphism fe€hom(X,Y) , an e— morphism
T(f) € hom(T(X),T(Y))such that
T(idy) = idrxyand T(g o f) = T(f) - T(g)
(respectively,
T(@Geof)=T(g)T(f))m
Definition 3.3 A natural e— transformation Ay :T+— S also called
e —morphism of e —functors, between e —functors T,8: W, —» W, associates to
each e —manifestationX € W ,an e —morphism Ay: T (X) — 8(X), such that for

each e —edgeg: W, — W,: X — X', the following diagram commutes:

TX) 2 s
I T(9) I 8(9).m
TX) o S(X)

Definition 3.4 Let T:W, - W, be an e —functor. If there exists an e — functor
S:W, - W, such that there exists natural e —isomorphisms U: F,(W,,W,) —
Fo(We,W,) and A:F,(We,We) — F(We,We) with UA(SoT) =idy, and

W (T o §) = idy,then we call T an e —equivalence of the categoryw,.. m

Let now E.(X) denote the archetypical e —category of all pairs x = (v,e(”))of instantaneous local
manifestations of e —nodes and interrelated e —edges on an N —online archetype Xin a Cartesian area U; X ... X
Uy, together with its instantaneous local manifestations of e —morphismsh € hom(E¢(X)). Similarly, let E¢(Y)
be the archetypical e —category of all pairs ¢ = (u,e(“))of instantaneous local manifestations of e — nodes and
interrelatede —edges on an N —on line archetype Yin another Cartesian area U X ... x Uy, together with its
instantaneous local manifestations of e —morphismsh € hom(&¢(Y)).
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Definition 2.5 An e — morphism f:E€:(X) —» E:(Y) is an archetypical e — isomorphism between
e —manifestations x € G.(X) and ¢ € E.(Y) if there is an e — morphism g: E(Y) — E(X) such that g o f =
id, ((geflx)=x)andfog=id, (fog)(y) =y)m

A covariant archetypical e —functor (respectively, contravariant archetypical e —functor) is a map
T:Ec(X) — Ec(Y)assigning
o to each instantaneous local e —manifestation x = (1, e®))of an N —onlinearchetypeXover a Cartesian
area Uyx..xUy , an instantaneous local e — manifestation ¢ = (u,e(“)) of an
N —onlinearchetypeYover another Cartesian area V4 X ... X V and
e to each e —morphism f € hom(x, %) in E¢(X), an e —morphism T'(f) € hom(T(x), T(y)) in Ec(Y)
such that T (id,) = idr(, and T'(g o f) = T(f) o T(g) (respectively, T(g o f) = T(g) o T(f)).
Definition 2.6 Let A be the category of all e —covariantarchetypicalfunctorsT: E.(X) — Ec(Y). A natural
archetypical e —transformation a: A — A: T+ Salso called archetypicale —morphism of e —functors,
between archetypical e — functors T,S: E.(X) —» E.(Y) associates to each instantaneous local manifestation
x = (v,e(")) € Ec(X)of an e — nodeand interrelatede —edge on aN —onlinearchetypeXin the Cartesian area
Uy X ...x Uy an e —morphism a,: A — A: T(x) — S(x) in E(Y), such that for every e —edgeg: Ec(X) —
Ec(X):x » 2" in E(X) the following diagram is commutative:
T@x) 5 S@)
) L S(@)m
T(x") = S(x)
Definition2.7 Let T: E.(X) - Ec(Y) be an archetypical e —functor between e —categories. If there exists
an archetypical e —functor §: £¢(Y) - €:(X) such that there exist two archetypical natural e —isomorphisms
aA— Aanda’:: A — AWitha(T o 8) =ide, y)and a’(§ o T) = id xythen we call 7" an e —equivalence

between the archetypical e —categories E¢(X) and £¢(Y). m

4 e —products

Definition 4.1 An e —manifestation X € W, is called e —universally attracting if
for each Y € W, there exists a unique e —morphism of Y into X. A X € W, is called
e —universally repelling if for each Y € W, there exists a e —unique morphism of X
intoY. m

In what follows, we will give an example of e —universality in a categorical
construction that will be used later to give an application of the main result. One of
the more basic constructions is the e —product.

Definition4.2LetX e W,, Y € W,. The e —product (ore —direct product) X nY
of Xand Y in W, is a triple (Z,f,g)withZe W, ,and f:Z+— X and g:Z » Y two
morphisms such that when given any two morphisms ¢: P +— X and y: P — Y, there
exists a unique morphism h: P — Z making the following diagram commute:

¢ l 3lh Y

X “—— y ——— %,
f g ]
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Remark 4.1 This last property can be described by saying that the product has an
e —universal property. It also tells us that the product is uniquely defined up to a
unique isomorphism. m

Remark 4.2 The above definition naturally generalizes to products [[,c; X; over a
family of e —manifestations (X, € W,,t €). m

Example 4.1 (e —product in the e —set category) If we take W, = eg,.; and X = K,
Y = M, then by settingZ = X X Y = K X Mand letting

f=m:Z—X(enm: KXM—K),g=nyZeYemn,: KXM— M)
be the projections on the first and second coordinates respectively, then

XnY=(Zf,g) = (KXM,my,,;)
is the e —product in the set e —category eg,;. Indeed, let ¢: A — K and y: A —» M be
two e —morphisms (A is in eg,,). It is clear that the e —morphism

h:A-» KXM:A2~ @A) X (1)

satisfies the requirements of the above definition. This e —morphism is unique since
its image in the first coordinate is given by f = m, and its image in the second
coordinate is given byg = m,. m

Proposition 4.1 The e— product XnY of XeW, and YeW, is
e —universally attracting in the e —category D that has
e e —objects the pairs (¢, ) of e —morphisms
oW, ->W, P—eP)=Xandp:W, > W, P p(P)=Y,
e ¢ —morphisms the mappings h: P — P’ in W, making the diagram

B

X +—— p —» Y
)
commute as the e —morphisms from the pairs (@, y) to (f,g). =

Whenever we reverse all edges in the graph representing an e —categoryW,,
we obtain the graph representing the e —dualcategory of W,..

Definition 4.3 LetX e W,,Y e W,. The e —coproductX LY of Xand Y in W, is a
triple (Z,f,g)withZ e W,and f : X — Z and g:Y — Z two morphisms such that
when given any two morphisms ¢:X +— P and ¥:Y — P, there exists a unique
morphism h: Z — P making the following diagram commute:

P

e

> 7 < Y
f g [

Proposition 4.2 (The e —coproduct in the e —set category) If we take
W,=es; and X =K, Y =M are two sets inEs, then by setting Z = XUY =
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KUMand letting f=i;: X— Z (ei;: Ko KUM) andg=iy:Z-Y(eiy:
M < KUM) be the two inclusions, then
XUY =(z1i,i,)
is the e —coproduct in the e —set category eg,.,. The required uniquee —morphism

h: KUM — A that makes the diagram
A

X=K ——> Z=KUM «—— Y=M
f=ll g o i2
commute is defined by the maps

K- pA)andYp: M - Pp(A). =

Proposition 4.3 (The e —coproduct in the e —group category) Let W, = eg.,
and X = G, Y = H be two groups of E.. By settingZ =X *Y = G « H(: the free
product of G and H)and letting

fzii: X—Z(®i1: 6GoGxH)andg=iy:Z»Y(®i,: HS G*H)
be the two inclusions, then X U'Y = (3, iy, i)is the e —coproduct in the e —group
category eg,;. The required unique e —morphism h: G x H — D that makes the

diagram D

/Tm Y

X=6 —— > 7=6G+H «——y=H
f=i1 g==Uu

commute is defined by the two groups homomorphisms ¢: G —» ¢@(G) = D and
Y:H - Y(H) = D.
Proof It is enough to choose the map h: G « H — D by sending a word [[; a; € G *
Hto[]; #i(a;) € D, where

= {(p, if a; is in the chosen set of generators of G

Ty, if a; is not a generator of G.

Then, from this construction, it follows that the above diagram commutes. To show
that such a e —morphism h is uniquely defined, let us suppose that h': G * H — D is
another mapping that makes the diagram commute. Restriction of h’ to G and then to
H guarantees that h' = h, which completes the proof.m

Remark 4.3 In the case of the e —topological category er,,, coproducts are disjoint

unions with their disjoint union topologies. m

Let X € W, be fixed. We consider the e — category ng) defined by the
following two specifications.

e The e —objects of Wf,X) are given by the e —edges f: X ~ f(X).
e The set of e —morphisms in Wf,X) is the set of mappings h: ng) -
WE,X):A ~ Bfor which there exist two e —objects f: WEX) - ng): XA

and g: ng) - ng):X ~ B such that the following diagram commutes:
X g
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A /f_’h \B

Definition4.4let XeW, . For any feW, and geW, , the
X —fiberede —coproductf Uy g of fand g in W, is a triple (h,u, v) with h € ng)
and u: f+— h and v: g » h two e —morphisms such that when given any two
e — morphisms ¢: f— p and P:g — p, there exists a unique e — morphism
m: h —» p making the following diagram commute:

oy

f u =h:v 9 un

5 Vector weights on e — categories

In general, a weighted set X consists of pairs (x,4), where x € X and 4 €
[0, o[. The non-negative parameter 4 depends on x and is the weight parameter, or
simply the weight of x in X. Similarly, a (multilayered) weighted graph G =
(V, E)associates a weight (label) a; € R with each node j of the vertex set V in (any
layer of) the graph G and another weight (label) by; 5 € R with each edge [j, k] of the
edge set E in (any layer of) the graph.

Weights of sets and graphs are usually real numbers. However, in both cases, the
weights could be selected to be multiple weights or to belong in a vector space.
Specifically, the weights may take values within a Euclidean space, so that each
component of the weight to represent the numerical value of a quantity in a matrix of

situations. In this direction, we can give the following.

Definition 5.1 A set with vector weights is a set into which each element
corresponds to a vector called vector weight. Similarly, a (multilayered) graph with
vector weights is a (multilayered) graph into which each node and each edge

corresponds to a vector called, again, vector weight. m

Let’s give a first example, by investigating vector weights on the e —graph
category. It is easily seen that the set ob(E.) of all e—objects of €., together with
the collection g(ob(Ee)) = 2°0¢¢) of its subsets, is a measurable space. In fact,

whenever X, Y € S,p(e,), the set X \ Y is in p(ob(Ee)); and, for any Xy, Xs,...€
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SobG,) » the union U;X; is also in g(ob(Ee)) . Similarly, for any X,9 €
p(hom(&p)) = 2homEe) | the set X\ 9 is in p(hom(Ee)); and, for any %,
X;,...€ p(hom(Ee)), the union U; X; is also in Speme,- It follows that the set
hom(Ec), together with the collection g(hom(Ee)) of its subsets, is also a
measurable space. Accordingly, below, we will assume that the measurable spaces
ob(E¢) and hom(&c) are endowed with two measures, say Hop(s,) aNd Hpom(ee)

respectively.

Definition 5.21. Let X = (V =V, E = Ex) € ob(E¢) be an e—object on E.
a. The maximum weight #(*)(X) of X is defined to be an ordered pair in
RZwith
o first component is equal to the sum[Vx]: = ¥;cy, a;(X)of all weights
a;(X) > 0 at the nodes of V and
e second component IS equal to the
maximum[Ex]_ : = max; yeg, |bjjx (X)|over all absolute values of
weights by; x(X) € R associated with each edge [j, k] € Ex.
So, the maximum weight #((X) of X is equal to ) (X) =
(Ivx], [Ex],,)-Based on this definition, we can define the maximum weight

6 (A) over an entire subsetA of the class ob(E¢)as

6 (A) = [ 6 X)dpone)(X) = [ {Vx] + [[Ex],, }drtoner) (X).
b. Analogously, the square weight 6 (X) of X is defined to be an ordered pair
in RZwith
¢ first component, once again, is equal to the sum
[Vxl:= ZiEVX a;(X)

e second component is equal to the square root

1/2
[Ex],:= (Z[i,j]eEX b (X))

a;(X)a;(X)
vx1?
So, the square weight ¢ (X) of X equals
6P (X) = ([Vx], [Ex],)-
Based on this definition, we define the square weight 4@ (A) over an

entire subset A of the class ob(&)as

6D(A) = [, 6P X)dptope)(X): = [, {[IVx] + [Ex],}dptonee) (X).
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ii. Let h € hom(X,Y) be an e—morphism on ob(&¢).
The weight By (h) of hat an e—objectX = (Vy, Ey) is defined to be the pair
Bx(R): = (TTjev, @y, i kieey Biag) o (V))-
It follows that the total weight B_,(h) of h over an entire subset A of the class
ob(&c)equals
B, (h) = [, Bx(h)dpope,)(X)
= [ ATjevy @any (V) + T kiery Bingnio1 V) }dttopes) (X).

Moreover, the total weight By (X) over a subset X of the class hom(&Eg) of

e—morphismsat a subset X of the class ob(E;) is equal to
fx [fx BX(h) dﬂob(sc) (X)] dﬂhom(sc) (h).

We are now in position to allocate vector weights on the objects and morphisms
of other e — categories. To this end, recall that if W, = W,(Uy X ..x Uy) E W, =
{€set » €cpr €r0p} 1S such an e — category, then W, consists of sets of
e —manifestations X = M € W,, that is sets of pairs (V, Ex) of instantaneous local
manifestations of e — nodes and interrelated e —edges on an N — cyberarchetype
germin the Cartesian area U, X ...x Uy, together with all instantaneous local
manifestations of e —morphisms h € hom(W,). It is easy to verify the following

elementary result.

Definition 5.3 If M € ob(W,) is any e—object on W, and h € hom(W,) is any
e —morphism on W,, then the maximum weight of M is equal to the maximum

weight 6% (M) over the set M

Ll V] + [Ex],, }dRone) (X).
Similarly, the square weight of M is equal to the square weight 63 (M) over the
set M

fM{[[VX]] + [[EX]]Z}dl’l’Ob(gc) (X)
Further, the weight of h at M is
Bac(h) = [,, Bx(W)dpope,)(X)
= [ Alljevy @nh (V) + Tjj kieey Bingynao1 (V) }dHop(e) (X). m
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It follows that the weight of h € hom(W,) over an entire subset X of W,
can be defined to be the total weight B,-(h) of h over an entire subset X of W,.
In particular, the weight By, (h) of h (over the whole set W,) coincides with the
total weight B,p¢,.)(h) of h over the class ob(Ee):

Bob(&c) (h) = fob(é’c) BX(h) dl’lob(sc) (X)

= fob(gc){HjEVX anc)y (V) + [ijugeey Bingnaor V) }dHopes) (X).

6 e —Graphs, vector weights and kernels

Any e —category W, € W, = {E¢, set, €Hom » €pr €T0p )} CaN be Viewed as an
e —graph (V, E) with vector weights: the e —nodes in V are the e —objectsX €
ob(W,), while thee —edges or e — arcs in E are the e —morphisms h € hom(W,),
together with
e an identity map id: ob(W,) » hom(W,): X — idy (here idyX = X) and
e a composition map o:{(g,f) € hom(W,) X hom(W,):domg = ranf} —
hom(W.):(g.f) — g ° f*
such that
» dom(idy) = ran(idy), whenever X € V = ob(W,),
» dom(g o f) =dom(f)andran(g- f) = ran(g), forall g, f € hom(W,)
with domg = ranf,
» id, o f = foidyholdsforall f € hom(X,Y) (X,Y € V=0b(W,)),
» (fog)oh=fo(g-e h)forpairs and edges with configuration

h
xtvszlu

Obviously, an e — morphism f € hom(X,Y) of the e — category W,
corresponds to the e —edge[X, Y] that starts at the e —manifestation X and ends at the
e —manifestation Y. Especially, for the e —graph ® = G, corresponding to the
e — graph category €c, the vector weight of the e — node associated to the

e —manifestation X = (Vy,Ex) € V= o0b(E¢) is equal to the maximum weight

2domg =thedomain of definition of g; ranf =the range of f
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&) (X) of X i.e. 6 (X) = ([Vx], [Ex], ) or, alternatively, to the square weight
6@ (X) of X i.e. 6@ (X) = ([Vxl, [Ex],)-
The maximum weight 6()(A) of an entire subset A of e — nodes
associated to an entire class of e —manifestations X = (Vy, Ex) € ob(E¢)is equal to
6 (A) = [ 6 X)dpopery(X): = [ {IVx] + [Ex], }dHob(ee) (X).
Similarly, the square weight 6 (cA) of an entire subset A of e —nodes associated
to an entire class of e —manifestations X = (Vx, Ex) € ob(E¢)is equal to
63D (A) = [, 6P X)dpope)(X) := [ {[Vx] + [Ex],}dropcee)(X).
And the weightB[X,Y]of the e —edge[X, Y] of E associated to an e —morphism
h € hom(X,Y) is the total weight B(h) of h over the entire class ob(&¢), i.e.
B[X; Y] = Bob(Ge)(h) = fob(Sc) BX(h)d”ob(Sc)(Z)

= fob(gc){HjEVZ any (V) + [ gee, Bngnaor (V) Ydhobe ) (2).

Similarly, for the e —graph ® = ®,, corresponding to an e — category W, =
{€set, €Hom » €cprr €Top} . the vector weight of the e —node associated to the
e —manifestation X = M € W, is equal to the maximum weight 4 (M) of M,
ie.
(M) = [, {[Vx] + [Ex].,.}dttonc,) (X)
or alternatively, to the square weight 62 (M) of M, i.e.
fM{IIVXIl + [[EXIlz}d”Ob(Sc) (X)

And the weight B[X, Y] of the e —edge [X, Y] of E associated to an e —morphism
h € hom(X,Y) is the weight By, (h) of h (over the whole set W) which coincides

with the total weight B,y (¢, (h) of h over the class ob(E¢):
B[X,Y] = By, (h) = fob(gc) Bz(h)duope.)(Z)
= [ peotlliev, any @) + Mijrer, Birg) a1 (V) }dHobcey) (2).
The crucial for our purposes theoretical result that will be shown below proves
that each e —category W ,is a metric space and, thus, provides a suitable topological

structure on every W, permitting profound and rigorous analytic investigation of a

central new concept introduced in the sequel, the so-called "local cyber-mapping”.
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However, before entering into more details, let me give another special

characterization of the e —graph ® = G,.

Let & denote the space of all bounded symmetric measurable functions f :
[0,1]> - R. The elements of $ will be called kernels ([19]). Let also &, denote the
set of all kernels f € & such that £ ([0,1]%) c [0,1]. The elements of &, will be
called graphons ([19]) Sometimes we will also need to consider the set of all
functions f € & such that £ ([0,1]%) < [—1, 1]; this will be denoted by %;.

Kernels generalize e —graphs in the following sense. A function f € K is called

a step function, if there is a partition §; U---U S,of [0,1] into measurable sets

such that fis constant on every product set §; X §;. The sets S;are the steps of f. For

the infinite weighted e —graph & = G, corresponding to the e —graph category E¢,
we define step functions as follows.

e The e —node of ® associated to the e —manifestation (Vy, Ex) € ob(&¢) is again
denoted by (Vy, Ey).

e Observe that, by construction, the e — graph ® has the following obvious
properties.

o Each node of & is a finite graph.

o ® is an infinite graph.

o ® isalocally finite graph.

o ® is a connected graph. This means that there is a path (: homomorphism)
between every pair of vertices of ®. This is a not strong assumption: in
fact, if a vertex X of ® is not connected with other vertices of ®, then
there is no e —morphism from X to any ¥ in ®. Following Definition
2.1.1i, this is impossible.

e Consider the end compactification|®| of ® obtained by adding the ends of 6.
Loosely speaking, the ends of ® are the “path components of ® at infinity". See
the paper [15] where this heuristic is made precise using the language of
nonstandard analysis. End compactifications of graphs have been considered in
[2], [7], [9], [10], [12] and [13] as a way to obtain analogues for infinite graphs of

results infinite graph theory that would otherwise be plainly false.
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Remark 6.1 Ends of graphs were defined by Rudolf Halin, in 1964, in terms of equivalence classes of
infinite paths (see [16]; however, in 2008, as Kron & Mdller pointed out, ends of graphs were already
considered by Freudenthal in [11]). A ray in an infinite graph is a semi-infinite simple path; that is, it is
an infinite sequence of nodes Vy, V1, V5, ... in which each vertex appears at most once in the sequence
and each two consecutive nodes in the sequence are the two endpoints of an edge in the graph.
According to Halin's definition, two rays ry and r, are equivalent if there is another ray r, (not
necessarily different from either of the first two rays) that contains infinitely many of the nodes in each
of ry and r4. This is an equivalence relation: each ray is equivalent to itself, the definition is symmetric
with regard to the ordering of the two rays, and it can be shown to be transitive. Therefore, it partitions
the set of all rays into equivalence classes, and Halin defined an end as one of these equivalence
classes. An alternative definition of the same equivalence relation has also been used: two rays r, and
ry are equivalent if there is no finite set of nodes that separates infinitely many nodes of ry from
infinitely many nodes of r;. This is equivalent to Halin's definition: if the ray r, from Halin's
definition exists, then any separator must contain infinitely many points of r, and therefore cannot be
finite, and conversely if r, does not exist then a path that alternates as many times as possible between

T and ry must form the desired finite separator.m

e The end compactification|®| of ® is a compact and metrizable topological
space. (For more information we refer to the article [8]). This implies that for any
infinite open cover 04, 0,,... of |®|, there exists a finite subcover Og,,..., Og,.
Choose such a finite subcover O,,,..., 04, of |®|. It is clear that the restrictions

Q= 04,N6,..., Q; = 0,,NGFform also a finite cover of G.

1 Way of introduction of a step function associated to the e —graph ®

e Consider the normalized maximum weights

200 = 4 (Qy) 200 = 4 Q)
1 £ Q)+ +4) Q) L £ (Q )+ +60)(Q))
e Split [0,1] into L intervals J%™, . . ., §°°) of length 2%, ..., 2™

respectively.
e Forx e]§°°) andy e]}“’), let
fe(x,y) = go) = B[Q;, Q;].
2" Way of introduction of a step function associated to the e —graph &

e Consider the normalized square weights

@ _ 4P (@) @ _ 42 (Qy)
Hy 2D ap+-+6@a) - HL D)+ 6D ()
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e Split [0,1] into L intervals 1., . . ., I of length u® , ..., u®
respectively.

« Forxel® andy € I{?, let go(x,y) = 9§ = B[, Q;].

Note that both multistep functions fg and ggdepend on how the infinite open

cover 04, 0,,... of |®| is chosen.

7 Topology on e —graphs and e —categories
Fix any e — graph &y, = (V,E) corresponding to the e — graph category
W, € W, = {E¢, eser, €Hom » €6prr €T0p} aNd the function B: E — ]0, «o[ assigning

to each e —edge[X, Y] € E its weight

B[X,Y], ifW, =&

BLX,Y] = {%[x, Y),ifW, € W,\ &

Without any loss of generality, the e —graph ®y,, is considered to be a 1-
complex, which means that the edges of ®y,, are homeomorphic copies of the real
unit interval. A half-edge of ®, is a connected subset of an edge of Gy, ,.We can
use B to define a distance function on Gy, . Indeed, for any X,Y € V, let

dcﬁwe (X,Y):=inf{B(P): P isan X — Y path}
where an X — Y path is a finite sequence
E(P) = {[X = Xo, X1], [X1, X2], ., [Xk-1, Xpe = Y]}
of successive e —edges e, the first e —edge [X,, X4] of this sequence having source at

Xo = X while the last one [X,_4, X, ] having target at X, =Y and where B(P) :=
Yeci(p) B(@) is defined to be the length of the path P (relative to the distance de,,)-

Remark 7.1 For points that might lie in the interior of an edge, we define
dgwe (X,Y) similarly, but instead of graph theoretical edges we consider edges in the
1-complex Gy, let again

d(gwe (X,Y):=inf{B(P):Pisan X — Y arc}
where B(P) is now the sum of the lengths of the edges and maximal half-edges in P.

Note that this sum equals the length of P. m
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By identifying any two vertices X, X" of ®,_ for which d(gwe(X,X') =0
holds, we obtain the metric space (@We,dwe). Since ®yy, is locally finite, we have

Gy, = Gy, and, hence

Theorem 7.1 The e —graph Gy, endowed with the metric dg,,, isametric space. m

Remark 7.2 If, in particular, W, = E¢, then the topology of G, induced by the

metric d(f,ee coincides with Diestel’s metrizable topology described in the preceding

section (see Section 3 in [14]).m

The e — graph &y, coincides with the e — category W, . Sincean
e — morphism f € hom(X,Y) of the e — category W, is identified with the
e —edge[X, Y] that starts at the e —manifestation X and ends at the e —manifestation

Y, we can also view the metric dg,, as a metric in the set of objects ob(W,) of the

e —category W,. So, we have the following.

Corollary 7.1 The set ob(W,) of objects of the e —category W, endowed with the

metric dy,, = d®weis a metric space. m

8 Cyber-elements and Cyber-domains

The introduction of appropriate metric in the set ob(W,) of objects of
ane —category W, € W, will allow the consideration of open, closed, compact, dense
and connected areas in ob(W,). And, as it is expected, themost significantbenefits
coming from the consideration of this appropriate topology in ob(W,)can be derived
fromthe definitions of the concepts of cyber-evolution and cyber-domain given

below.

Definition 8.1 Let W, be an e —category with its object set ob(W,) endowed with
the topology induced by the metric dy, .
i. A mapping cy:I(c R) - (ob(W,),dy,), 1=1[0,1] = the closed unit
interval in R, is said to be local e—dynamics.
ii.  Itis clear that for each t € I, the corresponding image cy(t) has the form of
an instantaneous local e —node manifestation with the interrelatede —edge

manifestation. The overall image cy (1) is said to be an e—arrangement. An
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e —arrangement together with all of its instant e—morphisms is called an
e —regularization. It is denoted by ¢z (1).

iii. If Uy x..xUy=2;%..XXy , then the above mapping is called
globale —dynamics. In such a case, the image cy(I) is said to be a global

e —arrangement; the associated e — regularization is called e — settlement.m

Remark 8.1 Definition 7.1 gives the dynamics of the local or total (information)
“flow” being developed between e —nodes of the Internet, meaning that at any time
there are new information flows between existing and new e-nodes which appear in

the same moment that others nodes repealed.m

It is clear that in case where a local e —dynamics cy is continuous, the local
e — dynamics is simply a path in the topological space (ob(We),dwe). It is
absolutely essential for our purposes to consider the important class of continuous
local e —dynamics into the completion|ob(W,)| of ob(W,) in U; X .. X Uy C

CPN, which contains ob(W,) as a dense subspace.

Definition 8.2 The elements of |ob(W )| will be called cyber-elements. The
topological space (|ob(We)|,dwe) will be called a cyber-domain. A continuous
local e —dynamics cy: 1 - (lob(W,)|,dw,), I = [0,1] = the closed unit interval in
R, is said to be a cyber-evolutionary path or simply cyber-evolution of the cyber-
domain (|ob(We)|,dWe). Sometimes, we may use the compellation cyber-track of
(lob(We)l,dWe). In such a case, the e—arrangement cy(l) is called a cyber-
arrangement. A cyber-arrangement together with all of its instant homomorphisms is
called a cyberspace. It is denoted by cz.(I). If, in particular, Uy X ... X Uy = X X

..X Xy, then the corresponding cyber-arrangement cy(I) is said to be a cyber-

configuration; the associated cyberspace is also called cyberspace.m

9 Projective e —systems

In this Section, we will give a brief study of local e —dynamics.

Definition 9.1 Suppose cy: 1 - ob(W,):t — cy(s) is a local e —dynamics. The

e — regularization ¢z (I) coming from thee —arrangement cy(I) = (cy(s))seﬂ is
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called a projective e —system on W,, if for any pair (s,t) € I? satisfying s < t,
there is a e —morphism ht: cy(t) » cy(s) satisfying the following two conditions:
I. (hf = idcy(t),Vt € H) and

ii. (vs,t,relwiths<t<r= hiohl =nh}).m

Definition 9.2 Let W, = egom - Suppose cy: 1 = ob(egom): t — cy(s) is a local

e —dynamics and assume that the associated e — regularization ¢z (1) coming from

the e —arrangement cy () is a projective e —system. The projective e —limit
"oy (1)

of the e —arrangement cy () in ob(ey,n) is defined to be the set

{(x(®),., € Meercy(®) : Vs,t € Iwiths < t = hi(x(®)) = (x())}. m

To each e —manifestation A € W,, we associate the contravariant functor
T4: W, - ob(eg,m) that maps all e —manifestations Y € W, to the set hom(Y, A)
inob(eyom)-
Definition 9.3 An e —functor T: W, — ey,m is said to be e —representable, if there
exists an e —manifestation X of W, such that T4 is naturally isomorphic to 7 in the
sense that there exists an invertible natural e — transformation Wy, : T +— Ty,
between the e — functors T,74: W, - eyom Which associates to each
e —manifestation X € W, an e —morphism Uy: T (X) — T 4(X), such that for each

e —edge g: W, — eyom: X ~ X, the following diagram is commutative:

Ay,

T7(X) — Ta(X)
I 7(9) L T4(g). m
7(X) v TaX)

We are now in position to generalize the last definition of the precedent Section.

Definition 9.4 Let W, € W, be an e — category different from ey, . Suppose
cy:1 - ob(W,):t — cy(s) is a local e —dynamicsand assume that the associated
e — regularization ¢ coming from the e — arrangement cy () is a projective

e —system (cy(s), (hg))seﬂon W,. If the e —functor
T W, — egom: cy(s) — l}"_’; hom (cy(s),cy(t))
te

is e —representable, then a projective e —limit of the e —regularization ¢z (I) in W,

is a representative (cy(ty), p)ie 1 Of this e —functor, that is a pair (cy(ty), P)ie
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where cy(to) is an e —manifestation in W, and(p;: cy(to) — cy(t)),_,is a family
of e —morphisms such that for any s, t € I satisfying s < t we havep, = ht o p,.m

A logical and natural question is whether an e —regularization which is
projection e —systemmay besusceptibleof aprojectivee —limit. To give an answer, we
will need the following definition.
Definition 9.5 Let X and ¥ two e —manifestations in W, € W,. Suppose f and g be
two e — edges of X into Y and consider the e — functor "W, — eyom:Z ~
Ker(f,,g.):={h: h € hom(Z,X)andf.(h) = g.(h)}with

f.ihom(Z,X) > hom(Z,Y):h — f,(h) = fo handg,: hom(Z,X) —
hom(Z,Y):h+— g.(h) =goh.

If T is e —representable, then a representative of this e —functor is said to be a kernel

of double e —edge between X and Y. m
We have the following result.

Proposition 9.1 Let cy:1 - ob(W,):t — cy(s) be a local e—dynamics. Suppose
the associated e — regularization ¢z (I) coming from the e —arrangement cy(I) =
(“«“/’(S))seu is a projective e —system on W, with a kernel of double e —edge
between any two e —manifestationsXandYinW,. Then the e — regularization ¢ () is
susceptible of a projective e —limit.

Proof Let us denote by (cu(s), (hg))seﬂ the projective e —system representing the
e —regularization. For any pair (s, t) such that s < t, we setYs, = cy(s), as; = prs
where prg: [Isercy(s) » cy(s) is the projection at time s, and B, = hiop,.
Thus, we have defined two e —morphisms a = (as,) and B = (Bs;) of [Ise1cu(s)

into [[(s¢) ez Yse. The kernel of double edge (a, B) is a projective e —limit of the

s<t

projective e —system
(cy(s), (hD),

representing the e — regularization ¢z (II). The proof is complete. m

According to this Proposition, it is important to know if a sub-e —
regularization is a projective e — system, i.e. if possible a description of
transformations on the expressions of a sub-e — regularization from one moment to
the next one, based on the knowledge of intermediate transformations between the

two moments.Indeed, from the previous result, if we know that a sub-e —
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regularization is a projection e —system, then this sub-e — regularization will be
susceptible of a projective e —limit, which means that it will be possible to determine
the single transformation behavior of this sub-e — regularization, throughout the

period under examination.

10 Lengths in a cyber-domain

As we shall see just below, the so-called intrinsic cyber-metric is a metric
possible to define on every cyber-domain (lob(W,)|,dy,). For this metric, the
distance between two cyber-elements is the length of the "shortest cyber-track"
between these cyber-elements. The term shortest cyber-track will be defined later and
is in fact crucial for the understanding of cyber-geodesics. To proceed into more
details, we will need the following two definitions.

Definition 10.1 Let o be a collection of cyber-evolutions with the
concatenation operation x.
i.  Alength of a cyber-domain (lob(W,)|,dy,) is a (semi-continuous) function
£: o — [0, +oo]satisfying:
o f(cy;xcyq) = t(cyz) +£(cy1)
e If Uy={Yel|lobW,)|:dy, (X Y)<e} is a neighborhood of
X € lob(W,)|, then
inf{€(cy):cy(0) = X,cy(1) e W, \ Uy} > 0.

ii.  The number €(cy) is called the length of the cyber-evolution cy € .

iii.  If the length €(cy) of a cyber-evolution cy is finite, the cyber-evolution is
said to be rectifiable.

iv.  The completion |ob(W,.)| of ob(W,) endowed with the intrinsic cyber--
metrico defined by

0,(X,Y) == inf{£(cy):cy(0) = X,cy(1) = Y}
is a metric space called cyber-length space.

v. A cyber-length structure {|ob(W,)|, £} is complete, if for any two cyber-
elements X, Y € |ob(W,)|, there is some continuous cyber-evolutioncg €
such that

cy(0) = X, cg(1) =Y and @,(X,Y) = £(¢m).
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vi.  If the underlying cyber-length structure {|ob(W,)|, £} is complete, the metric
0, IS said to be a complete intrinsic cyber-metric.
vii.  In this last case, the cyber-evolutioncy € g is defined to be the shortest

cyber track between the cyber-elements X and Y.m

Remark 10.1 If § = cg(l) is the cyber-arrangement of a cg, then its length£(S) is
defined to be the length #(cy) of cy. m

Remark 10.2 The length £(cy) of a cyber-evolution cy (or the length €(S) of the

cyber-arrangement S = cy () coming from cy) is usually defined as
t(cy) = €(S) = SUPo=ty<t;<-<typ=1 (MEN) Z’igﬂl dwe(Cy(ti)'C’y’(tiﬂ)). n
Above, we defined the notion of a shortest cyber track between two cyber-
elements. In general we will say that a cyber-evolutioncy is a shortest cyber track

in o, if it is a shortest cyber track for all cyber-elements cy(s) and

cy(t)withs, t € 1 = [0,1].

Definition 10.2 i A cyber-geodesic on a cyber-length space
(lob(W,)|,0,) is a cyber-evolutioncy: 1 - (lob(W,)|, dy,): t — cy(t) in
g such that for every t € I, there is a neighborhood U, € I of t such that the
restriction cy¢ /U, of cy onto U, is a shortest cyber-track.

ii. The cyber-length space (Job(W,)|,0,) is called a cyber-geodesic space, if
there is the cyber arrangement S = cy(l) of a cyber-evolutionary pathcy
joining each two cyber-elements X,Y € |ob(W,)| for which £(5) =
dy,(X,Y). Such a cyber-arrangement is called a cyber-geodesic segment

with endpoints X and YV.m

There is a simple criterion which assures the existence of cyber-geodesic
segments. Since, the cyber-domain (|ob(We)|,dwe) is metrically convex, in the
sense that for any two cyber-elements P,Q € |ob(W,)| there is a cyber-element
Zelob(W,)| , with P#+Z=+Q , and such that dy (P,Z)+dy,(Z P) =
dw,(P,Q), Menger’s theorem (see [17]; also [20]) asserts that

Proposition 10.1 Any two cyber-elements of |ob(W )| are the endpoints of at least

one cyber-geodesic segment.m
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Every shortest cyber track on a cyber-length space (Job(W,)|, 0,) is clearly a
cyber-geodesic. However, some cyber-geodesics may fail to be shortest cyber-tracks
on large scales. All the same, since each cyber-domain (Iob(We)I,dwe) is a
compact, complete metric space, and since, by Proposition 9.1, for any pair of cyber-
elements in |ob(W,)| there is a cyber-evolutionary path of finite length joining them,
one can exploit a theorem due to Mycielski (see [25]) and obtain the following

converse result.

Corollary 10.1 Any pair of two cyber-elements in each cyber-domain

(lob(W,)], dwe) has a shortest cyber track joining them. m

Further, since any cyber-domain (|ob(We)|,dwe) is complete and, again by
Proposition 9.1, it has the property that each two of its cyber-elements can be joined
by a rectifiable cyber-evolutionary path, an application of another Mycielski’s

theorem (see again [25]) guarantees that
Corollary 10.2 Each cyber-length space (lob(W,)|, 0¢) is complete. m

Cyber-geodesic spaces provide a fruitful setting for a number of results in
metric fixed point theory. There is an interesting general problem of the extent to
which these theorems lead to ‘‘approximate’” fixed point results in cyber-length
spaces. For the present, let me give an explicit formula for the cyber-length.
Definition  10.3 The speed (cyber-speed) of a  cyber-evolution
cy:1 - (lob(W,)|,dy,):t — cy(t) such at a moment ¢ € I\ {1} is equal to

vy (0): = limg_o{[dw,(cy(t), cy(t + €))]/ £} if the limit exists.m

Proposition 10.2 If the speed of a cyber-evolution cy € g exists almost

everywhere on I, then its cyber-length is equal to £(cy) = fol vy, (t) dt. m

11 Convergence of cyber-evolutions

The notion of uniform convergence is a cornerstone in cyber analysis and will
be used repeatedly later on. The difference from pointwise convergence is informally
that converging uniformly has to do with how it converges over all of its domain and
for pointwise it is sufficient that it converges at every point. Recall that, formally,

pointwise convergence is stated as follows.
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Definition 11.1 Given a cyber-domain (Job(W,)|,dy,), a sequence of cyber-
evolutions (cyk:ll - (|ob(We)|,dWe)) is said to be pointwise convergent on I to
the cyber-evolution cy: 1 - (lob(W,)|, dy,) if

for every t € I, there exists, for every € > 0, an K = K(t) € N such
that for every k > K,

dw,(cyr(t) — cy®)) <e.

This will further on be denoted as limy,_,..cy(t) = cy(t).m

On the other hand, uniform convergence is stated as:

Definition 11.2 Given a cyber-domain (Job(W,)|,dy,), a sequence of cyber-
evolutions
(i1 > (1ob(Wo)l, dy,))
is said to be wuniformly convergent on I to the cyber-evolution
cy:1- (lob(W,)|, dy,) if
for every £ > 0, an K € N such that forevery t € I and k > K,
dw,(cyr(t) — cy(t)) < e.m

By Remark 6.2, if W, = &g, the topology of the locally finite e —graph G,
induced by the metric d@,sc coincides with Diestel’s metrizable topology ([8]). So, the
topology of its unique e —graph completion |®£c| induced by the same metric d@,sC is
a compact topology. Since d%c can be identified with the metric d¢, in the set of

objects ob (&) of the e —category €, we infer that the unique completion |ob(E¢)|
of ob(E¢) is a compact space with respect to the metric dg,. A direct application of

Arzela-Ascoli theorem (see, for instance, [3]), proves the following result.

Proposition 11.1 Any sequence of cyber-evolutions with uniformly bounded lengths

on the cyber-domain (|ob(&¢)l, dg, ) has a uniformly converging subsequence.m

Since, by Proposition 9.1, the cyber-domain (lob(E¢)|, dg,) has the property that
each two of its cyber-elements can be joined by a rectifiable cyber-evolution path, we

infer, from Proposition 10.1, that
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Corollary 11.1 There exists a shortest cyber-track between any two cyber-elementsx

andY. m
Further, using the semi-continuity of cyber-length, we show the next result.

Proposition 11.2 If a sequence (cyy) of shortest cyber-tracks on the cyber-domain
(lob(&¢)l, dg,) converges uniformly to a cyber-evolution cg, then its limit cy is also

a shortest cyber-track. m

References

[1].Baldi, P., Paolo F. and Smyth P.: Modeling the internet and the web:
probabilistic methods and algorithms, John Wiley, 2003, 285 p.,
ISBN:9780470849064

[2].Berger, E. and Bruhn H.: Eulerian edge sets in locally finite graphs,
Combinatorica, 31(1) (2011), 21-38

[3].Burago D., Burago Y, and Ivanov, S.: A Course in Metric Geometry, volume 33
of Graduate Studies in Mathematics, American Mathematical Society, Providence,
RI, 2001

[4].Daras, N. and Alexopoulos, A.: Mathematical description of cyber-attacks and
proactive defenses, Journal of Applied Mathematics & Bioinformatics,7(1)(2017),
71-142, ISSN: 1792-6602 (print), 1792-6939 (online), Scienpress Ltd, 2017;
available on line athttp://www.scienpress.com/Upload/JAMB/V0l%207_1_4.pdf

[5].Daras, N. and Alexopoulos, A.: Modeling cyber security, to appear in Modern
Discrete Mathematics and Analysis: With Applications in Cryptography,
Information Systems and Modeling, Edited by Daras, Nicholas and Rassias
Themistocles, Part of the Springer Optimization and Its Applications series,
Publisher/Imprint: ~ Springer  International  Publishing AG, ISBN/EAN:
3319743244 | 9783319743240, Format: Hardback, Dewey: 003.3, Published:
14/06/2018, Availability: Published 14/06/2018, County of Pub: Switzerland,
pages: X+490; http://www.brownsbfs.co.uk/Product/Daras-Nicholas/Modern-
Discrete-Mathematics-and-Analysis--With-Applicatio/9783319743240

[6].Daras, N. and Alexopoulos, A.:A mathematical study of proactive defense against

different special types of germs of cyber-attacks, in preparation


http://www.scienpress.com/Upload/JAMB/Vol%207_1_4.pdf
http://www.brownsbfs.co.uk/Product/Daras-Nicholas/Modern-Discrete-Mathematics-and-Analysis--With-Applicatio/9783319743240
http://www.brownsbfs.co.uk/Product/Daras-Nicholas/Modern-Discrete-Mathematics-and-Analysis--With-Applicatio/9783319743240

N. J. Daras 43

[7].Diestel, R. and Kiihn, D.: On infinite cycles. I, Combinatorica, 24(1)(2004),69-89

[8].Diestel, R.: End spaces and spanning trees, Journal of Combinatorial Theory,
Series B 96 (2006), 846-854

[9].Diestel R.: Graph theory, 451 pages, Electronic Edition;see http://diestel-graph-
theory.com/, Springer-Verlag, Heidelberg, 2010, ISBN: 978-3-642-14278-9

[10]. Diestel R.: Locally finite graphs with ends: a topological approach, I, Basic
theory, Discrete Math., 311(15) (2011), 1423-1447

[11]. Freudenthal, H.: Uber die Enden diskreter Riume und Gruppen, Commentarii
Mathematici Helvetici17(1945), 1-38, doi:10.1007/bf02566233, MR 0012214

[12]. Georgakopoulos, A.: Infinite Hamilton cycles in squares of locally finite
graphs, Adv. Math., 220(3) (2009), 670-705

[13]. Georgakopoulos, A.: Topological circles and Euler tours in locally finite
graphs, Electron. J. Combin., 16(1) (2009), Research Paper 40, 16

[14]. Georgakopoulos, A.: Graph topologies induced by edge lengths, Technische
Universitit Graz, June 16, 2010

[15]. Goldbring, I.: Ends of groups: a nonstandard perspective, J.Log.Anal. 3:
Paper 7, 28, 2011

[16]. Halin, R.. Uber unendliche Wege in Graphen, Mathematische
Annalen157(1964), 125-137, doi:10.1007/bf01362670, MR 0170340

[17]. Kirk, W.A.: Caristi’s fixed point theorem and metric convexity, Collog. Math.
36 (1976), 91-86, 493-501

[18]. Kurant, K. and Thiran, P.:. Layered Complex Networks, Physical Review
Letters 96 (2006), pp 138701

[19]. Lovasz, L.: Large networks and graph limits, American Mathematical Soc.,

2012 and Institute of Mathematics, E6tvos Lorand University, Budapest, Hungary;
available on line athttp://www.cs.elte.hu/~lovasz/bookxx/hombook-
almost.final.pdf and http://web.xidian.edu.cn/zhangxin/files/20150902 2213

[20]. Menger, K.: Untersuchen iiber allgemeine Metrik, Math. Ann. 100 (1928), 75-
163

[21]. Metcalf, L. and Casey, W.: Cybersecurity and Applied Mathematics, 1%
Edition, Elsevier, 2016, 189 pages, ISBN: 978-0-12-804452-0

[22]. Meza, J., Campbell, S. and Bailey, D.. Mathematical and Statistical
Opportunities in Cyber Security, LBNL-1667E, March 2009, Work supported by



http://diestel-graph-theory.com/
http://diestel-graph-theory.com/
https://en.wikipedia.org/wiki/Digital_object_identifier
https://dx.doi.org/10.1007%2Fbf02566233
https://en.wikipedia.org/wiki/Mathematical_Reviews
https://www.ams.org/mathscinet-getitem?mr=0012214
https://en.wikipedia.org/wiki/Digital_object_identifier
https://dx.doi.org/10.1007%2Fbf01362670
https://en.wikipedia.org/wiki/Mathematical_Reviews
https://www.ams.org/mathscinet-getitem?mr=0170340
http://www.cs.elte.hu/~lovasz/bookxx/hombook-almost.final.pdf
http://www.cs.elte.hu/~lovasz/bookxx/hombook-almost.final.pdf
http://web.xidian.edu.cn/zhangxin/files/20150902_2213

44 On the Mathematical Definition of Cyberspace

the Director, Office of Science, of the U.S. Department of Energy under Contract
No. DE-AC02-05CH11231; available on line
athttp://www.davidhbailey.com/dhbpapers/CyberMath.pdf

[23]. Mishra, Bimal kumar and Prajapati, Apeksha: Modelling and Simulation:
Cyber War, Procedia Technology 10(2013), 987-997, International Conference on
Computational Intelligence: Modeling Techniques and Applications (CIMTA)
2013; available on line at https://ac.els-cdn.com/S2212017313006099/1-s2.0-
$2212017313006099-main.pdf?_tid=318e14a0-f390-11e7-8fd9-
00000aab0f02&acdnat=1515318809 093756dd9b9ef2497c898faedaded87f

[24]. Monsuur, H., Kooij, R.E. and Van Mieghem, P. Analyzing and Modelling the

Interconnected Cyber Space, Chapter in ‘Challenges in Cyber Warfare’,
Netherlands Annual Review of Military Studies, 2012; available on line
athttps://www.nas.ewi.tudelft.nl/people/Piet/papers/chapter§ NLARMS cyber.pd
f

[25]. Mycielski, J.: On the existence of a shortest arc between two points of a metric
space, Houston J. Math. 20 (1994), 491-494

[26]. Perkins, C. and Muller, G.: Using Discrete Event Simulation to Model
Attacker Interactions with Cyber and Physical Security Systems, in Complex
Adaptive Systems, Publication 5, Cihan H. Dagli, Editor in Chief, Conference
Organized by Missouri University of Science and Technology 2015-San Jose, CA,
Procedia Computer Science 61 (2015), 221-226; available on line at https://ac.els-
cdn.com/S187705091503029X/1-s2.0-S187705091503029X -
main.pdf?_tid=35b5d184-f391-11e7-abc6-
00000aab0f26&acdnat=1515319245 eaf2128834646af684eb6a5d81a508b8

[27]. Stasiuk, A.l., Hryshchuk, R.V. and Goncharova, L.L.. A Mathematical
Cybersecurity Model of a Computer Network for the Control of Power Supply of
Traction Substations, Cybernetics and Systems Analysis 53(3) (2017), 476-484.

[28]. Subil A. and Suku N.: Cyber Security Analytics: A Stochastic Model for
Security Quantification Using Absorbing Markov Chains, Journal of
Communications, 9 (12)(2014), 899-907; available on line at
https://pdfs.semanticscholar.org/36a6/ece237ef1961e720a5def26507b6916c0938.

pdf



http://www.davidhbailey.com/dhbpapers/CyberMath.pdf
https://ac.els-cdn.com/S2212017313006099/1-s2.0-S2212017313006099-main.pdf?_tid=318e14a0-f390-11e7-8fd9-00000aab0f02&acdnat=1515318809_093756dd9b9ef2497c898fae9aded87f
https://ac.els-cdn.com/S2212017313006099/1-s2.0-S2212017313006099-main.pdf?_tid=318e14a0-f390-11e7-8fd9-00000aab0f02&acdnat=1515318809_093756dd9b9ef2497c898fae9aded87f
https://ac.els-cdn.com/S2212017313006099/1-s2.0-S2212017313006099-main.pdf?_tid=318e14a0-f390-11e7-8fd9-00000aab0f02&acdnat=1515318809_093756dd9b9ef2497c898fae9aded87f
https://www.nas.ewi.tudelft.nl/people/Piet/papers/chapter8_NLARMS_cyber.pdf
https://www.nas.ewi.tudelft.nl/people/Piet/papers/chapter8_NLARMS_cyber.pdf
https://ac.els-cdn.com/S187705091503029X/1-s2.0-S187705091503029X-main.pdf?_tid=35b5d184-f391-11e7-abc6-00000aab0f26&acdnat=1515319245_eaf2128834646af684eb6a5d81a508b8
https://ac.els-cdn.com/S187705091503029X/1-s2.0-S187705091503029X-main.pdf?_tid=35b5d184-f391-11e7-abc6-00000aab0f26&acdnat=1515319245_eaf2128834646af684eb6a5d81a508b8
https://ac.els-cdn.com/S187705091503029X/1-s2.0-S187705091503029X-main.pdf?_tid=35b5d184-f391-11e7-abc6-00000aab0f26&acdnat=1515319245_eaf2128834646af684eb6a5d81a508b8
https://ac.els-cdn.com/S187705091503029X/1-s2.0-S187705091503029X-main.pdf?_tid=35b5d184-f391-11e7-abc6-00000aab0f26&acdnat=1515319245_eaf2128834646af684eb6a5d81a508b8
https://pdfs.semanticscholar.org/36a6/ece237ef1961e720a5def26507b6916c0938.pdf
https://pdfs.semanticscholar.org/36a6/ece237ef1961e720a5def26507b6916c0938.pdf

N. J. Daras 45

[29]. Szostakowska, A.: 3. Sketches from Virtual Space — Il Cyberstructure, 2011,
Cyber Empathy, ISSN 2299-906X; see
http://kokazone.wixsite.com/cyberempathy/issueO0article6 and

http://kokazone.wixsite.com/cyberempathy/issueOOarticle8
[30]. Wong-Jiru, Major, USAF, Graph Theoretical Analysis of Network Centric

Operations Using Multi-Layer Models, Thesis, Air Force Institute of
Technology, Department of the Air Force,Air University, Wright-Patterson Air
Force Base, Ohio, September 2006.

[31]. Xu Shouhuai, Lu Wenlian and Li, Hualun: A Stochastic Model of Active Cyber
Defense Dynamics,Internet Mathematics, 11(2015), 28-75; available on line
athttp://www.cs.utsa.edu/~shxu/socs/UINM_A_830583-author-proofreading.pdf ;
see also https://arxiv.org/pdf/1603.08309.pdf , arXiv:1603.08309v1 [cs.CR] 28
Mar 2016.



http://kokazone.wixsite.com/cyberempathy/issue00article6
http://kokazone.wixsite.com/cyberempathy/issue00article8
http://www.cs.utsa.edu/~shxu/socs/UINM_A_830583-author-proofreading.pdf
https://arxiv.org/pdf/1603.08309.pdf

